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1. Goal of this appendix

This appendix describes how PLCcom MQTT should be operated securely and robustly in production environments. It explains not
only the available classes, but also the responsibility behind them: MQTT transports messages, but your application decides what
those messages mean.

The SDK is intentionally product-neutral. Authentication, role models, password storage, certificate infrastructure and permissions
must therefore be configured in the way that fits the respective application.
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2. MQTT security model

The MQTT specification does not require a broker to demand user names, passwords or certificates. A broker is allowed to accept
anonymous clients. That is specification-compliant and very convenient for local tests.

For production systems, however, this means:

Specification-compliant is not automatically secure. An openly configured broker is technically allowed, but in a
production network it is acceptable only if the surrounding environment deliberately protects that openness.

PLCcom MQTT follows this line:

_ Default behavior Production recommendation

Broker access Without an access validator, the broker is Configure your own
open. PlccomMgttBrokerAccessValidator .
Transport Plain TCP is possible. Use TLS for all production connections.
Passwords Passwords are processed as bytes, not as Send only over TLS and validate server-side
String . against hashes or tokens.
Persistence Without a store, broker state remains in Implement your own store for durable
memory. sessions or retained messages.
Logging No fixed logging dependency. Connect diagnostic events to your logging or
monitoring.

3. Recommended security architecture
A robust MQTT integration consists of several layers:

1. Protect transport: TLS prevents user names, passwords and payloads from being transmitted in clear text.
Authenticate the client: The broker decides during CONNECT whether a client is allowed to enter the system at all.

Authorize topics: Not every connected client should be allowed to read or write every topic.

2
3
4. Set limits: Maximum packet sizes, topic lengths and queue sizes protect against faulty or malicious peers.
5. Make errors visible: Diagnostic events help identify network, TLS, store and callback problems early.

6

Choose data retention deliberately: In-memory storage is fast and simple. A custom store makes state durable, but must
be built carefully.
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4. TLS on the client

The client uses standard Java TLS through ssLcontext, SSLSocket and Hostnameverifier . No additional TLS library is required.

A simple TLS client:

PlccomMgttClient client = PlccomMgttClientFactory.builder("<user>", "<serial>")
.identifier("secure-client")
.server("broker.example.com", 8883)
.tls()
.mqtt5()
.build();

tls() switches the endpoint to mqtts:// . If port 1883 was used before, the builder changes it to the MQTT TLS default port
8883 .

TLS with explicit options:

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.builder()
.sslContext(mySslContext)
.enabledProtocols("TLSv1.3", "TLSv1l.2")
.handshakeTimeoutMillis (10000L)
.build();

PlccomMgttClient client = PlccomMgttClientFactory.builder("<user>", "<serial>")
.endpoint("mqtts://broker.example.com:8883")
.tls(tlsOptions)
.build();

Important client-side rules:

® Host name verification is enabled by default.

® Trust and host name/SAN matching are separate checks: a certificate can be in trusted and still be rejected when it does not
match the host used in the client endpoint.

® Host names that contain an underscore (for example Windows or NetBIOS computer names such as MY_BROKER_HOST ) are
supported for mqtts:// and wss:// endpoints. The standard Java endpoint check rejects such names, so the client matches
the certificate host for them itself. Trust of the certificate chain is unchanged, and a certificate whose SAN does not cover the
host is still rejected.

® Disable host name verification only in deliberately controlled test environments.
® Empty or invalid TLS protocol and cipher lists are rejected.

® A custom ssLcontext is the right choice if your application already owns a PKI or TrustStore management layer.

PLCcom PKI folder for MQTT

In addition to ready-to-use ssLContext objects and PKCS12 TrustStores, MQTT can use the PLCcom-style file-based PKI folder.
The folder has two purposes: it stores the own TLS identity below own , and it supports default validation of remote certificates
through trusted, issuer and rejected .

The folder contains these areas:

® pki/own/certs and pki/own/private for own certificates and private keys.
® pki/trusted/certs for remote certificates that are already trusted.
® pki/issuer/certs for known issuer or CA certificates.
® pki/rejected/certs for certificates that were seen but are not trusted yet.
The standard folders are created by PlccomMqttPkiStore.ensureDirectories() . The Swing test applications create these folders

automatically and use fixed role-separated PKI stores in the PLCcom MQTT user area: the Client Tool uses
PLCcom/Mgtt/Client/pki , the Broker Tool uses PLCcom/Mqtt/Broker/pki .
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The user area is platform-specific:

Windows %APPDATA%\PLCcom\Mgtt
Linux $XDG_DATA_HOME/PLCcom/Mqtt or ~/.local/share/PLCcom/Mqtt
macOS ~/Library/Application Support/PLCcom/Mqgtt

The shared technical foundation remains flexible on purpose. Customer applications can use their own aliases and their own PKI
paths. For new applications, use a stable application name as own alias, for example com.example.MyMgttClientApp OF
com.example.MyMqttBrokerApp . The delivered tools use PLCcom.Mqgtt.Tools.Client and PLCcom.Mqtt.Tools.Broker .

If no own identity exists for this alias yet, the library can create a self-signed certificate automatically through
PlccomMgttOwnCertificate.loadOrCreate() . This follows the proven PLCcom Modbus concept: the public certificate is stored as
DER file below pki/own/certs , and the private key is stored in a password-protected PKCS12 container below pki/own/private .
If suitable existing material is present, for example a certificate with private key or a .p12 / .pfx container, that material is loaded
instead.

Default remote certificate handling works like this:

e Unknown certificates are written to rejected and rejected.

e C(Certificates already present in trusted are accepted if they are currently valid and, when host name verification is enabled,
match the endpoint host.

e A trusted certificate with the wrong SAN/CN is still rejected; the user sees a host-name mismatch and can review the certificate
in the rejected area.

e [faknown issuer is present and the signature matches, the leaf certificate is written to trusted and accepted.
e [facustom remoteCertificatevalidator is configured, no PKI folder processing takes place: no reading, no writing and no

automatic folder creation. In that case, the complete responsibility belongs to the customer validator.

The PLCcom Swing test applications register a store listener. When a new unknown certificate is written to rejected/certs, a
dialog appears with subject, issuer, serial number, validity, SHA-1 fingerprint and file path. From there, the certificate can be moved
directly to trusted/certs . The current TLS connection attempt has already failed at that point; the next attempt can then use the
trusted certificate. The same rejected certificate is shown only once per tool run.

The Client Tool and Broker Tool also provide a certificates button. This management dialog shows Own, Trusted, Rejected and
Issuer, can display certificate details, import trusted/issuer certificates, trust rejected certificates and delete certificates from the
store.

Supported files in the PKI folder:

® Remote certificates in trusted, issuer and rejected: .der, .cer, .cert, .crt and .pem.
® Own certificates in pki/own/certs: .der, .cer, .cert, .crt and .pem.

® QOwn private-key files in pki/own/private : .pem, .key and .der .Separate private-key files must contain unencrypted
PKCS#8, Java-11-compatible encrypted PKCS#8, or unencrypted RSA PKCS#1. For new deployments, a .p12 / .pfx container
is the preferred format.

® Own containers with certificate and private key in pki/own/private : .p12 and .pfx . The password is optional, but must be
provided if the container is protected.
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5. TLS on the broker

The broker configures TLS per listener. This allows one broker to expose, for example, a plain TCP port for local tests and a TLS port
for production clients at the same time.

Server-side TLS with KeyStore:

KeyStore serverKeyStore = loadKeyStore("broker.pl2", "changeit".toCharArray());

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMqttBrokerTlsOptions.builder()
.keyStore(serverKeyStore, "changeit".toCharArray())
.enabledProtocols("TLSv1.3", "TLSv1.2")
.handshakeTimeoutMillis(10000L)

.build();

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tlsListener("0.0.0.0", 8883, tlsOptions)
.start();

For TLS, the broker always needs a server identity. This can be supplied through a ready ssLcontext or through a KeyStore.

When several TLS or WSS listeners run in one broker, the application can set one default certificate for all ports. In the PLCcom
Tools, this default certificate is automatically created or renewed so its SAN entries cover the hosts of TLS/WSS listeners that use
the default certificate. Selected concrete ports can still use a different certificate. An explicitly assigned certificate is used unchanged:
no automatic replacement, no automatic SAN rewrite and no broker-start failure only because of a host-name mismatch. Instead,
the tool logs a warning. Selection is deliberately based on the local port, not on host name, IP address or SNI. This keeps
deployments stable and auditable, for example with port forwarding or partner-specific access ports.

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.defaultTlsCertificate(defaultOwnCertificate)
.assignTlsCertificateToPort (8884, partnerOwnCertificate)
.tlsListener("0.0.0.0", 8883)

.tlsListener("0.0.0.0", 8884)
.start();

In this example port 8883 uses the default certificate. Port 8884 always presents the explicitly assigned certificate. If that
certificate does not match the client trust or host-name/SAN validation, a TLS failure is the correct and expected result; the broker
does not silently fall back to another certificate.

Multiple listeners side by side:

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tcpListener("127.0.0.1", 1883)
.tlsListener("0.0.0.0", 8883, tlsOptions)
.webSocketListener("127.0.0.1", 8080)
.securelWebSocketListener("0.0.0.0", 8443, tlsOptions)
.start();

Best practice:

e Offer plain TCP only locally, for development or in additionally protected networks.
® Use TLS ports at real network boundaries.

® Actively manage certificate rotation, expiration dates and TrustStores in your application.
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6. User name, password and access validator
The broker uses a PlccomMqttBrokerAccessValidator when your application wants to own authentication and authorization.

Without a validator, the default policy is open:

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.allowAnonymous ()
.start();

With a validator:

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.accessValidator(new PlccomMgttBrokerAccessValidator() {
@0override
public PlccomMgttBrokerAccessDecision validateConnect(
PlccomMqgttBrokerConnectContext context) {
if (isKnownClient(context.getClientId(), context.getUserName(),
context.getPassword())) {
return PlccomMgttBrokerAccessDecision.allow();
}
return PlccomMgttBrokerAccessDecision.deny (
PlccomMqgttBrokerAccessDeniedReason.BAD_USER_NAME_OR_PASSWORD) ;

}

@Override
public PlccomMgttBrokerAccessDecision validatePublish(
PlccomMgttBrokerPublishContext context) {
return mayWrite(context.getClientId(), context.getTopicName())
? PlccomMgttBrokerAccessDecision.allow()
: PlccomMgttBrokerAccessDecision.deny(
PlccomMgttBrokerAccessDeniedReason.NOT_AUTHORIZED);

}

@0override
public PlccomMgttBrokerAccessDecision validateSubscribe(
PlccomMqgttBrokerSubscriptionContext context) {
return mayRead(context.getClientId(), context.getTopicFilter())
? PlccomMgttBrokerAccessDecision.allow()
: PlccomMgttBrokerAccessDecision.deny(
PlccomMgttBrokerAccessDeniedReason.NOT_AUTHORIZED);

}

@override
public PlccomMgttBrokerAccessDecision validateUnsubscribe(
PlccomMgttBrokerSubscriptionContext context) {
return PlccomMgttBrokerAccessDecision.allow();
}

b
.start();

Performance note: If the validator performs a slow database query on every Publish or Subscribe, the broker becomes slow
exactly there. Caching, short timeouts and clear failure paths are very important.

Important rules:

® Passwords are provided as byte arrays, not as string .
® The validator should verify passwords against hashes, tokens or an external identity system.
® Avalidator may return null, but the broker treats null as denial. This is safer than accidentally allowing access.

® Validators run in productive paths. They must be fast, thread-safe and stable.
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7. MQTT 5 Enhanced Authentication

MQTT 5 can use additional challenge/response authentication through AUTH packets. This feature is optional. Not every client and
not every broker needs it.

Client:

PlccomMgttClient client = PlccomMgttClientFactory.builder("<user>", "<serial>")

.server("broker.example.com", 8883)

.tls()

.mqtt5()

.enhancedAuthentication("custom-method", (context) -> {
byte[] challenge = context.getAuthenticationData();
byte[] response = calculateResponse(challenge);
return PlccomMgttClientEnhancedAuthResponse.continueWith(

context.getAuthenticationMethod(), response);

1

.build();

Broker:

PlccomMgttBroker broker = PlccomMqgttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.enhancedAuthenticator(new PlccomMgttBrokerEnhancedAuthenticator() {
@Override
public PlccomMgttBrokerEnhancedAuthResult onConnect(
PlccomMgttBrokerEnhancedAuthContext context) {
return validateInitialEnhancedAuth(context);

}

@Override
public PlccomMgttBrokerEnhancedAuthResult onAuth(
PlccomMgttBrokerEnhancedAuthContext context) {
return validateNextEnhancedAuthStep(context);
¥

b
.start();

Without a configured broker authenticator, the broker rejects clients that request an unsupported MQTT 5 authentication method.
This is intentional: an unknown authentication method must not silently count as successful.

8. Client certificates

The broker can request or require client certificates. This is especially useful when devices or applications should not be identified
only by user name and password.

KeyStore brokerKeyStore = loadKeyStore("broker.pl2", "changeit".toCharArray());
KeyStore clientTrustStore = loadKeyStore("trusted-clients.p12", "changeit".toCharArray());

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.builder()
.keyStore(brokerKeyStore, "changeit".toCharArray())
.trustStore(clientTrustStore)
.clientCertificateMode(PlccomMgttBrokerClientCertificateMode.REQUIRED)
.build();

When client certificates are enabled, TLS first checks the transport layer. Afterwards, the access validator can additionally check user
name, client identifier, topic rights or application-specific rules.

Keep responsibilities clearly separated: the PKI store decides only whether a certificate is technically trusted. The business login of a
user belongs in the access validator. There, the application can map subject, issuer, serial number, fingerprint or custom certificate
extensions to a user account and its topic rights.
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9. Stores and data retention

Without a store, the broker keeps retained messages, sessions and offline queues in memory of the running process. This is fast,
simple and ideal for many tests. After a restart, however, that state is gone.

For durable data retention, an application can implement PlccomMgttBrokerStore :

PlccomMgttBroker broker = PlccomMgttBrokerFactory.builder("<user>", "<serial>")
.tcpPort (1883)
.store(myBrokerStore)
.start();

The store has methods for:

® Loading, saving and removing retained messages.

® Loading, saving and removing persistent sessions.

Important store note: The store is called synchronously from broker protocol paths. A slow store implementation can
directly slow down Publish, Subscribe, Reconnect and QoS throughput. The store must be thread-safe and is responsible for
its own transactions, encryption, backups and recovery.
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10. Diagnostics, errors and stability
PLCcom MQTT does not write to a specific logging framework by itself. The application can subscribe to diagnostic events.

A diagnostic event contains, among other things:

getComponent() Whether the event comes from Core, Client or Broker.
getSeverity() Severity of the event.

getCategory() Category, for example network, protocol, TLS, store or callback.
getCode() Stable short code for filtering and support.

getMessage() Human-readable message.

getCause() Causing exception, if available.

getClientId() Affected MQTT Client Identifier, if known.

getTopicName() Affected topic, if applicable.

isRetryable() Whether retrying can make sense.

isFatal() Whether a severe error state exists.

Applications can use diagnosticLevel(...) to setthe minimum severity for diagnostic events. INFO is the default, DEBUG is
intended for troubleshooting, WARNING , ERROR and FATAL reduce output, and OFF suppresses diagnostic events completely. The
diagnostic level is the only filter: every event at or above the selected level is delivered immediately. To see fewer messages during
longer network problems, raise the level (for example to WARNING or ERROR ) or aggregate similar events in your application.

The diagnostic level can also be changed at runtime through setbDiagnosticLevel(...) on arunning client or broker. This allows
a controlled, temporary DEBUG window during a live analysis without reconnecting clients or restarting the broker.

Security note on DEBUG : at the DEBUG level the SDK additionally reports the exact payload of published and received
messages as diagnostic events (as text, or as hex for binary data, truncated to a single line). Payloads can contain confidential
process data. Treat DEBUG diagnostics like payload data: restrict them to troubleshooting sessions, and do not forward them
into long-term logs of production systems.

When the broker rejects a CONNECT through the access validator, it emits an authorization diagnostic event with severity
WARNING . The event contains the user name, denial reason and MQTT code, but never password data.

Example:

PlccomMgttDiagnosticListener listener = event -> {
if (event.isFatal()) {
showOperatorAlarm(event.getMessage());
} else {
writeToApplicationLog(event);
}
¥

The SDK tries to keep background processes robust. Many retryable errors are reported, but not escalated immediately if clean
recovery is possible. Direct start, connect and MQTT methods continue to report errors through exceptions. Client and broker
operations such as client publish().send() , client subscribe().send() or broker publish(...).send() return PLCcom result
objects with isGood() , getQuality(), getMessage() and an optional getInnerException() .
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For MQTT 5, standardized error Reason Codes ex8e to exA2 are mapped to specific BAD_MQTT5_... qualities. Monitoring, Ul
and application logic can therefore react specifically to authorization, packet size, QoS/retain support or other protocol rejections

without parsing text messages.
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11. Best practices for production systems

TLS Enable it for production connections by default.

Host name verification Keep it enabled on the client. Issue certificates for the matching host.

Access validator Do not block with slow, unprotected database paths.

Password checks Never store clear-text passwords. Use hashes, tokens or external identity
systems.

Retained messages Use only for real state values, not for short-lived events.

Last Will Use for device or service status so that unexpected disconnects become
visible.

QoS 2 Use only when exactly-once protocol semantics are really needed.

Stores Verify load and failure behavior before production.

Diagnostics Connect to monitoring or Ul, and control the message volume through

the diagnostic level.

Limits Choose packet size, topic length and queue limits deliberately.
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12. Checklist before production use

Before a production release, verify at least:

Does the connection use TLS?

Does the server certificate match the host name?

Are user name/password or client certificates protected for production use?
Is an access validator configured?

Are topic rights checked separately for reading, writing and unsubscribing?
Are timeouts configured sensibly?

Are diagnostic events visible?

Is the store implementation thread-safe and fast enough?

Was behavior during network loss tested?

Was behavior with invalid certificates tested?

Was behavior with invalid credentials tested?

Wias a longer test run performed without suspicious thread or resource growth?
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