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1. Goal of this appendix
This appendix describes the high-level PLCcom MQTT Client API. It explains the usual client workflows in the order in which developers normally need
them: connect, publish, subscribe, handle MQTT 5 options, use TLS, process results and react to diagnostics.

The document intentionally focuses on the comfortable public API. Protocol-level objects are mentioned only when they are necessary to understand
high-level behavior. A user of the client library should not have to know every MQTT packet type before sending the first useful message.

2. Client API in one sentence
The client API lets a Java application connect to an MQTT broker and perform Publish/Subscribe workflows with readable builders, clear results, callbacks,
MQTT 5 metadata, TLS, WebSocket, JSON payloads, Request/Response and diagnostic events.

The typical shape is:
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3. Connecting
A client connection is created with PlccomMqttClientFactory.builder(user, serial) . The license values are supplied at construction time. The builder
then defines the MQTT endpoint, client identifier, protocol version and optional features.

Minimal local connection:

Endpoint variants:

The endpoint must describe an MQTT transport. Use mqtt://  for plain TCP, mqtts://  for TLS, ws://  for WebSocket and wss://  for secure
WebSocket. Invalid schemes, malformed ports or missing hosts are rejected early.

Important connection options:

try (PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .identifier("machine-client-01")
        .server("broker.example.com", 8883)
        .tls()
        .mqtt5()
        .automaticReconnect()
        .build()) {

    client.connect();

    client.subscribe("plant/line1/#")
            .qos1()
            .onMessage(message -> handleMessage(message))
            .send();

    MqttPublishResult result = client.publish("plant/line1/state", "running")
            .qos1()
            .retain()
            .send();

    if (!result.isGood()) {
        throw new IllegalStateException(result.toString(), result.getInnerException());
    }
}

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .identifier("local-client")
        .server("127.0.0.1", 1883)
        .mqtt5()
        .build();

client.connect();

.server("broker.example.com", 1883)       // Plain MQTT over TCP.

.endpoint("mqtt://broker.example.com:1883")

.endpoint("mqtts://broker.example.com:8883")

.endpoint("ws://broker.example.com:8080/mqtt")

.endpoint("wss://broker.example.com:8443/mqtt")
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Option Meaning

identifier(...) MQTT Client Identifier. It must be unique for a broker session.

mqtt5() Prefer MQTT 5.0.

mqtt311() Use MQTT 3.1.1.

autoProtocol() Let the client negotiate the best available version when supported.

cleanStart(...) Start a fresh session or continue an existing one where applicable.

keepAliveSeconds(...) MQTT keep-alive interval.

connectTimeoutMillis(...) Timeout for opening the network connection and completing TLS.

operationTimeoutMillis(...) Timeout for MQTT operations that wait for acknowledgements.

usernamePassword(...) Credentials for broker authentication. Use TLS in production.

If the broker rejects the CONNECT packet, the client throws a PlccomMqttConnectException  or PlccomMqttAuthenticationException  depending on
the reason. MQTT 5 reason codes are also mapped into PLCcom qualities for operations that return result objects.

Binding to a specific network interface (local address)
If the outgoing MQTT socket should use a specific network interface, it can be bound to a local address. This setting deliberately lives on the options
builder PlccomMqttClientOptions.Builder  and is used through PlccomMqttClientFactory.create(options) ; the comfortable high-level builder 
PlccomMqttClientFactory.builder(user, serial)  does not pass it through.

The binding applies to all transports (TCP, TLS, WebSocket and Secure WebSocket) and is reapplied after every automatic reconnect. The broker host is
then resolved only to addresses of the same family (IPv4 or IPv6) as the local address. If no matching address exists, the connection attempt fails with a
clear error message instead of silently using a different network interface.

4. MQTT versions
PLCcom MQTT supports MQTT 3.1.1 and MQTT 5.0. MQTT 3.1.1 is very common and works well for classic Publish/Subscribe. MQTT 5.0 adds richer
metadata and more precise error handling.

Use MQTT 5 when you need:

Reason codes and better failure diagnostics.
User Properties.
Message Expiry.
Response Topic and Correlation Data.
Subscription Identifiers.
Topic Alias.
Enhanced Authentication.

Use MQTT 3.1.1 when the broker or the target environment requires it. The high-level API keeps the common publish and subscribe calls very similar
across both versions. MQTT 5-only features are ignored or rejected according to the selected protocol and broker behavior.

PlccomMqttClientOptions options = PlccomMqttClientOptions.builder(
                PlccomMqttEndpoint.parse("mqtt://192.168.1.20:1883"))
        .localAddress(InetAddress.getByName("192.168.1.50"))
        .build();
PlccomMqttClient client = PlccomMqttClientFactory.create(options);
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5. Publish
Publishing sends a payload to a Topic Name. The high-level publish builder keeps the most common options close to the call site:

Payload variants:

QoS variants:

Retained publish:

Deleting a retained message is done by publishing an empty retained payload to the same topic:

Topic Names for publish must not contain wildcards. plant/+/temperature  and plant/#  are valid Topic Filters for subscriptions, but invalid Topic
Names for published messages. The client validates this before sending the packet.

6. Subscribe and message callbacks
Subscribing registers interest in one or more Topic Filters. Matching messages are delivered to the configured callback.

The returned result is also the handle that can later unsubscribe:

A callback should be short and reliable. If expensive work is needed, hand the message to an application queue and return quickly. The client protects
itself against callback failures and emits diagnostics, but a constantly failing or blocking callback is still a problem in the application.

Useful message information:

MqttPublishResult result = client.publish("plant/line1/temperature", "23.7")
        .qos1()
        .contentType("text/plain")
        .messageExpirySeconds(60)
        .send();

client.publish("topic/text", "Hello").send();
client.publish("topic/bytes", new byte[] { 1, 2, 3 }).send();
client.publish("topic/value", 42).send();

.qos0()   // Fire-and-forget, no acknowledgement.

.qos1()   // At least once, waits for PUBACK.

.qos2()   // Exactly once on protocol level, uses PUBREC/PUBREL/PUBCOMP.

client.publish("plant/line1/state", "running")
        .qos1()
        .retain()
        .send();

client.publish("plant/line1/state", new byte[0])
        .qos1()
        .retain()
        .send();

MqttSubscribeResult subscription = client.subscribe("plant/+/temperature")
        .qos1()
        .onMessage(message -> {
            System.out.println(message.topic());
            System.out.println(message.payloadAsString());
        })
        .send();

subscription.unsubscribe();
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Method Meaning

topic() Topic Name of the received message.

payload() Raw payload bytes.

payloadAsString() Payload decoded as text.

qos() Delivery QoS.

retain() Whether this delivery is a retained replay.

contentType() MQTT 5 Content Type, if present.

userProperties() MQTT 5 User Properties, if present.

subscriptionIdentifier() MQTT 5 Subscription Identifier, if present.

7. Choosing QoS correctly
QoS is not a quality label for the value. It is a delivery contract between client and broker.

QoS What happens When to use

QoS 0 The message is sent once and may be lost. Fast measurements where the next value will arrive
soon.

QoS 1 The sender waits for acknowledgement. Duplicates are
possible.

Most reliable business messages where duplicates can
be handled.

QoS 2 The sender and receiver perform a four-step
handshake.

Rare messages where duplicates are especially
problematic.

QoS 2 is not automatically better for every case. It has more protocol traffic and more state. Use it when the application really benefits from exactly-once
protocol handling.
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8. Retained Messages
A retained message is stored by the broker as the latest state of a Topic Name. New matching subscribers receive it immediately.

This is useful for state:

It is usually not useful for short-lived events. A retained event can confuse a new subscriber because it looks like something just happened even though it
is only the remembered last value.

When receiving retained messages, check the retain flag if the difference between remembered state and live data matters.

client.publish("plant/line1/status", "ready")
        .qos1()
        .retain()
        .send();
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9. Last Will
The Last Will, also called testament, is a message that the broker publishes when a client disappears unexpectedly. It is configured during CONNECT, not
when the connection is already broken.

A typical use is online/offline status:

On normal shutdown, the client should publish its online/offline state itself and then disconnect cleanly. The broker publishes the Last Will only for
unexpected disconnects such as network loss, process termination or broken TCP connections.

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .identifier("device-17")
        .server("broker.example.com", 8883)
        .tls()
        .mqtt5()
        .will("devices/device-17/status", "offline")
            .qos1()
            .retain()
            .done()
        .build();
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10. MQTT 5 Properties
MQTT 5 adds metadata to packets. The client exposes the most useful properties through builder methods.

Publish properties:

Subscribe properties:

Topic Alias can reduce repeated topic bytes on a long-running connection. It is a performance feature, not a topic authorization feature. Use it only when
the broker supports it and when repeated publishes to the same topics make it useful.

11. Request/Response
MQTT Request/Response is a convention built on normal MQTT messages. It is not a new packet type. The requester publishes a message with a
Response Topic and Correlation Data. The responder copies the correlation data into its reply so that the requester can match response to request.

Use Request/Response when an MQTT-based service should behave like a request operation, but remember that the underlying transport is still
asynchronous Publish/Subscribe.

client.publish("requests/service", "calculate")
        .qos1()
        .contentType("text/plain")
        .messageExpirySeconds(30)
        .responseTopic("responses/client-01")
        .correlationData("request-4711".getBytes(StandardCharsets.UTF_8))
        .userProperty("source", "demo")
        .send();

client.subscribe("plant/+/temperature")
        .qos1()
        .subscriptionIdentifier(12)
        .noLocal()
        .retainAsPublished()
        .retainHandlingSendAtSubscribe()
        .onMessage(this::handleMessage)
        .send();

MqttRequestResponseResult response = client.request("service/calculate", "status")
        .qos1()
        .responseTopic("service/replies/client-01")
        .correlationData("request-1".getBytes(StandardCharsets.UTF_8))
        .timeoutMillis(5000)
        .send();

if (response.isGood()) {
    System.out.println(response.getResponse().payloadAsString());
}
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12. JSON payloads
PLCcom MQTT transports bytes and deliberately does not ship a JSON library. You serialize an object with the JSON library of your choice (for example
Gson or Jackson) and publish the bytes with Content Type application/json ; on receipt you deserialize the bytes yourself.

Gson is only an example here and is not part of the SDK. You add your JSON library as a normal dependency of your application.

When receiving JSON, keep error handling explicit. A malformed payload is an application data problem and should not silently disappear.

Read the raw bytes with message.payloadAsBytes()  or the decoded text with message.payloadAsString() , then deserialize with your own library. A
malformed payload throws inside the callback; catch it there when your topic may carry mixed content.

TemperatureValue value = new TemperatureValue("line1", 23.7);

byte[] jsonBytes = gson.toJson(value).getBytes(StandardCharsets.UTF_8);

MqttPublishResult result = client.publish("plant/line1/temperature", jsonBytes)
        .payloadFormatUtf8()
        .contentType("application/json")
        .qos1()
        .send();

client.subscribe("plant/+/temperature")
        .qos1()
        .onMessage(message -> {
            TemperatureValue value = gson.fromJson(message.payloadAsString(), TemperatureValue.class);
            handleTemperature(value);
        })
        .send();
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13. WebSocket and Secure WebSocket
MQTT can also be transported through WebSocket. This is useful in environments where WebSocket infrastructure is already available or where classic
TCP ports are restricted.

Secure WebSocket uses TLS:

Use wss://  instead of ws://  for production when credentials or sensitive data are involved.

14. TLS
TLS is enabled with tls()  or tls(options) . It is required whenever credentials, tokens or confidential data cross an untrusted network. By default the
client verifies the host name against the broker certificate.

TLS with explicit options:

Client certificate login, that is mTLS as known from Paho, is mapped in the guided PLCcom way through the PKI folder. The delivered client test
application always uses the fixed client PKI store of the logged-in user under PLCcom/Mqtt/Client/pki  and creates the required subfolders automatically.
The PKI folder is no longer edited in the main screen; the certificates are managed through the Certificates  button. In your own application software
the folder can be chosen freely; only the PLCcom structure below that folder matters.

A stable application name should be used as own alias. The client test application uses PLCcom.Mqtt.Tools.Client . A customer application can use, for
example, com.example.MyMqttClientApp . With this example alias that means:

own client certificate: pki/own/certs/com.example.MyMqttClientApp.der|cer|cert|crt|pem
own private key: pki/own/private/com.example.MyMqttClientApp.pem|key|der
or a container: pki/own/private/com.example.MyMqttClientApp.p12|pfx

If no own client identity exists yet, PlccomMqttOwnCertificate.loadOrCreate()  can automatically create a self-signed client certificate together with a
PEM private key in pki/own . If a customer-provided certificate with a matching private key or a .p12 / .pfx  container is already present there, that
material is loaded and not recreated.

Important: a client certificate is only needed for mTLS, that is when the broker requests a client certificate during the TLS handshake. For normal TLS
connections the client only checks the broker certificate through trusted , issuer  and rejected .

TLS without an own client certificate:

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .endpoint("ws://broker.example.com:8080/mqtt")
        .mqtt5()
        .build();

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .endpoint("wss://broker.example.com:8443/mqtt")
        .tls()
        .mqtt5()
        .build();

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .endpoint("mqtts://broker.example.com:8883")
        .tls()
        .mqtt5()
        .build();

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.builder()
        .sslContext(mySslContext)
        .enabledProtocols("TLSv1.3", "TLSv1.2")
        .handshakeTimeoutMillis(10000L)
        .build();

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .endpoint("mqtts://broker.example.com:8883")
        .tls(tlsOptions)
        .build();
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mTLS with an own client certificate:

The default validator writes unknown broker certificates to pki/rejected/certs . Already trusted certificates are kept in pki/trusted/certs ; known
issuers in pki/issuer/certs  can move new broker certificates into trusted  automatically. If an own remote certificate validator is set, the PKI folder is
not read or written for remote certificate checking. The own identity can still be loaded independently from pki/own .

Disabled host name verification should only be used in tests:

15. Automatic reconnect
Automatic reconnect lets the client recover from broken connections. It is especially useful for long-running applications.

Reconnect does not make the network reliable. It only defines how the client tries to recover. The application should still handle diagnostics and know that
messages may be delayed or fail while the connection is down.

Path pkiPath = Paths.get("pki");
PlccomMqttPkiStore pkiStore = new PlccomMqttPkiStore(pkiPath);
pkiStore.ensureDirectories();

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.builder()
        .pkiOptions(PlccomMqttPkiOptions.builder()
                .pkiStore(pkiStore)
                .build())
        .enabledProtocols("TLSv1.3", "TLSv1.2")
        .build();

Path pkiPath = Paths.get("pki");
String ownAlias = "com.example.MyMqttClientApp";
char[] password = "changeit".toCharArray();

PlccomMqttPkiStore pkiStore = new PlccomMqttPkiStore(pkiPath);
pkiStore.ensureDirectories();
PlccomMqttOwnCertificate ownCertificate = new PlccomMqttOwnCertificate(
        pkiStore,
        ownAlias,
        password,
        3650,
        "Example GmbH",
        Arrays.asList("localhost"),
        Arrays.asList(InetAddress.getByName("127.0.0.1")));
KeyStore clientIdentity = ownCertificate.loadOrCreate();

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.builder()
        .keyStore(clientIdentity, password)
        .pkiOptions(PlccomMqttPkiOptions.builder()
                .pkiStore(pkiStore)
                .build())
        .enabledProtocols("TLSv1.3", "TLSv1.2")
        .build();

PlccomMqttTlsOptions testOnlyTlsOptions = PlccomMqttTlsOptions.builder()
        .hostnameVerificationEnabled(false)
        .build();

PlccomMqttClient client = PlccomMqttClientFactory.builder("<user>", "<serial>")
        .server("broker.example.com", 1883)
        .automaticReconnect()
        .reconnectDelaysMillis(2000, 30000)
        .build();
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16. Async API
The async facade is useful when application code should not block while an MQTT operation waits for acknowledgement.

The async API does not change MQTT semantics. It changes how Java code waits for results.

Virtual threads on Java 21 and newer
The client detects the Java version at runtime. On Java 21 or newer, the internal worker threads and the default async()  executor automatically use
virtual threads. A pending operation then blocks a lightweight virtual thread instead of a platform thread, which makes many parallel MQTT operations
and many client instances considerably cheaper.

No code change is required and the API is identical in both modes. On Java 11 to 17 the client behaves exactly as before. An executor passed to 
async(Executor)  is always used unchanged. For diagnostics the automatic switch can be disabled with the system property -
Dplccom.mqtt.virtualThreads=false .

17. Result quality, diagnostics and error handling
PLCcom MQTT follows the PLCcom result style for operations that naturally return an operation result. A result contains a quality, a human-readable text
and an optional inner exception.

Typical qualities include:

Quality Meaning

GOOD Operation completed successfully.

BAD_TIMEOUT The operation timed out.

BAD_NOT_CONNECTED The client was not connected when the operation was attempted.

BAD_PROTOCOL_ERROR The MQTT exchange failed or was rejected.

BAD_MQTT5_NOT_AUTHORIZED MQTT 5 reason code 0x87 , not authorized.

BAD_MQTT5_PACKET_TOO_LARGE MQTT 5 reason code for packet size rejection.

BAD_UNKNOWN_ERROR Generic fallback when no more specific mapping is available.

Diagnostics complement results. Results belong to a concrete operation; diagnostics describe lifecycle, background and callback events.

The diagnostic level configured on the builder can also be changed at runtime: client.setDiagnosticLevel(...)  takes effect immediately on a live
connection. At the DEBUG  level the client additionally reports the exact payload of every published and received message as a diagnostic event (as text, or
as hex for binary data, truncated to a single line). Payloads can contain sensitive data, so limit DEBUG  to troubleshooting sessions.

CompletableFuture<MqttPublishResult> future = client.async()
        .publish("plant/line1/state", "running")
        .qos1()
        .send();

future.thenAccept(result -> {
    if (!result.isGood()) {
        handleFailure(result);
    }
});

MqttPublishResult result = client.publish("topic", "payload").qos1().send();
if (!result.isGood()) {
    System.out.println(result.getQuality());
    System.out.println(result.getMessage());
    Throwable cause = result.getInnerException();
}
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18. Client fluent API reference
This reference lists the high-level client methods and builders that are most important for application developers. It is intentionally practical: each entry
explains when the method is used and what effect it has.

18.1 Creating and connecting a client
PlccomMqttClientFactory.builder(String user, String serial)  creates a client builder and supplies the required PLCcom license information.

Common builder methods:

Method Purpose

identifier(String) Sets the MQTT Client Identifier.

server(String host, int port) Configures an MQTT TCP endpoint.

endpoint(String) Configures a full endpoint URI such as mqtts://host:8883 .

mqtt5() Uses MQTT 5.0.

mqtt311() Uses MQTT 3.1.1.

cleanStart(boolean) Controls whether a fresh session is started.

usernamePassword(String, byte[]) Sets the MQTT user name and password bytes.

tls() Enables TLS using default TLS options.

tls(PlccomMqttTlsOptions) Enables TLS with explicit options.

automaticReconnect() Enables automatic reconnect.

onDiagnostic(PlccomMqttDiagnosticListener) Receives diagnostic events.

diagnosticLevel(PlccomMqttDiagnosticLevel) Sets the minimum severity for diagnostic events.

build() Creates the client instance.

Additional builder method details:
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Method Purpose When to use Important note

license(user, serial) Sets PLCcom license data on the
builder.

When the builder was not created directly
through 
PlccomMqttClientFactory.builder(user, 
serial)  or when license data is loaded
programmatically.

The values correspond to the
license information for your
PLCcom MQTT installation.

endpoint(uri) Configures the complete target
endpoint.

For mqtt:// , mqtts:// , ws://  or 
wss:// .

The URI describes transport and
target. Put user name and
password into authentication
options, not into the URI.

webSocket() Enables WebSocket with the
default path.

When the broker offers MQTT over WebSocket
and no special path is required.

With TLS this becomes WSS;
without TLS this is WS.

webSocket(path) Enables WebSocket with an
explicit path.

When the broker expects /mqtt  or a project-
specific path.

The path must match broker and
reverse proxy configuration.

autoProtocol() Lets the library negotiate protocol
version.

Convenient when modern brokers are used or
different brokers are configured.

For tests with a fixed expectation,
prefer mqtt311()  or mqtt5() .

usernamePassword(userName, 
passwordBytes)

Sends MQTT user name and
password in CONNECT.

For classic broker login. Password bytes remain application
responsibility; clear own arrays
when needed.

enhancedAuthentication(method, 
authenticator)  / 
enhancedAuthentication(method, 
initialData, authenticator)

Enables MQTT 5 Enhanced
Authentication with an
application callback and optional
start data.

Only when the broker expects a specific Enhanced
Authentication method.

This is MQTT 5-only.

noEnhancedAuthentication() Removes Enhanced
Authentication settings from a
reused builder.

Useful for configuration UIs or profile switching. Prevents accidentally sending old
auth data.

will(topic, payload) Starts Last Will/Testament
configuration.

When other participants should be informed
about unexpected client loss.

Finish with done()  to return to
the client builder.

lastWill(value) Uses a prepared Last Will object. When Last Will settings come from configuration. Useful for reusable connection
profiles.

diagnosticLevel(value) Sets the minimum severity for
diagnostic events.

UI and log output with controlled verbosity. INFO  is the default, DEBUG  is for
troubleshooting, OFF  suppresses
diagnostic events.

onConnected(listener) Lifecycle callback after successful
CONNACK.

Status UI, monitoring or reinitialization after
reconnect.

Callback failures are caught and
emitted as diagnostics.

onDisconnected(listener) Lifecycle callback on clean or
unexpected disconnect.

UI status, alarm handling or restart logic. The event contains graceful()
and cause() .

onReconnectFailed(listener) Reports that automatic reconnect
has given up.

Applications can escalate, reconfigure or inform
the user.

Relevant only when reconnect is
enabled.

sessionExpirySeconds(value) Sets MQTT 5 Session Expiry. When broker session state should survive
disconnect.

null  means SDK/broker default.

topicAliasMaximum(value) Announces how many Topic
Aliases the client accepts.

MQTT 5 optimization for repeated Topic Names. It is a comfort/performance
feature, not an authorization
mechanism.

limits(value) Supplies protocol and size lim its. Production hardening or boundary tests. Limits protect against oversized
packets and resource pressure.

socketReadTimeoutMillis(value) Sets socket read timeout. Detecting dead connections in certain networks. Must fit Keep Alive and network
behavior.

reconnectDelaysMillis(initial, 
max)

Controls reconnect wait times. Stable reconnect behavior without hectic retries. Useful when a cable is unplugged
or a broker is temporarily down.

buildOptions() Creates only the options object. Store, inspect or pass options to another layer. Does not create a client.

The local network address binding ( localAddress(...) ) lives on PlccomMqttClientOptions.Builder  and is available through 
PlccomMqttClientFactory.create(options) ; the high-level builder does not offer it (see chapter 3).

The builder is intentionally explicit. A production application should make the connection profile visible in code or configuration: endpoint, protocol
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version, TLS behavior, reconnect behavior and diagnostic handling should not be hidden in unrelated helper code.

18.2 PlccomMqttClient
Important client methods:

Method Purpose

connect() Opens the network connection and performs MQTT CONNECT.

disconnect() Disconnects gracefully.

close() Releases resources; suitable for try-with-resources .

publish(...) Starts a publish builder.

subscribe(...) Starts a subscribe builder.

request(...) Starts a Request/Response builder.

async() Returns the async facade.

isConnected() Returns whether the client is currently connected.

Detailed client method behavior:

Method Purpose Result/behavior

connect() Opens transport and sends MQTT CONNECT. Returns connection result information and stores the
negotiated protocol version. Throws for hard setup
failures.

publish(PlccomMqttPublishMessage) Sends a prepared publish object. Useful when messages are generated by configuration,
tests or another application layer.

publish(topic, payload) Starts the comfort publish builder. Overloads exist for text, bytes and simple value types.

request(topic, payload) Starts MQTT 5 Request/Response. Overloads exist for text, bytes and simple values.

subscribe(PlccomMqttSubscription) Sends a prepared subscription. Useful for generated or externally configured
subscriptions.

subscribe(topicFilter) Starts the comfort subscribe builder. The builder defines QoS, shared subscription, retain
handling and callback.

unsubscribe(topicFilter) Ends a subscription. Use explicit unsubscribe when the subscription should
not remain active.

receive(timeoutMillis) Synchronously waits for the next incoming message. Good for simple tests; callbacks are usually better for
applications.

async() Creates a CompletableFuture  facade with default
executor behavior.

Convenient for simple asynchronous usage.

async(executor) Creates an async facade with application-controlled
executor.

Recommended when a service or UI must control
threading and shutdown.

isConnected() Returns current connection state. Useful for UI and health checks, but the state can
change immediately afterwards.

getNegotiatedProtocolVersion() Returns the negotiated MQTT version. Available after successful connect.

disconnect() Sends DISCONNECT and closes gracefully. If the transport is already broken, an exception or
diagnostic may still be produced.

close() Cleans up resources. Use with try-with-resources .

Synchronous methods are intentionally straightforward. They are easy to debug and well suited for service code where the caller already owns a worker
thread. For UI code or high-concurrency services, use the async facade or execute synchronous calls on application-managed worker threads.
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18.3 Publish Builder
The publish builder sends one application message to a Topic Name.

Method Purpose

qos0() Publish with QoS 0.

qos1() Publish with QoS 1 and wait for PUBACK.

qos2() Publish with QoS 2 and complete the QoS 2 handshake.

retain() Sets the retain flag.

contentType(String) Sets MQTT 5 Content Type.

messageExpirySeconds(long) Sets MQTT 5 Message Expiry Interval.

responseTopic(String) Sets MQTT 5 Response Topic.

correlationData(byte[]) Sets MQTT 5 Correlation Data.

userProperty(String, String) Adds an MQTT 5 User Property.

topicAlias(int) Uses MQTT 5 Topic Alias where supported.

send() Sends the publish and returns MqttPublishResult .

Detailed publish options:

Method Meaning Practical note

qualityOfService(value) Sets QoS through an enum. Useful for configuration files and UIs.

payloadFormatUtf8() Marks payload as UTF-8 text. MQTT 5 property, useful for interoperable receivers.

payloadFormatBytes() Marks payload as unspecified bytes. Use for binary data.

payloadFormatUtf8(Boolean) Explicitly sets, clears or disables the payload format
flag.

Useful for dynamic configuration.

topicAlias(int) Sends MQTT 5 Topic Alias. Only useful when the broker negotiated support and
many repeated topics are sent.

noTopicAlias() Removes Topic Alias configuration. Use when reusing a builder or profile.

send() Sends the PUBLISH packet and waits according to QoS. Returns MqttPublishResult ; inspect isGood()
and getQuality() .

The publish builder validates Topic Names before sending. Wildcards are rejected because wildcards belong to Topic Filters used by subscriptions. This
catches a common mistake early and makes the error easier to understand.
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18.4 Subscribe Builder
The subscribe builder registers one Topic Filter and a message handler.

Method Purpose

qos0()  / qos1()  / qos2() Sets maximum requested QoS.

onMessage(...) Registers the message callback. JSON payloads can be read as bytes/string inside the
callback and deserialized with your own JSON library.

sharedSubscription(String group) Uses MQTT shared subscription syntax where supported.

noLocal() MQTT 5: do not receive messages published by the same client.

retainAsPublished() MQTT 5: keep retain flag as published.

retainHandling...() MQTT 5 retained-message handling.

subscriptionIdentifier(int) MQTT 5 Subscription Identifier.

send() Sends SUBSCRIBE and returns MqttSubscribeResult .

Detailed subscribe options:

Method Meaning Practical note

maximumQualityOfService(value) Sets requested maximum QoS through an enum. Useful for configuration-driven subscriptions.

sharedSubscription(shareName) Builds MQTT shared subscription syntax. Several clients in the same share group divide work.

noLocal(boolean) Controls whether the client receives its own publishes. MQTT 5 option; useful to avoid feedback loops.

retainAsPublished(boolean) Controls whether the retain flag is preserved. MQTT 5 option for exact state processing.

retainHandlingSendAtSubscribe() Send retained messages on every subscribe. Good default for status displays.

retainHandlingSendAtSubscribeIfNew() Send retained messages only for a new subscription. Avoids repeated retained replays when a session is
continued.

retainHandlingDoNotSend() Do not send retained messages at subscribe time. Use when only live updates are relevant.

retainHandling(value) Sets Retain Handling through enum. Useful for UI or external configuration.

subscriptionIdentifier(value) Sets MQTT 5 Subscription Identifier. Lets the receiver identify which subscription matched.

noSubscriptionIdentifier() Removes Subscription Identifier. Use for MQTT 3.1.1 or simple subscriptions.

send() Sends SUBSCRIBE. Returns MqttSubscribeResult , which can also act
as handle.

Topic Filters may contain +  and # . Keep filters precise. A broad filter such as #  is useful for diagnostics, but it can create high load in production.
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18.5 Request/Response Builder
The Request/Response builder wraps the MQTT 5 Response Topic and Correlation Data pattern.

Method Purpose

qos0()  / qos1()  / qos2() QoS for the request publish.

responseTopic(String) Topic on which the response is expected.

correlationData(byte[]) Data copied into the response for matching.

timeoutMillis(long) Maximum wait time for the response.

send() Sends the request and waits for the correlated response.

Detailed Request/Response options:

Method Meaning Practical note

responseQos0()  / responseQos1()  / 
responseQos2()

Sets maximum QoS for the temporary response
subscription.

Response QoS can be configured separately from
request QoS.

responseMaximumQualityOfService(value) Sets response QoS through enum. Useful for configuration-driven request clients.

randomCorrelationData() Generates random Correlation Data. Good default for parallel requests.

noCorrelationData() Sends no Correlation Data. Only safe when one response topic is used for one
outstanding request.

payloadFormatUtf8(...) , 
contentType(...) , 
messageExpirySeconds(...)

Set MQTT 5 metadata on the request publish. Especially useful for JSON or versioned payloads.

userProperty(name, value) Adds a user property to the request. Use for readable metadata, not for secrets.

The builder creates the temporary response subscription, sends the request, waits for the matching response and cleans up again. That removes repetitive
boilerplate from application code while keeping the MQTT pattern visible.
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18.6 Last-Will/Testament Builder
The Last Will builder configures the message the broker publishes when the client disconnects unexpectedly.

Method Purpose

topic(String) Last Will Topic Name.

payload(String)  / payload(byte[]) Last Will payload.

qos0()  / qos1()  / qos2() Last Will QoS.

retain() Retain the Last Will message.

messageExpirySeconds(long) MQTT 5 Message Expiry for the Last Will.

contentType(String) MQTT 5 Content Type.

done() Applies the Last Will settings and returns to the client builder.

Detailed Last Will options:

Method Meaning Practical note

qualityOfService(value) Sets Will QoS through enum. Configuration-friendly alternative to qos1() .

payloadFormatUtf8()  / 
payloadFormatBytes()

Marks Will payload format. MQTT 5 metadata.

willDelaySeconds(value) Delays publication of the Will. Useful when short reconnect gaps should not raise
offline alarms.

messageExpirySeconds(value) Limits lifetime of the Will message. Prevents very old offline state from being replayed
forever.

responseTopic(...) , 
correlationData(...) , userProperty(...)

Optional MQTT 5 metadata. Use only when receivers have a defined meaning for it.

done() Returns to the client builder. The Last Will is part of CONNECT settings.

A good Last Will is short, clear and machine-readable. Typical payloads are offline , JSON state objects, or status records with timestamp and reason.
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18.7 TLS, PKI and client certificate
TLS options can be supplied through PlccomMqttTlsOptions . Use these options to connect the client to Java TLS, a PLCcom PKI folder or an application-
specific validator.

Option Purpose

sslContext(SSLContext) Uses an application-provided TLS context.

keyStore(KeyStore, char[]) Supplies the own client certificate identity, for example loaded through 
PlccomMqttOwnCertificate.loadOrCreate() .

trustStore(KeyStore) Supplies an explicit TrustStore for broker certificates.

pkiOptions(PlccomMqttPkiOptions) Connects the PLCcom file-based PKI folder. The PKI options builder offers 
pkiStore(...) , validateRemoteCertificateHostName(...) , 
targetHostName(...)  and remoteCertificateValidator(...) .

hostnameVerifier(HostnameVerifier) Supplies a custom host name check. Only for special cases, not as a general
shortcut.

hostnameVerificationEnabled(boolean) Enables or disables the host name check. It should stay enabled in production.

enabledProtocols(...) Restricts TLS protocols, for example TLS 1.3 and TLS 1.2.

enabledCipherSuites(...) Restricts the cipher suites. Use only when the target environment requires it.

handshakeTimeoutMillis(long) Timeout for TLS handshake. Helps with broken certificates, firewalls or hanging
peers.

build() Creates the TLS options; then use them in tls(options) .

18.8 Listener, callback contexts and Enhanced Authentication
Callbacks are application code called by the MQTT client. They should return quickly and should not block the protocol thread with slow operations.

Type Use What it provides

MqttMessageListener Callback for incoming messages from 
subscribe(...).onMessage(...) .

An MqttMessage  with topic, QoS, retain, payload helpers, MQTT 5
metadata and, where applicable, subscription identifiers.

MqttConnectedListener Status after a successful CONNECT. An MqttConnectedContext  with client id, requested and negotiated
version and sessionPresent() .

MqttDisconnectedListener Status on a clean or unexpected
disconnect.

An MqttDisconnectedContext  with client id, version, graceful()
and cause() .

MqttReconnectFailedListener Reported when automatic reconnect has
given up.

An MqttReconnectFailedContext  with client id and cause.

PlccomMqttDiagnosticListener SDK diagnostics for background errors
and protected callback failures.

A PlccomMqttDiagnosticEvent  with severity, category, code,
operation, context and cause.

PlccomMqttClientEnhancedAuthenticator Responds to MQTT 5 Enhanced
Authentication steps.

Receives a PlccomMqttClientEnhancedAuthContext  with method,
data and step and answers with 
PlccomMqttClientEnhancedAuthResponse.continueWith(...) .

MqttSubscriptionHandle Handle for a running subscription. Allows controlled close/unsubscribe from application code.

Important for stability: listeners should run briefly. If an application does database, file, network or UI work inside a callback, it should move that work to
its own executor. The library catches runtime exceptions from callbacks and reports them as diagnostics, but slow callbacks can still cost throughput.

Enhanced Authentication callbacks are used only for MQTT 5 AUTH flows. If the broker does not use Enhanced Authentication, normal user
name/password or TLS client certificate handling is usually simpler.

18.9 Result objects and quality

MqttPublishResult , MqttSubscribeResult , MqttRequestResponseResult  and related result types inherit the PLCcom result style. Always check 
isGood()  in business code when the operation result matters.
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Result Typical origin Important data

PlccomMqttConnectResult connect() Quality, negotiated MQTT version, session-present
information.

MqttPublishResult publish(...).send() Topic, QoS, retain, quality and, where applicable,
MQTT 5 reason code mapping.

MqttSubscribeResult subscribe(...).send() Topic filter, maximum QoS, subscription handle and
quality.

MqttUnsubscribeResult unsubscribe(...)  / async unsubscribe Topic filter and quality.

MqttRequestResponseResult request(...).send() Response message, correlation data, response topic
and quality.

18.10 Async facade
The async facade exposes the same client ideas through CompletableFuture  based methods. It is useful for UI applications, services and other code that
should not block a caller thread.

PlccomMqttAsyncClient  wraps the same client operations in CompletableFuture . The builders are named analogously 
MqttAsyncClientPublishBuilder , MqttAsyncClientSubscribeBuilder  and MqttAsyncClientRequestBuilder . The fluent options match the

synchronous API; the difference is that send() , connect() , disconnect() , receive(...)  and unsubscribe(...)  return futures.

For production applications, client.async(executor)  is usually better than client.async() , because the application then controls the number of
threads, queueing and shutdown.
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19. Client checklist
Before using a client in production, check:

Is the Client Identifier stable and unique?
Is the MQTT protocol version suitable for the broker?
Are timeouts configured deliberately?
Is TLS used for credentials or sensitive data?
Is host name verification active in production?
Are QoS levels chosen according to business risk?
Are retained messages used only for state?
Are Last Will messages configured for long-running devices or services?
Are callbacks short and exception-safe?
Are result qualities checked instead of ignored?
Are diagnostic events visible in the application?
Is the client closed reliably during shutdown?

PLCcom M QTT
Indi.An GmbH · SDK Version 2.x · Java

Indi.An Gm bH · Flughafenallee 3 · D-28199 Brem en · support@ indi-an.com  · Tel +49 421 989703-30 Page 23


	PLCcom MQTT - Appendix B: Client Guide
	Table of Contents
	1. Goal of this appendix
	2. Client API in one sentence
	3. Connecting
	Binding to a specific network interface (local address)

	4. MQTT versions
	5. Publish
	6. Subscribe and message callbacks
	7. Choosing QoS correctly
	8. Retained Messages
	9. Last Will
	10. MQTT 5 Properties
	11. Request/Response
	12. JSON payloads
	13. WebSocket and Secure WebSocket
	14. TLS
	15. Automatic reconnect
	16. Async API
	Virtual threads on Java 21 and newer

	17. Result quality, diagnostics and error handling
	18. Client fluent API reference
	18.1 Creating and connecting a client
	18.2 PlccomMqttClient
	18.3 Publish Builder
	18.4 Subscribe Builder
	18.5 Request/Response Builder
	18.6 Last-Will/Testament Builder
	18.7 TLS, PKI and client certificate
	18.8 Listener, callback contexts and Enhanced Authentication
	18.9 Result objects and quality
	18.10 Async facade

	19. Client checklist


