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1. Goal of this appendix

This appendix describes the high-level PLCcom MQTT Broker API. It is written for developers who want to start a standalone MQTT
broker, embed a broker in a Java application, publish data from application code into the broker, receive broker messages inside
the same process, or connect custom authentication, stores and diagnostics.

The focus is the public broker API. Internal protocol implementation details are not described unless they matter for correct use of
the high-level API.
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2. Broker API in one sentence

The broker API lets a Java application start an MQTT broker with one or more TCP, TLS, WebSocket or WSS listeners, manage
authentication and authorization, publish or listen directly inside the Java process, keep retained/session state in memory or in a
custom store, and expose diagnostics and admin snapshots.

3. Minimal standalone broker

The smallest useful broker listens on one TCP port:

try (PlccomMgttBroker broker = PlccomMgttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.allowAnonymous ()
.start()) {

System.out.println("Broker running on port " + broker.getBoundPort());

Thread.sleep(30000L);

allowAnonymous () is convenient for local testing. In production, configure an access validator and TLS.

Use the standard MQTT ports so clients can connect without special knowledge: 1883 for TCP, 8883 for TLS, 8ese for
WebSocket and 8443 for secure WebSocket. After the start, getBoundPort() confirms the port that was actually bound. If a
standard port is already taken on this machine, for example by another MQTT broker, stop that broker first or deliberately choose
a different fixed port.

A slightly more production-like starting point:

PlccomMgttBroker broker = PlccomMgttBrokerFactory.builder("<user>", "<serial>")
.tcpListener("127.0.0.1", 1883)
.accessValidator(myVvalidator)
.onDiagnostic(event -> writeDiagnostic(event))
.start();

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page 3



PLCcom MQTT PLCcom

0diAn Gemany
Indi.An GmbH - SDK Version 2.x - Java

4. Listeners and ports

A broker can expose multiple listeners at the same time. Each listener has its own bind address, port and transport type.

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tcpListener("127.0.0.1", 1883)
.tcpListener("0.0.0.0", 18830)
.webSocketListener("127.0.0.1", 8080)
.tlsListener("0.0.0.0", 8883, tlsOptions)
.securelWebSocketListener("0.0.0.0", 8443, tlsOptions)
.start();

Use separate listeners when different clients need different transports or network boundaries. For example, local tools can use
127.0.0.1:1883, while external clients use TLSon ©.0.0.0:8883 .

When listeners come from a configuration file, database or Ul, the listener list API is the most convenient variant. Each entry
describes exactly one endpoint; TCP, TLS, WebSocket and Secure WebSocket can be mixed freely.

List<PlccomMgttBrokerListenerOptions> configuredListeners = Arrays.asList(
PlccomMgttBrokerListenerOptions.tcp("local™, "127.0.0.1", 1883),
PlccomMgttBrokerListenerOptions.tls("tls", "0.0.0.0", 83883, tlsOptions),
PlccomMgttBrokerListenerOptions.webSocket("ws", "127.0.0.1", 8080),
PlccomMgttBrokerListenerOptions.secureWebSocket("wss", "0.0.0.0", 8443, tlsOptions));

PlccomMgttBroker broker = PlccomMgttBrokerFactory.builder("<user>", "<serial>")
.listeners(configuredListeners)
.start();

After the start, getBoundPorts() returns all actually bound ports in listener order:

List<Integer> ports = broker.getBoundPorts();

Listener names should be stable and meaningful in tools and diagnostics. If an application allows users to add and remove listeners
dynamically, do not rely on row numbers as permanent names. Use a dedicated name or the transport/address/port combination.
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5. Embedded broker in a Java application

An embedded broker lives inside the same Java process as the application. This is useful when the application itself owns the data
model and should expose it to MQTT clients without running an additional broker process.

Typical embedded use cases:

® A Java service publishes internal state to external MQTT clients.
® A Java application receives commands through MQTT and handles them directly.
® A test tool provides a local broker for client workshops.

® An integration component bridges internal application events to MQTT topics.

The important point is that embedded application calls do not need an extra network MQTT client. They use the broker API
directly.

An application typically owns the broker lifecycle and can open the broker at application start and close it cleanly on shutdown:

public final class ApplicationBroker implements AutoCloseable {
private final PlccomMqttBroker broker;

public ApplicationBroker(String user, String serial) throws Exception {
this.broker = PlccomMqgttBrokerFactory.builder(user, serial)
.tcpPort(1883)
.onDiagnostic(event -> writeDiagnostic(event))
.start();

}

public PlccomMgttBroker broker() {
return broker;

}

@0override
public void close() {
broker.close();

}

Best practice:

® The application owner should also own the broker lifecycle.

® close() must be called reliably when the application shuts down.

® | ong blocking operations should not run inside broker callbacks.
The Broker Tool exposes the same listener idea in its Ul. The listener table shows the transport, bind address, port and resulting full
endpoint for each row. TLS and WSS rows also have a certificate column: Default uses the normal broker identity from the
broker PKI store and is automatically created or renewed for the standard-listener hosts. A selected alias assigns a different own

certificate from pki/own to exactly that port. This explicit certificate is used unchanged; a host-name/SAN conflict is logged as a
warning. TCP and WS do not need a server certificate.
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6. Broker-side publish without network client

The owner application can publish data directly into the broker:

MgttBrokerPublishResult result = broker.publish("application/state/temperature”, "23.7")
.qosl()
.retain()
.contentType("text/plain")
.send();

if (!result.isGood()) {

throw new IllegalStateException(result.toString(), result.getInnerException());
}

This is useful when the Java application already has the data in memory. It does not need to create a separate MQTT client
connection to its own broker.

Local broker publishes still follow MQTT topic rules. Topic Names must not contain wildcards. Retain, QoS, Message Expiry, Content
Type and User Properties are applied like normal MQTT publish metadata.
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7. Broker-side listen without network subscriber

The owner application can also listen to messages passing through the broker:

MgttBrokerListenerHandle listener = broker.listen("application/commands/#")

.qosl()

.replayRetained()

.onMessage(message -> {
System.out.println("Command: " + message.topic());
System.out.println(message.payloadAsString());

b))

.start();

This is different from a network subscription. It is an in-process listener inside the broker owner application. It is useful for
command handling, monitoring, tests and application bridges.

Callbacks should be short and exception-safe. If the application needs slow work, put the message into an application queue and
return quickly. Callback failures are reported through diagnostics.

8. Batch publish

Batch publish is a comfort feature for publishing several application messages through the embedded broker API:

byte[] jsonBytes = gson.toJson(value).getBytes(StandardCharsets.UTF_8);

MgttBrokerBatchPublishResult result = broker.publishAll()
.add("application/state/a", "A")
.add("application/state/b", "B")
.add(MgttBrokerPublishItem.of("application/state/c", jsonBytes))
.qos1()
.retain()
.send();

QoS, retain and MQTT 5 metadata configured on the batch builder apply to all items of the batch.

MgttBrokerPublishItem.of(...) creates individual items; JSON is serialized with your own JSON library beforehand and passed
as bytes.

Use batch publish when the application naturally produces several values at the same time. It keeps the calling code readable and
returns a result that can be checked like other PLCcom operation results.
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9. Retained messages, sessions and QoS

The broker implements the MQTT semantics for retained messages, sessions and QoS.

QoS 0/1/2

Retained Messages

Last Will
Persistent Sessions
Shared Subscriptions

Subscription Identifiers

Topic Alias

Receive Maximum

Retained messages:

® A retained publish stores the latest value for a Topic Name.

The broker processes and delivers the three MQTT QoS levels.

The latest state of a topic can be stored and later delivered to new
subscribers.

The unexpected disappearance of a client can trigger a Will message.

Subscriptions and offline messages can be kept for persistent sessions.

MQTT 5 load balancing through $share/<group>/<filter> .

MQTT 5 subscriptions can set IDs that are delivered with matching
messages.

MQTT 5 optimization to reduce repeated topic names.

MQTT 5 flow control for concurrent QoS 1/2 deliveries.

® New matching subscribers receive the retained value immediately.

® Publishing an empty retained payload deletes the retained message.

Sessions:

® (lean-start clients begin with a fresh state.

® Persistent sessions can keep subscriptions and queued messages.

® The actual durability depends on whether the broker uses in-memory state or a custom store.

QosS:

® QoS0 is fast and has no acknowledgement.
® QoS 1 uses acknowledgement and can deliver duplicates.

® QoS 2 uses the full exactly-once protocol handshake.

The broker does not guess business meaning. It enforces MQTT protocol behavior; your application decides which topics and

payloads are meaningful.
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10. Access validator

The access validator is the broker-side hook for authentication and authorization. It decides whether a client may connect, publish,
subscribe or unsubscribe.

PlccomMgttBrokerAccessValidator validator = new PlccomMqttBrokerAccessValidator() {
@0override
public PlccomMgttBrokerAccessDecision validateConnect(
PlccomMgttBrokerConnectContext context) {
if (isKnownUser(context.getUserName(), context.getPassword())) {
return PlccomMgttBrokerAccessDecision.allow("known-user");
}
return PlccomMgttBrokerAccessDecision.deny (
PlccomMgttBrokerAccessDeniedReason.BAD_USER_NAME_OR_PASSWORD) ;
}

@Override
public PlccomMgttBrokerAccessDecision validatePublish(
PlccomMgttBrokerPublishContext context) {
return mayWrite(context.getPrincipal(), context.getTopicName())
? PlccomMgttBrokerAccessDecision.allow()
: PlccomMqgttBrokerAccessDecision.deny(
PlccomMgttBrokerAccessDeniedReason.NOT_AUTHORIZED);
}

@Override
public PlccomMgttBrokerAccessDecision validateSubscribe(
PlccomMgttBrokerSubscriptionContext context) {
return mayRead(context.getPrincipal(), context.getTopicFilter())
? PlccomMgttBrokerAccessDecision.allow()
: PlccomMgttBrokerAccessDecision.deny(
PlccomMgttBrokerAccessDeniedReason.NOT_AUTHORIZED) ;
}

@Override
public PlccomMgttBrokerAccessDecision validateUnsubscribe(
PlccomMgttBrokerSubscriptionContext context) {
return PlccomMgttBrokerAccessDecision.allow();

3

Then wire the validator into the broker:

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.accessValidator(validator)
.start();

A validator can use user name/password, TLS certificate data, client identifier, remote address, requested topics and application-
specific rules. It should be fast, thread-safe and predictable. Returning null is treated as denial.

11. Custom store
Without a custom store, broker state lives in memory. That is fast and simple, but it disappears when the process stops.

A custom store is used when retained messages or sessions must survive broker restart:

PlccomMgttBroker broker = PlccomMqgttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.store(myStore)
.start();

The store is deliberately an interface so the application can decide how data is held: database, file, encrypted store, replicated
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service or another internal component.

Performance warning: Store calls happen in broker protocol paths. A slow or blocking store directly reduces broker
throughput. The store must be thread-safe and should use short timeouts, clear error handling and suitable transaction
boundaries.

12. Admin and statistics

The broker can expose snapshots for administration and diagnostics. These values are intended for tools, dashboards, tests and
support information.

MgttBrokerStatistics statistics = broker.statistics();
System.out.println("Connections: " + statistics.getActiveConnectionCount());
System.out.println("Sessions: " + statistics.getSessionCount());
System.out.println("Subscriptions: " + statistics.getSubscriptionCount());
System.out.println("Retained: " + statistics.getRetainedMessageCount());

MgttBrokerAdminSnapshot snapshot = broker.admin().snapshot();

System.out.println(snapshot.getBoundPorts());
System.out.println(snapshot.getRetainedMessages().size());
System.out.println(snapshot.getSessions().size());

Typical snapshot values:

Running

Bound ports

Active connections

Sessions

Subscriptions

Queued messages

Retained messages

Application listeners

Accepted connections

Received publishes

Application publishes

Whether the broker is currently running.

Ports successfully bound by listeners.

Current network connections.

Known sessions.

Registered subscriptions.

Messages waiting for session delivery.

Number of retained messages.

Local in-process broker listeners.

Counter for accepted connections.

Counter for network publishes received by the broker.

Counter for embedded application publishes.

Counters can be reset when the tool or application explicitly wants a fresh measurement interval. Resetting counters does not

delete retained messages, sessions or subscriptions.

broker.admin().resetCounters();
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13. TLS and client certificates

Broker TLS is configured per listener. A TLS listener needs a server identity.

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.builder()
.keyStore(serverKeyStore, "changeit".toCharArray())
.enabledProtocols("TLSv1.3", "TLSv1.2")
.handshakeTimeoutMillis (106000L)

.build();

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tlsListener("0.0.0.0", 8883, tlsOptions)
.start();

The PLCcom PKI folder can also provide the broker identity and validate remote certificates. Use a stable own alias for the broker
application, for example com.example.MyMgttBrokerApp .

Client certificates can be optional or required:

PlccomMgttOwnCertificate ownCertificate = new PlccomMgttOwnCertificate(
brokerPkiStore,
"com.example.MyMqttBrokerApp",
"changeit".toCharArray(),
3650);

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.builder()
.ownCertificate(ownCertificate)
.pkiOptions(PlccomMgttPkiOptions.builder()

.pkiStore(brokerPkiStore)

.build())
.clientCertificateMode(PlccomMgttBrokerClientCertificateMode.REQUIRED)
.build();

When several TLS or WSS ports run in one broker, one default certificate can be used for all ports and selected concrete ports can
override it. The selector is the local port. Host name, IP address and SNI are not the primary mechanism.

The default certificate is created once and then reused on every start. It is only renewed when a configured listener host is not yet
covered by its subject alternative names, so a client does not have to trust a new default certificate after each broker restart.

PlccomMgttBroker broker = PlccomMgttBrokerFactory.builder("<user>", "<serial>")
.defaultTlsCertificate(defaultOwnCertificate)
.assignTlsCertificateToPort (8884, partnerOwnCertificate)
.tlsListener("0.0.0.0", 8883)

.tlsListener("0.0.0.0", 8884)
.start();

Port 8883 presents the default certificate. Port 8884 always presents the explicitly assigned certificate. If the client does not trust
that certificate, the TLS handshake should fail instead of silently falling back to another identity.

Certificate trust and user authorization are separate concerns. A certificate can be technically trusted, but the access validator
should still decide what that identity may do.
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14. Diagnostics and stability

The broker emits diagnostic events for network, protocol, TLS, store and callback problems. The application decides where those
events go.

PlccomMgttBroker broker = PlccomMqttBrokerFactory.builder("<user>", "<serial>")
.tcpPort(1883)
.onDiagnostic(event -> {
System.out.println(event.getSeverity() +

+ event.getCode() + + event.getMessage());
D)
.diagnosticLevel(PlccomMgttDiagnosticLevel.INFO)

.start();

diagnosticlevel(...) controls the minimum severity that reaches the listener. INFO is the default, DEBUG is intended for
troubleshooting, WARNING, ERROR and FATAL reduce output, and OFF suppresses diagnostic events completely.

The diagnostic level can also be changed at runtime: broker.setDiagnosticLevel(...) takes effect immediately on a running
broker - no restart and no client reconnect required. At the DEBUG level the broker additionally reports the exact payload of every
message published to it as a diagnostic event (as text, or as hex for binary data, truncated to a single line). Payloads can contain
sensitive data, so limit DEBUG to troubleshooting sessions.

The diagnostic level is the only filter: every event at or above the selected level is delivered immediately. To see fewer messages
during longer network problems, raise the level (for example to WARNING or ERROR ) or aggregate similar events in your
application.

When the access validator rejects CONNECT, the broker emits BROKER_ACCESS_CONNECT_DENIED with severity WARNING and
category AUTHORIZATION . The event contains user name, denial reason and MQTT code. Password data is intentionally not copied
into diagnostics.

The broker tries to recover from local, connection-specific failures where that is safe. Startup failures, listener bind failures and
configuration problems are reported directly because the broker cannot run correctly without them.
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15. Broker fluent API reference

This reference lists the high-level broker methods and builders that are most important for application developers.

15.1 Creating a broker and configuring listeners

PlccomMgttBrokerFactory.builder(String user, String serial) creates a broker builder and supplies the PLCcom license
information.

Common builder methods:

_

tcpPort(int) Adds a TCP listener on the given port.

tcpListener(String, int) Adds a TCP listener with explicit bind address.

tlsListener(String, int, PlccomMqttBrokerTlsOptions) Adds a TLS listener.

tlsListener(String, int) Adds a TLS listener whose identity is resolved from the default or a port
assignment.

webSocketListener(String, int) Adds a WebSocket listener.

securelWebSocketListener(String, int, Adds a WSS listener.

PlccomMqttBrokerTlsOptions)

securelWebSocketListener(String, int) Adds a WSS listener whose identity is resolved from the default or a
port assignment.

defaultTlsCertificate(...) Sets the default TLS identity for TLS and WSS listeners.

assignTlsCertificateToPort(...) Assigns a different TLS identity to one concrete port; explicit certificates
are used unchanged and must be provisioned with suitable SAN values
by the integrator.

accessValidator(...) Configures authentication and authorization.
enhancedAuthenticator(...) Configures MQTT 5 Enhanced Authentication.
store(PlccomMqttBrokerStore) Uses a custom broker store.
onDiagnostic(...) Receives diagnostic events.

start() Builds and starts the broker.

build() Builds the broker without starting it immediately.
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Additional builder method details:
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_m Important et

license(user, serial)

addTcpListener(bindAddress,

port)

listeners(list)

addListener(options)

allowAnonymous ()

maxConnections(value)

socketReadTimeoutMillis(value)

limits(value)

buildOptions()

Sets license data after builder
creation.

Adds another TCP listener.

Replaces the complete listener
list.

Adds a prepared listener
object.

Allows CONNECT without
custom access validation.

Limits parallel connections.

Sets socket read timeout.

Sets MQTT and resource
limits.

Creates only the options
object.

When the values are loaded
from central configuration.

Multiple ports or separate
interfaces.

Configuration-driven brokers.

Mixed listener types: TCP, TLS,
WS and WSS.

Local tests and deliberately
open internal brokers.

Defined load boundaries.

Detecting dead clients and
broken networks.

Production hardening.

Storing, inspecting or testing
broker configuration.

The values correspond to your
PLCcom MQTT installation.

Prefer explicit names when the
listener appears in a Ul.

Existing listener definitions are
replaced.

Listener objects can have
meaningful names.

Production normally needs an
access validator.

New connections are rejected
when the limit is reached.

Must fit Keep Alive and
network behavior.

Protects against oversized
packets and resource pressure.

Does not bind ports.

For production, prefer explicit listener lists. They make it clear which network interfaces and transports are exposed. This is
especially important when a broker runs embedded in an application that may be installed on customer machines.
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15.2 Listener options

PLCcom
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Listener options define transport-specific behavior such as bind address, port, WebSocket path, TLS options and limits.

Bind address

Port

Transport

TLS options

Connection limits

Socket timeouts

Address on which the server socket listens.

TCP port to bind.

TCP, TLS, WebSocket or WSS.

Server identity, trust, protocols and client certificate mode.

Maximum number of accepted client connections.

Read timeout and handshake timeout.

Prefer explicit listener configuration for production so that network exposure is obvious in code and tools.

Detailed listener methods:

tcp(bindAddress, port)

tcp(name, bindAddress, port)

tls(bindAddress, port,
tlsOptions)

tls(name, bindAddress, port,
tlsOptions)

webSocket (bindAddress, port)

webSocket(name, bindAddress,
port)

securelebSocket(bindAddress, port,
tlsOptions)

securelWebSocket(name, bindAddress,
port, tlsOptions)

getName() , getType() .
getBindAddress() , getPort() .
getTlsOptions()

Creates unnamed TCP listener.

Creates named TCP listener.

Creates TLS listener.

Creates named TLS listener.

Creates WS listener.

Creates named WS listener.

Creates WSS listener.

Creates named WSS listener.

Read the finished listener definition.

Fast for simple lists.

Recommended for Ul, logs and diagnostics.

For mqtts:// .

Recommended with multiple TLS ports.

For ws:// .

Good for reference tools and configuration

screens.

For wss:// .

Best choice for mixed production setups.

Useful for display, validation and diagnostics.

Listener names should not be derived only from table row numbers if users can remove rows. Use stable names or derive them

from transport, address and port.
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15.3 PlccomMqttBroker

Important broker methods:

PLCcom
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_

start()

close()

publish(...)

publishAll()

listen(...)

admin().snapshot()

statistics()

admin().resetCounters()

Detailed broker method behavior:

Starts configured listeners.

Stops listeners, disconnects clients and releases resources; suitable for
try-with-resources .

Starts an embedded broker publish.

Starts a batch publish builder.

Starts a local application listener.

Returns the current broker admin state.

Returns current statistics.

Resets diagnostic counters.

_ st It/be havier

start()

isRunning()

getBoundPort()

getBoundPorts()

statistics()

admin()

publish(topic, payload)

publishAll() / publishAll(items)

listen(topicFilter)

onDiagnostic(listener)

close()

Starts all configured listeners.

Shows whether listeners are active.

Returns the first bound port.

Returns all bound ports.

Returns compact live statistics.

Returns the admin facade.

Publishes local Java data into the broker.

Starts batch publish.

Registers a local Java listener in the broker.

Registers broker diagnostics.

Stops listeners and closes sockets.

Binding errors are reported immediately.
Repeated start on a running broker is
harmless.

Useful for Uls and health checks.

Convenience for single-listener brokers.

Important with multiple listeners.

Connections, sessions, subscriptions, queues,
retained messages and local listeners.

Snapshots, statistics and counter reset.

Overloads exist for text, bytes and simple
value types.

Useful for process images or lists of tag
updates.

No network subscriber and no persistent
MQTT session.

Background errors and protected callback
failures.

Use with try-with-resources .

The broker owns several productive background paths. Network clients, local listeners and store operations can run concurrently.
Application callbacks and custom stores therefore must be thread-safe.
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15.4 Broker Publish Builder

The broker publish builder publishes from the owning Java application into the broker.

_

qos@() / qos1() / qos2() Sets message QoS.

retain() Stores the message as retained state.
contentType(String) MQTT 5 Content Type.
messageExpirySeconds(long) MQTT 5 Message Expiry.
userProperty(String, String) Adds MQTT 5 User Property.
send() Publishes and returns a result.

Detailed broker publish options:

qualityofService(value) Sets QoS through enum. Useful for Ul/configuration.
payloadFormatUtf8() / Sets MQTT 5 payload format. UTF-8 for text/JSON, bytes for binary data.
payloadFormatBytes()

payloadFormatUtf8(Boolean) Sets or clears payload format explicitly. Useful for dynamic configuration.
responseTopic(value) Sets MQTT 5 Response Topic. For local responder or diagnostic flows.
correlationData(bytes) Sets Correlation Data. For matching request and response.
userProperty(name, value) Adds MQTT 5 User Property. Good for readable metadata.

send() Executes broker publish. Returns local delivery and failure counts.

A local broker publish is trusted application code. If the application needs business authorization for embedded publishes, it should
perform that check before calling the broker API.
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15.5 Batch publish

Batch publish groups several embedded publishes into one readable application operation. It is a comfort API, not a new MQTT
packet type.

_

add(topic, payload) Adds a text, binary or simple-value publish item.
add(MqttBrokerPublishItem.of(topic, jsonBytes)) Adds a pre-serialized JSON (or other bytes) publish item.
qos...() Sets QoS for all items of the batch.

retain() Sets the retain flag for all items of the batch.

send() Sends all items and returns a batch result.

Detailed batch methods:

add(topic, Adds one item. Comfort for process values without manual
String/byte[]/int/long/double/boolean) byte conversion.
add(MgttBrokerPublishItem) Adds a prepared item. Useful when items come from another

application layer.

addAll(list) Adds several items. Good for process images or database rows.
qos@() / qos1() / qos2() Sets QoS for the batch. All items share the same QoS.

retain() / retain(boolean) Sets retain for all items. Typical for state snapshots.

MQTT 5 metadata methods Set common metadata. Use only when it makes sense for every item.
send() Sends all items. Returns

MgttBrokerBatchPublishResult .

MgttBrokerPublishItem.of(...) creates items for simple values. JSON is serialized with your own JSON library beforehand and
passed as byte[] tO MqttBrokerPublishItem.of(topic, jsonBytes) .
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15.6 Local broker listeners

PLCcom

—— by ndiAn Germany

Local broker listeners receive messages inside the broker owner process.

_

listen(String topicFilter)

gos...()

replayRetained()

onMessage(...)

start()

close()

Detailed local listener methods:

Creates a local listener builder.

Defines maximum QoS for local delivery.

Replays retained messages matching the filter at listener start.

Registers the application callback.

Starts the local listener.

Stops the local listener.

maximumQualityOfService(value)

replayRetained() /
replayRetained(boolean)

doNotReplayRetained()

onMessage(listener)

start()

Sets maximum delivery QoS through enum. Useful for configurable listeners.

Replays matching retained messages at
listener start.

Very helpful for current state images.

Skips retained replay. Use when only live values matter.

Registers the Java callback. Keep callbacks short; move blocking work

elsewhere.

Registers the listener. Returns a handle; close() removesit.

Local listeners are not network clients. They are an application integration point inside the broker process.
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15.7 Access validator, certificate login and decisions

The access validator is called for security-relevant broker decisions.

validateConnect(...) During MQTT CONNECT before the client is accepted.
validatePublish(...) Before a network client publish is accepted.
validateSubscribe(...) Before a subscription is accepted.
validateUnsubscribe(...) Before an unsubscribe is accepted.

The context objects provide the information needed for the decision: Client Identifier, user name, password bytes, remote address,
TLS certificate data, Topic Name or Topic Filter and protocol version where applicable.

Possible decisions include allowing the operation or denying it with a reason. For MQTT 5 clients, denial reasons are mapped to
MQTT 5 Reason Codes where possible.

Detailed access decision behavior:
allow() Allows the operation. The broker continues processing.

allow(principal) Allows and attaches an application principal. The principal is available in later
publish/subscribe contexts.

deny(reason) Denies with MQTT-compatible reason. MQTT 5 clients receive the mapped Reason
Code where possible.

deny(reason, message) Denies with reason and readable text. Useful for diagnostics and tool logs.

Context objects provide the data required for a decision: protocol version, remote address, requested or assigned Client Identifier,
Clean Start/Clean Session, Keep Alive, user name, password bytes, TLS certificate data, principal, Topic Name, Topic Filter, QoS and
retain flag where applicable.

For certificate login, TLS only establishes technical trust. The application still decides which user account, role or permissions belong
to the certificate. That mapping belongs in the access validator.

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page 20



PLCcom MQTT PLCcom

by ndiAn Gemany
Indi.An GmbH - SDK Version 2.x - Java

15.8 Enhanced Authentication

Enhanced Authentication is the MQTT 5 AUTH packet flow. Configure it only when your system actually needs challenge/response
authentication beyond the normal CONNECT credentials or TLS client certificates.

Without an enhanced authenticator, the broker rejects unknown MQTT 5 authentication methods. That is the secure default.

Detailed Enhanced Authentication types:

Tpe er method _

PlccomMqttBrokerEnhancedAuthContext Provides protocol version, remote address, Client Identifier, user name,
principal, authentication method, authentication data and step.

success() Authentication is complete and successful.
continueWith(method, data) Requests another MQTT 5 AUTH step.
deny(reason) Rejects authentication with a business reason.
badAuthenticationMethod() Reports that the requested method is not accepted.

Enhanced Authentication is advanced MQTT 5 functionality. For many deployments, TLS plus user/password or TLS client certificate
plus access validator is simpler and easier to operate.

15.9 External store

An external store owns durable broker state. It is responsible for persistence, thread safety, data protection and recovery.
Typical store responsibilities:

® |oad retained messages during broker startup or on demand.

® Save retained messages after retained publish.

® Delete retained messages when an empty retained payload is published.
® | oad and save persistent sessions.

® Keep operations fast enough for broker protocol paths.

Detailed store responsibilities:

__ mportant note

loadRetainedMessages() Loads retained messages before or during Returning null means nothing is stored.
broker operation.

saveRetainedMessage(message) Saves or replaces a retained message. Called synchronously in the publish path.
removeRetainedMessage(topicName) Deletes a retained message. For empty retained publish.
loadSessions() Loads persistent sessions. Relevant for offline queues and session

continuation.
saveSession(session) Saves or replaces a session snapshot. Must be thread-safe.

removeSession(clientIdentifier) Deletes a session snapshot. Used for expired or deleted sessions.

The store interface deliberately leaves storage technology to the application. It can be a database, file, encrypted store, replicated
service or another internal component. The broker only defines what needs to be stored, not where.
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15.10 TLS, PKI and client certificates

TLS options define server identity and remote certificate handling.

_

sslContext(SSLContext) Uses an application-provided server TLS context.

keyStore(KeyStore, char[]) Uses a Java KeyStore as server identity.

ownCertificate(PlccomMqttOwnCertificate) Uses or creates the broker own certificate from the PLCcom PKI folder.

pkiOptions(PlccomMqttPkiOptions) Enables PLCcom PKl validation for remote certificates.

clientCertificateMode(...) Defines whether client certificates are ignored, requested or required.

remoteCertificatevalidator(...) Replaces default remote certificate validation.

enabledProtocols(...) Restricts TLS protocols.

handshakeTimeoutMillis(long) Limits TLS handshake duration.

Detailed TLS options:

keyStore(keyStore, password) Sets broker certificate and private key. A TLS broker needs its own identity.

Recommended when the broker should use
the same PKI folder model as the other
PLCcom products.

ownCertificate(value) Loads or creates the broker identity from the

PLCcom PKl store.

trustStore(keyStore)

pkiOptions(value)

requireClientCertificate(value)

enabledCipherSuites(values...)

build()

Sets trusted client or issuer certificates.

Enables PLCcom PKI handling.

Convenience switch for mandatory client
certificate.

Restricts cipher suites.

Creates TLS options.

Useful for mTLS and custom trust rules.

Gives own , trusted, rejected and
issuer behavior.

Equivalent to strict client-certificate mode.

Use only when the environment requires it.

Use in TLS/WSS listener options.

If a custom remote certificate validator is set, it replaces default PKI processing. The application then owns certificate decisions

completely.

15.11 Admin, statistics and results

Admin and statistics snapshots are read-only views of broker state. Operation results follow the PLCcom result model with
isGood() , getQuality(), getMessage() and optional getInnerException() .
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MgttBrokerAdmin Read-only admin facade. snapshot (), statistics(),
resetCounters() .

MgttBrokerAdminSnapshot Snapshot of the broker. Creation time, statistics, counters, ports,
sessions and retained messages.

MgttBrokerStatistics Compact live statistics. Running, connections, sessions, subscriptions,
queues, retained messages, local listeners.

MqttBrokerAdminCounters Counters since the last reset. Accepted connections, received publishes,
application publishes.

MgttBrokerPublishResult Result of a local broker publish. Quality, topic, QoS, retain, payload length,
local deliveries and local errors.

MgttBrokerBatchPublishResult Result of a batch publish. Quality, item count and aggregated
delivery/error data.

Use snapshots for dashboards and manual tools. Do not build business logic that relies on counters changing at exact moments;
network and callback processing is concurrent.

15.12 Diagnostic listener

The diagnostic listener receives broker events. Use it for logs, Ul status, operator messages and monitoring.

PlccomMgttDiagnosticListener is for problems that are not directly visible as a method return value: network drops in
background threads, TLS/socket problems, callback exceptions, store errors and repeated operational problems. The broker catches
runtime exceptions from the diagnostic listener. Diagnostics are optional; without a listener, events are discarded and the broker
keeps working.

16. What the broker deliberately does not hide

The broker API is comfortable, but it does not pretend that MQTT security, storage and application semantics are automatic.
The application still owns:

®  Which clients are allowed to connect.

®  Which topics each client may read or write.

® Whether passwords, tokens or certificates are trustworthy.
® Whether retained messages represent real state.

® How durable session and retained data must be stored.

® How diagnostics are surfaced to users and operators.

This is intentional. A broker library cannot know the business meaning of your payloads, topics and users.

17. Broker checklist

Before using a broker in production, check:

® Are listener bind addresses chosen deliberately?
® |s TLS used for production network boundaries?

® |s the broker own certificate valid and maintained?
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® s client certificate handling configured where needed?

® s an access validator configured?

® Are read and write topic rights checked separately?

® |s the store choice deliberate: in-memory or external?

® |f an external store is used, is it thread-safe and fast enough?
® Are retained messages used only for state?

® Are QoS and session settings tested with real clients?

® Are admin snapshots and statistics visible for support?

® Are diagnostic events connected to logging, Ul or monitoring?
® Are local embedded publish/listen calls checked where needed?
® Are listener callbacks short and exception-safe?

® |s close() called reliably during shutdown?
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