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1. Purpose of this appendix

This appendix describes how PLCcom MQTT should be operated safely and robustly in production environments. It explains not
only the available classes, but also the underlying responsibility: MQTT transports messages, but your application decides what
these messages mean.

The SDK is intentionally product-neutral. Authentication, role models, password stores, certificate infrastructure, and permissions
must therefore be configured to match the individual application.
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2. MQTT security model

The MQTT specification does not require a broker to demand users, passwords, or certificates. A broker may accept anonymous
clients. This is spec-compliant and very convenient for local tests.

For production systems, however, this means:

Spec-compliant is not automatically secure. An openly configured broker is technically allowed, but it is only justifiable in
a production network if the environment deliberately secures that openness.

PLCcom MQTT follows this line:

_ Default behavior Production recommendation

Broker access Without an access validator, the broker is Configure a custom

open. IPlccomMqttBrokerAccessValidator .
Transport Plain TCP is possible. Use TLS for all production connections.
Passwords Processed as bytes, notas string . Send only over TLS and verify server-side

against hashes or tokens.

Persistence Without a store, broker state stays in memory. Implement a custom store for durable
sessions or retained messages.

Logging No fixed logging dependency. Connect diagnostic events to your
logging/monitoring.

3. Recommended security architecture
A robust MQTT integration consists of several layers:

1. Protect the transport: TLS prevents user name, password, and payload from being transmitted in clear text.
Authenticate the client: The broker decides at CONNECT whether a client may enter the system at all.

Authorize topics: Not every connected client should be allowed to read or write every topic.

2

3

4. Set limits: Maximum packet sizes, topic lengths, and queue sizes protect against faulty or malicious peers.
5. Make errors visible: Diagnostic events help detect network, TLS, store, and callback problems in time.

6

Choose persistence deliberately: In-memory is fast and simple. A custom store makes state durable but must be built
carefully.
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4. TLS on the client

The client uses the standard .NET TLS infrastructure through System.Net.Security.SslStream and X5e9Certificate2 . There is
no additional TLS library.

A simple TLS client:

using PLCcom.Mqgtt.Client;

PlccomMgttClient client = new PlccomMqgttClientBuilder()
.WithLicense("<user>", "<serial>")
.WithIdentifier("secure-client")
.WithServer("broker.example.com", 8883)

.UseTls()
.UseMqtt5()
.Build();

UseTls() switches the endpoint to mqtts:// . If port 1883 was used before, it switches to the MQTT TLS standard port 8883 .

TLS with explicit options:

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.CreateBuilder()
.WithHostnameVerificationEnabled(true)
.WithEnabledProtocols("T1s13", "T1ls12")
.WithHandshakeTimeoutMillis (10000)

.Build();

PlccomMgttClient client = new PlccomMgttClientBuilder()
.WithLicense("<user>", "<serial>")
.WithEndpoint("mqtts://broker.example.com:8883")
.UseTls(tlsOptions)

.Build();

Important client rules:

® Hostname verification is enabled by default.

® |t applies to certificates that were accepted outside the PKI store trust decision (custom validator, accept-all). A certificate the
PKI store trusts - the certificate itself lies in trusted, or it was issued by a CA from issuer - is trusted as-is: only its validity
period is checked, no hostname check applies.

® An application-supplied hostname verifier (WithHostnameverifier(...) ) is consulted for every certificate while hostname
verification is enabled and then always decides.

® Disable hostname verification only in deliberately controlled test environments (WithHostnameVerificationEnabled(false) ).
® Empty or invalid TLS protocol and cipher lists are rejected.

e |ndividually trusted certificates or a custom remote-certificate validator are the right way if your application already has its
own PKI or trust management.

The PLCcom PKI folder for MQTT

In addition to individually trusted Xxseocertificate2 certificates, MQTT can use the PLCcom-style file-based PKI folder. The folder
is used for two things: for the own TLS identity under own and for the default validation of remote certificates under trusted,
issuer, and rejected . It consists of these areas:

® own/certs and own/private for own certificates and keys.

® trusted/certs for already accepted peer certificates.

® issuer/certs for known issuer or CA certificates.

® rejected/certs for seen but not yet trusted certificates.

The default folders are created by PlccomMgttPkiStore.EnsureDirectories() . A PKI store is created from a base path:
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using PLCcom.Mqtt.Pki;

PlccomMgttPkiStore pkiStore = new PlccomMgttPkiStore("pki");
pkiStore.EnsureDirectories();

The PLCcom reference applications create the folders automatically and use fixed, role-separated PKI stores in the user area: the
client tool under .../PLCcom/MQTT/ClientTool/pki , the broker tool under .../PLCcom/MQTT/BrokerTool/pki (the base is
LocalApplicationData, on Linux ~/.config ). The shared technical foundation stays deliberately flexible: custom alias names and
custom PKI paths are possible in customer applications. For new applications we recommend the stable application name as the
own alias, for example com.example.MyMgttClientApp Or com.example.MyMqttBrokerApp .

If no own identity exists yet for this own alias, the library can automatically create a self-signed certificate through
PlccomMgttOwnCertificate.LoadOrCreate() . This matches the proven PLCcom Modbus concept: the public certificate is then
stored as a DER file in own/certs , and the private key in own/private . If a matching certificate with a private key or a

.p12 / .pfx container already exists, that existing material is loaded.

PlccomMgttOwnCertificate ownCertificate = new PlccomMgttOwnCertificate(

pkiStore,

"com.example.MyMgttClientApp",

"changeit",

3650,

"CN=Example GmbH",

new[] { "localhost" },

new[] { System.Net.IPAddress.Parse("127.0.0.1") });
System.Security.Cryptography.X509Certificates.X509Certificate2 identity = ownCertificate.LoadOrCreate();

Unknown certificates are, in the default behavior, written to rejected and refused. If the certificate is already present in trusted,
it is accepted, provided it is valid in time; no hostname match is required. Moving a certificate into trusted is the deliberate trust
decision for exactly that certificate, so a certificate whose SAN/CN does not name the endpoint - for example when connecting by
IP address - is accepted as well. If a known issuer is present and the signature matches, the leaf certificate is written to trusted
and accepted the same way. The PKI options validateRemoteCertificateHostName(...) and TargetHostName(...) are only
hints passed on to a custom validator; the default store validation never checks hostnames. If a custom remote-certificate validator
is set, no PKI folder processing takes place: no reading, no writing, and no automatic folder creation. In that case the entire
responsibility lies with the customer-side validator.

The PLCcom reference applications have a certificates button at the top. This manager shows Own, Trusted, Rejected, and
Issuer, can display certificate details, import trusted/issuer certificates, trust rejected certificates, and delete certificates from the
store. When a new unknown certificate is rejected, it lands in the rejected area; there it can be moved to trusted . The current
TLS connection attempt has already failed by then; the next connection attempt uses the trusted certificate and succeeds - also
when the endpoint was addressed by an IP address that the certificate does not name.
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5. TLS on the broker

The broker configures TLS per listener. This allows a broker to offer, for example, a plain TCP port for local tests and a TLS port for
production clients at the same time.

Server-side TLS with a server certificate:

using System.Security.Cryptography.X509Certificates;
using PLCcom.Mqtt.Broker;

X509Certificate2 serverCertificate = X509CertificatelLoader.LoadPkcs12FromFile("broker.p12", "changeit");

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.CreateBuilder(serverCertificate)
.WithEnabledProtocols("T1s13", "T1ls12")
.WithHandshakeTimeoutMillis (16000)
.Build();

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.AddT1lsListener("0.0.0.0", 8883, tlsOptions)
.Start();

The broker must always have a server identity for TLS. The server certificate is passed directly to
PlccomMqttBrokerTlsOptions.CreateBuilder(...) ; the identity can also be loaded or created as an own certificate through the
PLCcom PKI folder:

using PLCcom.Mqtt.Pki;

PlccomMgttPkiStore pkiStore = new PlccomMgttPkiStore("pki");
PlccomMgttOwnCertificate ownCertificate = new PlccomMgttOwnCertificate(

pkiStore,

"com.example.MyMgttBrokerApp",

"changeit",

3650,

"CN=Example GmbH",

new[] { "localhost" },

new[] { System.Net.IPAddress.Parse("127.0.0.1") });
X509Certificate2 brokerIdentity = ownCertificate.LoadOrCreate();

The TLS configuration is deliberately per listener. Every TLS or WSS listener receives its own PlccomMgttBrokerTlsOptions and
therefore its own server certificate. This way each port can present its own certificate, for example for partner, migration, or
separated customer access. If a client does not trust the presented certificate, a TLS error is the correct and expected result; the
broker does not secretly fall back to a different certificate. Make sure the respective certificate contains the listener host as a DNS
or IP SAN: the PLCcom client accepts a certificate its PKI store trusts without a hostname check, but other, stricter clients reject a
certificate issued for a different host.

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.AddT1lsListener("0.0.0.0", 8833, defaultTlsOptions)
.AddT1lsListener("0.0.0.0", 8834, partnerTlsOptions)
.Start();

Several listeners side by side:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpListener("127.0.0.1", 1883)
.AddT1lsListener("0.0.0.0", 8883, tlsOptions)
.AddWebSocketListener("127.0.0.1", 8080)
.AddSecurelWebSocketListener("0.0.0.0", 8443, tlsOptions)
.Start();
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Best practice:

e Offer plain TCP only locally, for development, or in additionally protected networks.
e Use TLS ports for real network boundaries.

e Actively manage certificate rotation, expiry dates, and trusted certificates in the application.

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page 7



PLCcom MQTT PLCcom

by Idin Germany
Indi.An GmbH - SDK Version 2.x - .NET

6. User name, password, and access validator
The broker uses an IPlccomMqttBrokerAccessValidator when your application wants to handle authentication and authorization.

Without a validator, the open default policy applies:

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.AllowAnonymous ()
.Start();

With a validator:

using PLCcom.Mqtt.Broker;

public sealed class MyAccessValidator : IPlccomMqgttBrokerAccessValidator

{
public PlccomMgttBrokerAccessDecision ValidateConnect(PlccomMgttBrokerConnectContext context)
{
if (IsKnownClient(context.ClientId, context.UserName, context.Password))
{
return PlccomMgttBrokerAccessDecision.Allow();
}
return PlccomMgttBrokerAccessDecision.Deny (
PlccomMgttBrokerAccessDeniedReason.BadUserNameOrPassword) ;
}
public PlccomMgttBrokerAccessDecision ValidatePublish(PlccomMgttBrokerPublishContext context)
{
return MayWrite(context.ClientId, context.TopicName)
? PlccomMqgttBrokerAccessDecision.Allow()
: PlccomMgttBrokerAccessDecision.Deny(PlccomMgttBrokerAccessDeniedReason.NotAuthorized);
}
public PlccomMgttBrokerAccessDecision ValidateSubscribe(PlccomMgttBrokerSubscriptionContext context)
{
return MayRead(context.ClientId, context.TopicFilter)
? PlccomMgttBrokerAccessDecision.Allow()
: PlccomMgttBrokerAccessDecision.Deny(PlccomMgttBrokerAccessDeniedReason.NotAuthorized);
}
public PlccomMgttBrokerAccessDecision ValidateUnsubscribe(PlccomMgttBrokerSubscriptionContext context)
{
return PlccomMgttBrokerAccessDecision.Allow();
}
}

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.WithAccessValidator(new MyAccessValidator())
.Start();

Performance note: If the validator performs a slow database query on every publish or subscribe, the broker slows down
exactly there. Caching, short timeouts, and clear error paths are very important here.

Important rules:

® Passwords are provided as a byte array ( context.Password ), NOt as a string. context.ClearPassword() clears the buffer
after the check.

® The validator should verify passwords against hashes, tokens, or an external identity system.
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® Avalidator may return null, but the broker treats null as a denial. That is safer than accidentally allowing access.
® Validators run in production paths. They must be fast, thread-safe, and stable.

® Allow(principal) attaches a business principal object to the session. This principal is available again later in publish and
subscribe contexts.

7. MQTT 5 enhanced authentication

MQTT 5 can use additional challenge/response authentication via AUTH packets. This feature is optional. Not every client and not
every broker needs it.

Client (the authenticator is a delegate):

PlccomMgttClient client = new PlccomMgttClientBuilder()
.WithLicense("<user>", "<serial>")
.WithServer("broker.example.com", 8883)

.UseT1s()
.UseMgtt5()
.WithEnhancedAuthentication("custom-method", null, context =>

byte[] response = CalculateResponse(context.AuthenticationData);
return PlccomMgttClientEnhancedAuthResponse.ContinueWith(
context.AuthenticationMethod, response);

o)
.Build();

Broker (implementation of IPlccomMqttBrokerEnhancedAuthenticator ):

public sealed class MyEnhancedAuthenticator : IPlccomMqttBrokerEnhancedAuthenticator

{
public PlccomMgttBrokerEnhancedAuthResult OnConnect(PlccomMgttBrokerEnhancedAuthContext context)

{
return ValidateInitialEnhancedAuth(context);
b
public PlccomMgttBrokerEnhancedAuthResult OnAuth(PlccomMgttBrokerEnhancedAuthContext context)
{
return ValidateNextEnhancedAuthStep(context);
b

}

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)
.WithEnhancedAuthenticator(new MyEnhancedAuthenticator())
.Start();

The broker authenticator responds with PlccomMqttBrokerEnhancedAuthResult : Success() completes authentication
successfully, Continuewith(method, data) requests another AUTH step, Deny(reason) rejects, and
BadAuthenticationMethod() reports an unaccepted method. Without a configured broker authenticator, the broker rejects a
client that requests an unsupported MQTT 5 authentication method. This is intentional: an unknown authentication method must
not silently be treated as successful.
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8. Client certificates

The broker can require client certificates optionally or mandatorily. This is especially useful when devices or applications should be
identified not only by user name/password.

using System.Security.Cryptography.X509Certificates;
X509Certificate2 serverCertificate = X509CertificatelLoader.LoadPkcs12FromFile("broker.p12", "changeit");
PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.CreateBuilder(serverCertificate)

.WithClientCertificateMode(PlccomMgttBrokerClientCertificateMode.Required)
.Build();

PlccomMgttBrokerClientCertificateMode knows None (no client certificate requested), optional (requested but not enforced),
and Required (mandatory). Through withPkioptions(...) the broker can additionally verify the trusted client/issuer certificates
against the PLCcom PKI folder.

When client certificates are enabled, TLS checks the connection layer first. Afterwards, the access validator can additionally check
user name, client identifier, topic rights, or application-specific rules.

Here, responsibility should stay clearly separated: the PKI store only decides whether a certificate is technically trusted. The business
login of a user belongs in the access validator. There, the application can map subject, issuer, serial number, fingerprint, or custom
certificate extensions (via context.ClientCertificate Or context.ClientPrincipal ) to a user account and its topic rights.

9. Stores and data persistence

Without a store, the broker keeps retained messages, sessions, and offline queues in the memory of the running process. That is
fast, simple, and ideal for many tests. After a restart, however, this state is gone.

For durable persistence, an application can implement IPlccomMqttBrokerStore :

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.WithStore(myBrokerStore)
.Start();

The store has methods for:

® | oading, saving, and removing retained messages ( LoadRetainedMessages , SaveRetainedMessage ,

RemoveRetainedMessage ).

® | oading, saving, and removing persistent sessions ( LoadSessions , SaveSession, RemoveSession ).

Important store note: The store is called synchronously from broker protocol paths. A slow store implementation can
directly slow down publish, subscribe, reconnect, and QoS throughput. The store must be thread-safe and is itself responsible
for transactions, encryption, backups, and recovery.

10. Diagnostics, errors, and stability

PLCcom MQTT does not write into a particular logging framework on its own. The application can subscribe to diagnostic events
by implementing IPlccomMgttDiagnosticListener .

A diagnostic event ( PlccomMgttDiagnosticEvent ) contains, among others:
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Component Whether the event comes from Core, Client, or Broker.
Severity Severity of the event.
Category Category, for example Network, Tls, Authentication, Authorization,

Protocol, Store, or Callback.

Code Stable short code for filtering and support.
Message Human-readable message.

Cause Triggering exception, if any.

ClientId Affected MQTT client identifier, if known.
TopicName Affected topic, if applicable.
MgttReasonCode MQTT 5 reason code, if present.
Retryable Whether a retry may be sensible.

Fatal Whether a severe error condition exists.

With withDiagnosticLevel(...) applications can set the minimum level for diagnostic events. Info is the default, pebug is
intended for troubleshooting, warning, Error, and Fatal reduce the output, and off suppresses diagnostic events completely.
Every event whose severity reaches the configured level is delivered immediately; there is no additional throttling.

The diagnostic level can also be changed at runtime, through setbDiagnosticLevel(...) on the running client or broker. This
makes a controlled, time-limited pebug window for a live analysis possible without reconnecting clients or restarting the broker.

Security note on Debug : At the Debug level the SDK additionally reports the exact content of sent and received messages
as a diagnostic event (as text, or as hex for binary data, truncated to a single line). Payloads can contain confidential process
data. Treat Debug diagnostics like payload data: limit them to troubleshooting sessions and do not forward them into long-
term logs of production systems.

When the broker rejects a CONNECT through the access validator, an authorization diagnostic event with severity warning is
generated. It contains user name, denial reason, and MQTT code, but no password data.

Example:
using PLCcom.Mgtt.Diagnostics;
public sealed class ApplicationDiagnosticlListener : IPlccomMqttDiagnosticListener
{
public void OnDiagnosticEvent(PlccomMgttDiagnosticEvent diagnosticEvent)
{
if (diagnosticEvent.Fatal)
{
ShowOperatorAlarm(diagnosticEvent.Message);
}
else
{
WriteToApplicationLog(diagnosticEvent);
¥
¥
¥

The SDK tries to keep background processes robust. Many recoverable errors are reported but not escalated immediately when a
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clean recovery is possible. Direct start, connect, and configuration methods still report errors through exceptions. Client and broker
operations such as CreatePublishBuilder(...).Send(), CreateSubscribeBuilder(...).Send() , or broker
CreatePublishBuilder(...).Send() instead return PLCcom result objects with IsGood, Quality, Message, and an optional
InnerException . For MQTT 5 the standardized error reason codes ox8e to exA2 are mapped to dedicated BAD_MQTT5_...
qualities. Monitoring, Ul, and application logic can therefore react specifically to authorization, packet size, QoS/retain support, or
other protocol rejections without parsing error texts.
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11. Best practices for production systems

TLS Enable it by default for production connections.

Hostname verification Keep it enabled on the client. Issue certificates matching the host -
certificates trusted through the PKI store are accepted without a
hostname check, stricter third-party clients are not that forgiving.

Access validator Do not block it with slow, unprotected database paths.

Password checking Never store plaintext passwords. Use hashes, tokens, or external identity
systems.

Retained messages Use only for real state values, not for short-lived events.

Last Will Use for device or service status so that unexpected drops become
visible.

QoS 2 Use only when exactly-once semantics are really needed.

Stores Test load and error behavior before going live.

Diagnostics Connect to monitoring or Ul and control message volume via the

diagnostic level.

Limits Set packet size, topic lengths, and queue sizes deliberately.
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12. Checklist before going live
Before a production release, check at least:

® Does the connection run over TLS?

® |s the server certificate deliberately trusted (in trusted, or issued by a CA from issuer ), and does its SAN name the
endpoint host for other clients?

® Are user name/password or client certificates secured for production?
® |s an access validator configured?

® Are topic rights checked separately for read, write, and unsubscribe?
® Are timeouts set sensibly?

® Are diagnostic events visible?

® |s the store implementation thread-safe and fast enough?

® Has behavior on network drop been tested?

® Has behavior with invalid certificates been tested?

® Has behavior with wrong credentials been tested?

® Has a long test run been performed without noticeable thread or resource growth?
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