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1. Purpose of this appendix
This appendix describes the convenient client API of PLCcom MQTT. It is intended for applications that want to connect to an MQTT broker, send messages, subscribe to
topics, or use MQTT 5 features.

The examples use the convenient client API, which new applications should use first.

2. The client API in one sentence
A PLCcom MQTT client is created with new PlccomMqttClientBuilder() , connected with Connect() , then uses CreatePublishBuilder(...) , 
CreateSubscribeBuilder(...) , CreateRequestBuilder(...) , or AsAsyncClient() , and is finally closed cleanly with Disconnect()  or Dispose() .

Minimal setup:

3. Establishing a connection

using PLCcom.Mqtt.Client;

using PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithIdentifier("client-01")
    .WithServer("localhost", 1883)
    .UseMqtt5()
    .Build();

client.Connect();
client.CreatePublishBuilder("demo/value", "Hello MQTT").Send();
client.Disconnect();
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3. Establishing a connection
The builder collects all connection settings readably in one place.

Setting Meaning

WithIdentifier(...) MQTT client identifier. It should be unique per simultaneously connected client.

WithServer(host, port) Host and port for MQTT over TCP.

WithEndpoint(uri) Alternative URI notation, for example mqtt://localhost:1883  or 
ws://localhost:8080/mqtt .

WithKeepAliveSeconds(...) Time interval for MQTT keep alive.

WithConnectTimeoutMillis(...) Timeout for the socket connection setup.

WithOperationTimeoutMillis(...) Timeout for blocking MQTT operations.

WithSocketReadTimeoutMillis(...) Internal read wakeup so background processes can react cleanly.

Best practice:

Use descriptive client identifiers.
Set timeouts deliberately, especially for UI applications.
Always close clients via using  or in a finally  block ( Dispose() ).

Binding to a specific network interface (local address)
If the outgoing MQTT socket should run over a specific network interface, it can be bound to a local IP address. In .NET this setting is available as WithLocalAddress(...)
both on the convenient high-level builder PlccomMqttClientBuilder  and on the options builder PlccomMqttClientOptions.Builder .

The binding applies to all transports (TCP, TLS, WebSocket, and secure WebSocket) and is reapplied after every automatic reconnect. The broker host is then resolved only
to addresses of the same family (IPv4 or IPv6) as the local address. If there is no matching address, the connection setup fails with a clear PlccomMqttConnectException
instead of silently using a different network interface.

4. MQTT versions
The client supports MQTT 3.1.1, MQTT 5.0, and automatic selection.

Mode Recommendation

UseMqtt311() When a peer only supports MQTT 3.1.1 or you want to stay deliberately compatible.

UseMqtt5() When you want to use MQTT 5 properties, reason codes, request/response, subscription
identifiers, or modern diagnostic information.

UseAutoProtocol() When the client may negotiate the protocol version.

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithIdentifier("machine-ui")
    .WithServer("192.168.1.20", 1883)
    .UseMqtt5()
    .WithKeepAliveSeconds(30)
    .WithConnectTimeoutMillis(10000)
    .WithOperationTimeoutMillis(10000)
    .WithSocketReadTimeoutMillis(1000)
    .Build();

using System.Net;

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithServer("192.168.1.20", 1883)
    .WithLocalAddress(IPAddress.Parse("192.168.1.50"))
    .Build();

.UseMqtt311()

.UseMqtt5()

.UseAutoProtocol()
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5. Publish
Publish means: the client publishes a message on a topic.

Payload convenience exists for:

string

byte[]

int

long

double

bool

JSON objects via CreateJsonPublishBuilder(...)  or PublishJson(...)

Examples:

MQTT 5 metadata on publish:

6. Subscribe and message callbacks
Subscribe means: the client subscribes to a topic filter and receives matching messages.

The return value is a PlccomMqttSubscribeResult , which also serves as a subscription handle ( IPlccomMqttSubscriptionHandle ). It can be used to end the subscription
later:

If you do not register a callback, you can still receive in a blocking way:

The callback variant is more comfortable for normal applications because delivery happens in a client-owned dispatcher and is not executed directly in the MQTT reader
thread.

client.CreatePublishBuilder("plant/line1/temperature", 23.7)
    .WithQos1()
    .WithRetain()
    .Send();

client.CreatePublishBuilder("demo/text", "ready").Send();
client.CreatePublishBuilder("demo/raw", new byte[] { 1, 2, 3 }).WithQos0().Send();
client.CreatePublishBuilder("demo/count", 42).WithQos1().Send();
client.CreatePublishBuilder("demo/enabled", true).WithQos1().WithRetain().Send();

client.CreatePublishBuilder("plant/event", "motor started")
    .WithQos1()
    .WithPayloadFormatUtf8()
    .WithContentType("text/plain")
    .WithMessageExpirySeconds(60)
    .AddUserProperty("source", "line1")
    .Send();

PlccomMqttSubscribeResult handle = client.CreateSubscribeBuilder("plant/+/temperature")
    .WithQos1()
    .OnMessage(message =>
    {
        Console.WriteLine(message.TopicName + " = " + message.GetPayloadText());
    })
    .Send();

handle.Unsubscribe();

PlccomMqttMessage rawMessage = client.Receive(5000);
if (rawMessage != null)
{
    Console.WriteLine(rawMessage.TopicName);
}
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7. Choosing QoS correctly

QoS is not a quality label in the sense of “higher is always better”. Higher QoS requires more protocol state.

QoS Behavior Recommendation

QoS 0 Send without acknowledgement. Frequent measurements where the next value arrives soon.

QoS 1 At least once, duplicates possible. The best default for many production application data.

QoS 2 Exactly once via four protocol steps. Only for important single events where duplicates are truly
critical.

Best practice:

Start with QoS 1 for important operating data.
Use QoS 2 deliberately, not reflexively.
Your application should be able to handle duplicates with QoS 1.

8. Retained messages
A retained message is stored by the broker as the last known state of a topic. A client that subscribes later receives this state directly after subscribing.

Retained messages suit state:

current machine status
last measurement
last configuration
online/offline status

They are less suited to events:

alarm history
clicks
one-shot commands
log lines

A retained message is deleted by publishing an empty payload with the retain flag to the same topic.

.WithQos0()

.WithQos1()

.WithQos2()

client.CreatePublishBuilder("plant/line1/status", "running")
    .WithQos1()
    .WithRetain()
    .Send();
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9. Last Will
Last Will is a message the broker publishes when a client disappears unexpectedly. This is very useful for online/offline status. The Last Will is configured on the builder via 
CreateWillBuilder(...)  and returned to the client builder with Done() .

On a successful start, the client can then set its online status:

If the connection is closed cleanly with Disconnect() , the broker does not publish the Will. If the connection drops uncontrolled, the broker takes over the Will publication.

In the reference application PLCcom MQTT Client , Last Will is also directly testable. On the connection side the testament is enabled; the details such as Last Will topic,
payload, QoS, retain, will delay, will expiry, and content type are in the settings dialog. For a real test the client must not be disconnected gracefully. A second client should
subscribe to the Last Will topic, after which the first client is killed or the connection is interrupted unplanned.

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithIdentifier("device-17")
    .WithServer("localhost", 1883)
    .UseMqtt5()
    .CreateWillBuilder("devices/device-17/status", "offline")
        .WithQos1()
        .WithRetain()
        .Done()
    .Build();

client.Connect();
client.CreatePublishBuilder("devices/device-17/status", "online")
    .WithQos1()
    .WithRetain()
    .Send();
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10. MQTT 5 properties
MQTT 5 adds metadata to messages. PLCcom MQTT provides the most common properties conveniently.

Publish:

Subscribe:

Important MQTT 5 features:

Feature Meaning

Message Expiry Message expires after a time and should not be delivered afterwards.

Content Type Describes the payload, for example application/json .

User Properties Free name/value metadata.

Response Topic Topic on which a response is expected.

Correlation Data Binary value that links request and response.

Subscription Identifier Number that lets the receiver recognize which subscription matched.

Retain Handling Controls whether retained messages are sent on subscribe.

Retain As Published Preserves the retain flag when forwarding.

No Local Suppresses own publications for the same client identifier.

client.CreatePublishBuilder("service/request", "read")
    .WithQos1()
    .WithResponseTopic("service/response/client-01")
    .WithCorrelationData(new byte[] { 10, 20, 30 })
    .WithContentType("text/plain")
    .AddUserProperty("tenant", "demo")
    .WithMessageExpirySeconds(30)
    .Send();

client.CreateSubscribeBuilder("service/events/#")
    .WithQos1()
    .WithSubscriptionIdentifier(7)
    .WithRetainAsPublished()
    .WithRetainHandlingSendAtSubscribeIfNew()
    .OnMessage(message =>
    {
        Console.WriteLine(string.Join(",", message.SubscriptionIdentifiers));
    })
    .Send();
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11. Request/response
MQTT is originally publish/subscribe. But MQTT 5 brings a clean request/response pattern with response topic and correlation data.

This pattern is useful when an application expects a concrete answer but still wants to use MQTT as the transport.

Best practice:

A response topic must be set; without WithResponseTopic(...) , Send()  reports an InvalidOperationException . Keep response topics unique per client.
Always set timeouts.
Use correlation data when several requests can run in parallel.

12. JSON convenience functions
PLCcom MQTT uses System.Text.Json  for JSON. This lets you publish .NET objects without your own byte encoding.

Receiving:

For MQTT 5, CreateJsonPublishBuilder(...)  additionally sets content type ( application/json ) and payload format indicator suitable for JSON. MQTT 3.1.1 brokers
receive the same JSON bytes but do not know this metadata. The short form PublishJson(topic, value)  sends with QoS 0.

PlccomMqttRequestResponseResult result = client.CreateRequestBuilder("service/readTemperature", "line1")
    .WithResponseTopic("service/response/client-01")
    .WithQos1()
    .WithResponseQos1()
    .WithRandomCorrelationData()
    .WithTimeoutMillis(5000)
    .Send();

Console.WriteLine(result.Response.GetPayloadText());

SensorValue value = new SensorValue("line1", 23.7, "degC");

client.CreateJsonPublishBuilder("plant/line1/sensor", value)
    .WithQos1()
    .Send();

client.CreateSubscribeBuilder("plant/+/sensor")
    .WithQos1()
    .OnMessage(message =>
    {
        SensorValue value = message.GetPayloadJson<SensorValue>();
        Console.WriteLine(value.Name + " = " + value.Value);
    })
    .Send();
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13. WebSocket and secure WebSocket
MQTT can be transported over WebSocket. This is especially helpful when MQTT should be routed through HTTP infrastructures, proxies, or browser-near environments.

Secure WebSocket:

Alternatively the endpoint can be set directly as a URI:

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithServer("localhost", 8080)
    .WithWebSocket("/mqtt")
    .UseMqtt5()
    .Build();

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithServer("broker.example.com", 443)
    .UseTls()
    .WithWebSocket("/mqtt")
    .UseMqtt5()
    .Build();

.WithEndpoint("wss://broker.example.com:443/mqtt")
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14. TLS
TLS is enabled with UseTls()  or UseTls(options) . By default the client checks the hostname against the broker certificate. This check applies to certificates that were
accepted outside the PKI store trust decision; a certificate that lies in trusted  or was issued by a CA from issuer  is trusted as-is, and only its validity period is checked.

Client certificate login (mTLS) is represented in the guided PLCcom way through the PKI folder or directly through an X509Certificate2 . The reference application PLCcom 
MQTT Client  always uses the fixed client PKI store of the logged-in user under .../PLCcom/MQTT/ClientTool/pki  and creates the required subfolders automatically. The
PKI folder is no longer edited in the main window; the certificates are managed through the Certificates  button. In your own application software the folder can be
chosen freely; only the PLCcom structure below this folder matters.

Important: a client certificate is only needed for mTLS, that is, when the broker requests a client certificate during the TLS handshake. For normal TLS connections the client
only checks the broker certificate via trusted , issuer , and rejected .

TLS with a trusted broker certificate (without an own client certificate):

TLS with the file-based PKI folder:

mTLS with an own client certificate:

As an alternative to trusted certificates, a custom remote-certificate validator can be set (for example certificate pinning). If a validator is set, the PKI folder is not read or
written for the peer check; your code then carries the full responsibility for the trust decision:

Disabled hostname verification should only be used in tests:

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.CreateBuilder()
    .WithHostnameVerificationEnabled(true)
    .WithEnabledProtocols("Tls13", "Tls12")
    .WithHandshakeTimeoutMillis(10000)
    .Build();

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithEndpoint("mqtts://broker.example.com:8883")
    .UseTls(tlsOptions)
    .Build();

using System.Security.Cryptography.X509Certificates;
using PLCcom.Mqtt.Pki;

X509Certificate2 brokerCertificate = X509CertificateLoader.LoadCertificateFromFile("broker-certificate.cer");

PlccomMqttPkiOptions pkiOptions = PlccomMqttPkiOptions.CreateBuilder()
    .TrustedRemoteCertificate(brokerCertificate)
    .Build();

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.CreateBuilder()
    .WithPkiOptions(pkiOptions)
    .WithEnabledProtocols("Tls13", "Tls12")
    .Build();

PlccomMqttPkiStore pkiStore = new PlccomMqttPkiStore("pki");
pkiStore.EnsureDirectories();

PlccomMqttPkiOptions pkiOptions = PlccomMqttPkiOptions.CreateBuilder()
    .PkiStore(pkiStore)
    .Build();

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.CreateBuilder()
    .WithPkiOptions(pkiOptions)
    .Build();

X509Certificate2 clientCertificate = X509CertificateLoader.LoadPkcs12FromFile("client-certificate.p12", "changeit");

PlccomMqttTlsOptions tlsOptions = PlccomMqttTlsOptions.CreateBuilder()
    .WithClientCertificate(clientCertificate)
    .WithPkiOptions(pkiOptions)
    .WithEnabledProtocols("Tls13", "Tls12")
    .Build();

PlccomMqttPkiOptions pkiOptions = PlccomMqttPkiOptions.CreateBuilder()
    .RemoteCertificateValidator(context =>
    {
        if (context.RemoteCertificateChain.Count == 0)
        {
            return PlccomMqttRemoteCertificateValidationResult.Reject("no certificate presented");
        }

        return PlccomMqttRemoteCertificateValidationResult.Accept();
    })
    .Build();
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15. Automatic reconnect
Automatic reconnect helps when a connection drops briefly.

Best practice:

Inform users of longer outages, but not on every millisecond retry.
Combine reconnect with diagnostic events.
Check which subscriptions must be active again after reconnect.

16. Async API
The normal client API is synchronous/blocking. For applications that want to work with Task / async / await , there is an additive async facade.

With a custom TaskScheduler :

The async facade does not change MQTT behavior. It runs the blocking operations through a TaskScheduler . AsAsyncClient()  uses TaskScheduler.Default ; 
AsAsyncClient(taskScheduler)  allows a custom scheduler. The async methods ( ConnectAsync , PublishAsync , SubscribeAsync , UnsubscribeAsync , ReceiveAsync , 
DisconnectAsync , CloseAsync ) optionally accept a CancellationToken . For JSON, request/response, and MQTT 5 metadata, CreatePublishBuilder(...) , 
CreateSubscribeBuilder(...) , and CreateRequestBuilder(...)  are also available, whose SendAsync()  returns a Task . The async facade additionally supports 
IAsyncDisposable  through DisposeAsync() .

PlccomMqttTlsOptions testOnlyTlsOptions = PlccomMqttTlsOptions.CreateBuilder()
    .WithHostnameVerificationEnabled(false)
    .Build();

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithIdentifier("client-01")
    .WithServer("localhost", 1883)
    .WithAutomaticReconnect()
    .WithReconnectDelaysMillis(1000, 30000)
    .OnConnected(ctx => Console.WriteLine("connected"))
    .OnDisconnected(ctx => Console.WriteLine("disconnected"))
    .OnReconnectFailed(ctx => Console.WriteLine("reconnect failed"))
    .Build();

PlccomMqttAsyncClient asyncClient = client.AsAsyncClient();

PlccomMqttPublishResult result = await asyncClient.PublishAsync("demo/value", "async");
if (!result.IsGood)
{
    Console.WriteLine(result.Quality + ": " + result.Message);
}

PlccomMqttAsyncClient asyncClient = client.AsAsyncClient(TaskScheduler.Default);
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17. Result quality, diagnostics, and error handling
The PLCcom builders return result objects. These objects derive from OperationResult  and contain:

Quality  with GOOD  or a concrete BAD_...  value.
IsGood  as a quick success check.
Message  as a localized short description.
InnerException  with the technical cause, when one exists.

Example:

Setup and configuration steps can report direct .NET exceptions, for example on invalid arguments, incomplete configuration, or an unreachable host during connection
setup ( PlccomMqttConnectException ).

Operations such as CreatePublishBuilder(...).Send() , CreateSubscribeBuilder(...).Send() , CreateRequestBuilder(...).Send() , and handle.Unsubscribe()
report production MQTT errors through the result quality. These include, for example, “not connected”, “broker rejected”, timeout, packet too large, or QoS not supported.
When an MQTT 5 reason code is present, it is not only appended as text but mapped to a stable BAD_MQTT5_...  value in Quality . A rejected publish with MQTT 5 code 
0x87 NOT_AUTHORIZED  therefore returns as BAD_MQTT5_NOT_AUTHORIZED .

Background events and protected callback errors are reported through diagnostics:

The SDK catches exceptions from callbacks so that an error in your callback does not uncontrollably damage MQTT processing. Still, callback code should be short, robust,
and well logged.

The diagnostic level can also be changed at runtime: client.SetDiagnosticLevel(...)  takes effect immediately on an existing connection. At the Debug  level the client
additionally reports the exact content of every sent and received message as a diagnostic event (as text, or as hex for binary data, truncated to a single line). Payloads can
contain sensitive data - therefore limit Debug  to troubleshooting sessions.

PlccomMqttPublishResult result = client.CreatePublishBuilder("demo/value", "Hello MQTT")
    .WithQos1()
    .Send();

if (!result.IsGood)
{
    throw new InvalidOperationException(result.Message, result.InnerException);
}

PlccomMqttClient client = new PlccomMqttClientBuilder()
    .WithLicense("<user>", "<serial>")
    .WithServer("localhost", 1883)
    .OnDiagnostic(new ConsoleDiagnosticListener())
    .Build();
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18. Client fluent API reference
This chapter is the operating reference for the convenient client API. It deliberately describes the methods used in typical dot-notation call chains, for example 
client.CreatePublishBuilder(...).WithQos1().WithRetain().Send()  or new 
PlccomMqttClientBuilder().WithEndpoint(...).UseMqtt5().WithAutomaticReconnect().Build() .

The tables do not replace the XML documentation, but explain the functional meaning: what the method does, when it is useful, and what an application should watch out
for.

18.1 Creating and connecting the client
The normal entry class is PlccomMqttClientBuilder . The builder creates a synchronous PlccomMqttClient  object. The async facade can then be created via 
client.AsAsyncClient()  or client.AsAsyncClient(taskScheduler) .

Method Purpose When to use Important note

WithLicense(user, serial) Sets the PLCcom license
data on the builder.

Always, unless the license was set process-wide via 
PlccomMqttClientFactory.SetLicenseInformation(...) .

The values correspond to the license
information of your PLCcom MQTT
installation.

WithIdentifier(value) Sets the MQTT client
identifier.

For recognizable clients, persistence, clean diagnostics, and
reproducible tests.

For durable sessions the identifier
should stay stable.

WithServer(host, port) Configures a simple TCP
connection.

For normal MQTT connections without a URI special case. For TLS, WebSocket, or custom paths, 
WithEndpoint(uri)  is usually

clearer.

WithEndpoint(uri) Configures the complete
target endpoint.

For mqtt:// , mqtts:// , ws:// , or wss:// . User name and password belong in 
WithUsernamePassword(...) , not

in the URI.

WithWebSocket(path) Enables WebSocket with
the given path (default 
/mqtt ).

When a broker offers MQTT over WebSocket. With TLS this becomes WSS, without
TLS WS.

UseMqtt311() Forces MQTT 3.1.1. When a broker can only do MQTT 3.1.1 or compatibility should be
tested.

MQTT 5 properties are then not
transmitted.

UseMqtt5() Forces MQTT 5.0. For MQTT 5 features such as reason codes, user properties, response
topic, correlation data, or subscription identifier.

The broker must accept MQTT 5.

UseAutoProtocol() Lets the library negotiate
the protocol version.

As a convenient default. For tests with a fixed expected version,
an explicit method is better.

WithUsernamePassword(userName, 
passwordBytes)

Sends MQTT user name
and password in
CONNECT.

For classic broker login. The password stays the application’s
responsibility; it is passed as byte[] .

WithEnhancedAuthentication(method, 
initialData, authenticator)

Enables MQTT 5
enhanced authentication
with a callback delegate
and optional start data.

Only when the broker expects a concrete enhanced-auth method. MQTT 5 feature.

WithoutEnhancedAuthentication() Removes a previously set
enhanced-auth
configuration.

When a reused builder should use classic authentication again. Prevents accidental sending of old auth
data.

CreateWillBuilder(topic, payload) Begins configuration of a
Last Will/testament with
text or bytes.

When other participants should learn that this client was lost
unexpectedly.

Done()  on the will builder returns to
the client builder.

WithLastWill(value) Passes a prepared 
PlccomMqttLastWill

object.

When Last Will data comes from configuration or another layer. Practical for reusable profiles.

UseTls()  / UseTls(options) Enables TLS with default
or custom TLS options.

For mqtts://  or secure WebSocket connections. No TLS check should be disabled
without a good reason.

WithAutomaticReconnect(value) Enables automatic re-
establishment of lost
connections.

For production clients that should survive brief network problems. The application should still evaluate
diagnostic and lifecycle events.

OnConnected(handler) Registers a lifecycle event
after a successful
CONNACK.

For status displays, monitoring, or re-initialization after reconnect. Callback errors are caught and reported
as diagnostics.

OnDisconnected(handler) Registers a lifecycle event
on connection loss or
clean disconnect.

For UI status, alerting, or restart logic. The context contains graceful and cause
information.

OnReconnectFailed(handler) Reports that automatic
reconnect has given up.

For applications that then escalate, reconfigure, or inform users. Only relevant when reconnect is
enabled.

OnDiagnostic(listener) Registers an additional
diagnostic listener.

For logging, UI messages, monitoring, and analysis of background
errors.

Control the volume via the diagnostic
level.
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WithDiagnosticListener(listener) Sets the (options)
diagnostic listener.

For a single default listener. OnDiagnostic(...)  can add further
listeners.

WithDiagnosticLevel(value) Sets the minimum level
for diagnostic events.

For UI and log output with adjustable detail. Info  is the default, Debug  for
troubleshooting, Off  suppresses
diagnostic events.

WithCleanStart(value) Controls whether the
broker should start a new
session.

true  for simple short-lived clients, false  for session
continuation.

Consider the interplay with 
WithSessionExpirySeconds(...) .

WithSessionExpirySeconds(value) Sets the MQTT 5 session
expiry.

When the broker should keep session data after disconnect. null  means SDK/broker default.

WithKeepAliveSeconds(value) Sets the MQTT keep alive
interval.

For detecting dead connections. Values that are too small create
unnecessary network pressure.

WithTopicAliasMaximum(value) Tells the broker how
many topic aliases the
client accepts.

For MQTT 5 and many repeated topic names. 0  disables inbound aliases.

WithLimits(value) Passes protocol and size
limits.

For stricter production lim its or tests against lim it values. Limits protect against oversized packets
and resource consumption.

WithConnectTimeoutMillis(value) Limits socket and
connection setup.

For clear errors on an unreachable host, DNS problem, or firewall. Helps avoid blocking UIs and services.

WithOperationTimeoutMillis(value) Limits waiting protocol
operations such as QoS
acks or SUBACK.

For robust applications that should not wait indefinitely. On timeouts, evaluate result/exception
and diagnostics.

WithSocketReadTimeoutMillis(value) Sets the read timeout at
the socket layer.

For networks where dead connections should be detected. Must match the keep alive.

WithLocalAddress(value) Binds the outgoing
socket to a local IP
address (network
interface).

For multi-homed machines or fixed outbound interfaces. The address family must match the
target host (see chapter 3).

WithReconnectDelaysMillis(initial, 
max)

Controls the wait times
between reconnect
attempts.

For more stable reconnection without hectic retry behavior. Prevents too many attempts on a
permanent outage.

BuildOptions() Creates only the options
object.

When options should be stored, inspected, or passed to 
PlccomMqttClientFactory.Create(...) .

Does not build a client yet.

Build() Creates the synchronous
client.

Normal end of the builder. Then call Connect() .

Method Purpose When to use Important note
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18.2 PlccomMqttClient
PlccomMqttClient  is the synchronous facade and implements IDisposable . Synchronous operations only return when the respective MQTT operation has completed or

failed.

Method Purpose Result/behavior

Connect() Opens the transport and sends MQTT CONNECT. Returns PlccomMqttConnectResult  with quality and
negotiated protocol version.

Publish(message) Sends a prepared PlccomMqttPublishMessage . Practical when messages are prepared from configuration,
tests, or another layer.

Publish(topic, payload, ...) Compact publish overloads. Overloads for string , byte[]  with optional QoS, retain,
and message expiry.

CreatePublishBuilder(topic, payload) Starts the convenient publish builder. Overloads for string , byte[] , int , long , double , 
bool .

CreateJsonPublishBuilder(topic, value)  / 
PublishJson(topic, value)

Serializes an object with System.Text.Json . Sets payload format UTF-8 and content type 
application/json .

CreateRequestBuilder(topic, payload) Starts MQTT 5 request/response. Overloads for text, bytes, and simple values.

CreateJsonRequestBuilder(topic, value) JSON request in the request/response pattern. The response comes as 
PlccomMqttRequestResponseResult .

Subscribe(topicFilter, ...) Compact subscribe overloads with optional QoS, retain
handling, and handler.

For simple subscriptions without a builder.

CreateSubscribeBuilder(topicFilter) Starts the convenient subscribe builder. Through the builder, QoS, shared subscription, retain
handling, and callback are set.

Unsubscribe(topicFilter) Ends a subscription. Returns PlccomMqttUnsubscribeResult .

Receive(timeoutMillis) Waits synchronously for the next incoming message. Good for simple tests; for applications usually the callback via
OnMessage(...) .

AsAsyncClient()  / 
AsAsyncClient(taskScheduler)

Creates a Task-based async facade. Recommended for production applications with controlled
scheduling.

IsConnected Returns the current connection state. Helpful for UI and restart.

NegotiatedProtocolVersion Returns the negotiated MQTT version. Before Connect()  the value is Auto .

SetDiagnosticLevel(level) Changes the diagnostic level at runtime. Takes effect immediately and survives reconnects.

Disconnect() Sends DISCONNECT and closes the connection cleanly. Can throw an exception when the transport has already died.

Dispose() Releases resources. Suitable for using .
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18.3 Publish builder
The publish builder describes exactly one outgoing message. It validates the topic name, sets optional MQTT 5 metadata, and waits for the necessary acknowledgements at
QoS 1/2.

Method Meaning Practice

WithQos0() At most once: without acknowledgement. Fast, but without delivery guarantee.

WithQos1() At least once. Good default when duplicates are tolerable.

WithQos2() Exactly once at the protocol level. For critical messages; slower due to the four-step handshake.

WithQualityOfService(value) Sets QoS via enum. Good for configuration from UI/files.

WithRetain()  / WithRetain(bool) Broker stores the last message for the topic name. For state values that new subscribers should see immediately.

WithPayloadFormatUtf8() Marks the payload as UTF-8 text. MQTT 5 property, useful for interoperable receivers.

WithPayloadFormatBytes() Marks the payload as unspecified bytes. For binary data.

WithPayloadFormatUtf8(bool?) Sets, clears, or disables the indicator explicitly. For dynamic configuration.

WithContentType(value) Sets a MIME-like content type. For example application/json  or text/plain .

WithMessageExpirySeconds(value) Sets the message lifetime. Prevents stale offline or retained data.

WithResponseTopic(value) Sets MQTT 5 response topic. Building block for request/response.

WithCorrelationData(bytes) Sets MQTT 5 correlation data. Receivers can join response and request.

AddUserProperty(name, value) Adds an MQTT 5 user property. For readable metadata, not for secrets.

WithUserProperties(values) Replaces the user property list. For prepared metadata.

BuildMessage() Builds the immutable message without sending. For tests or reuse.

Send() Sends the message. Returns PlccomMqttPublishResult  with quality; on hard
errors with an inner exception.
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18.4 Subscribe builder
The subscribe builder describes a topic filter subscription. Topic filters may contain wildcards ( + , # ), topic names on publish must not.

Method Meaning Practice

WithQos0()  / WithQos1()  / WithQos2() Sets the maximum desired delivery quality. The broker may grant a lower QoS but not a higher one.

WithMaximumQualityOfService(value) Sets the maximum QoS via enum. Good for configuration masks.

WithSharedSubscription(shareName) Creates an MQTT shared subscription. Several clients with the same share group share the work.

WithNoLocal()  / WithNoLocal(bool) Prevents the client from receiving its own publishes. MQTT 5 option, helpful with echo loops.

WithRetainAsPublished()  / 
WithRetainAsPublished(bool)

Delivers the retain flag as the broker received it. MQTT 5 option for precise state processing.

WithRetainHandlingSendAtSubscribe() Send retained messages on every subscription. Default for status displays.

WithRetainHandlingSendAtSubscribeIfNew() Send retained messages only for a new subscription. Prevents repetition on session continuation.

WithRetainHandlingDoNotSend() Do not send retained messages on subscribe. When only live values are of interest.

WithRetainHandling(value) Sets retain handling via enum. Good for UI/config.

WithSubscriptionIdentifier(value) Sets MQTT 5 subscription identifier. The receiver recognizes which subscription a message
belongs to.

WithoutSubscriptionIdentifier() Removes the identifier. For MQTT 3.1.1 or simple subscriptions.

OnMessage(handler) Registers a callback for matching messages. Keep the callback short; offload heavy work.

Send() Sends SUBSCRIBE. Returns PlccomMqttSubscribeResult , which also serves
as a subscription handle.
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18.5 Request/response builder
MQTT request/response is not a separate packet type but an MQTT 5 pattern: the request contains response topic and correlation data, the response copies the correlation
data back.

Method Meaning Practice

WithResponseTopic(value) Defines the topic on which the response is expected. Required: without a set response topic, Send()  reports an 
InvalidOperationException .

WithQos0()  / WithQos1()  / WithQos2() Sets the QoS of the request. For important requests choose at least QoS 1.

WithResponseQos0()  / WithResponseQos1()  / 
WithResponseQos2()

Sets the maximum QoS of the response subscription. Response QoS controllable separately from request QoS.

WithResponseMaximumQualityOfService(value) Sets response QoS via enum. For configurable responders.

WithCorrelationData(bytes) Sets fixed correlation data. Use only when the application ensures collision freedom.

WithRandomCorrelationData() Generates random correlation data (16 bytes). Safe default for parallel requests.

WithoutCorrelationData() Sends without correlation data. Only sensible when only one request is open per response
topic.

WithTimeoutMillis(value) Limits the wait time for the response. Important so request paths do not hang.

WithPayloadFormatUtf8(...) , 
WithContentType(...) , 
WithMessageExpirySeconds(...) , 
AddUserProperty(...)

Set MQTT 5 metadata of the request. Especially helpful with JSON or versioned payloads.

Send() Sends the request, waits for the response, cleans up the
temporary subscription.

Returns PlccomMqttRequestResponseResult .

18.6 Last Will/testament builder
The Last Will is stored in CONNECT. The broker publishes it only when the connection drops unexpectedly. A clean Disconnect()  does not trigger the will. The will builder
is started via CreateWillBuilder(topic, payload)  and ended with Done() .

Method Meaning Practice

WithQos0()  / WithQos1()  / WithQos2() Sets the will QoS. For offline status usually QoS 1.

WithQualityOfService(value) Sets the will QoS via enum. For external configuration.

WithRetain()  / WithRetain(bool) Store a retained offline status. New subscribers see the last offline state immediately.

WithPayloadFormatUtf8()  / 
WithPayloadFormatBytes()

Marks the will payload. MQTT 5 metadata.

WithMessageExpirySeconds(value) Lifetime of the will message. Prevents very old offline information.

WithWillDelaySeconds(value) Delays the will publication. Useful when short reconnects should not trigger an offline
alarm.

WithContentType(value) Describes the payload type. For example text/plain  or application/json .

WithResponseTopic(value) , 
WithCorrelationData(bytes) , 
AddUserProperty(name, value)

Optional MQTT 5 metadata. For advanced status and diagnostic processes.

Done() Ends the will configuration. Returns the client builder.

18.7 TLS, PKI, and client certificate
PlccomMqttTlsOptions.CreateBuilder()  describes the transport security. These options concern the TLS connection, not the MQTT user/password data.
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Method Meaning Practice

WithClientCertificate(value) Sets the own client certificate plus private key
( X509Certificate2 ).

For mTLS when the broker requests client certificates.

WithPkiOptions(value) Enables the PLCcom PKI options (PKI store, trusted
certificates, or custom validator).

Recommended for uniform trusted/rejected/own behavior.

WithHostnameVerificationEnabled(value) Turns hostname checking on or off. It should stay enabled in production. It does not apply to
certificates trusted through the PKI store; those are accepted
as-is.

WithHostnameVerifier(delegate) Replaces the platform name check with your own (host, 
leafCertificate) => bool .

Consulted for every certificate while hostname verification is
enabled, and then always decides.

WithEnabledProtocols(values...) Restriction to TLS protocols. For example only modern TLS versions.

WithEnabledCipherSuites(values...) Restriction to cipher suites. Use only if the target environment requires it.

WithHandshakeTimeoutMillis(value) Limits the TLS handshake. Helps with broken certificates, firewalls, or hanging peers.

Build() Creates the TLS options. Then use in UseTls(options) .

The PKI options ( PlccomMqttPkiOptions.CreateBuilder() ) offer, among others, PkiStore(store) , TrustedRemoteCertificate(cert) , 
TrustedRemoteCertificates(certs) , RemoteCertificateValidator(delegate) , ValidateRemoteCertificateHostName(bool) , and 
AcceptAllRemoteCertificates(bool) . ValidateRemoteCertificateHostName(bool)  and TargetHostName(string)  are only hints that are passed on to a custom

validator; the default store validation never checks hostnames.
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18.8 Handlers, callback contexts, and enhanced authentication

Type Use What it provides

PlccomMqttMessageHandler Callback for incoming messages from 
CreateSubscribeBuilder(...).OnMessage(...) .

A PlccomMqttMessage  with topic, QoS, retain, payload helpers
( GetPayloadText() , GetPayloadJson<T>() ), MQTT 5 metadata,
and possibly subscription identifiers.

PlccomMqttConnectedHandler Status after a successful CONNECT. PlccomMqttConnectedContext  with client id, requested and
negotiated version, and session-present information.

PlccomMqttDisconnectedHandler Status on clean or unexpected disconnect. PlccomMqttDisconnectedContext  with client id, version,
gracefulness, and cause.

PlccomMqttReconnectFailedHandler Message when automatic reconnect has given up. PlccomMqttReconnectFailedContext  with client id and cause.

IPlccomMqttDiagnosticListener SDK diagnostics for background errors and protected
callback errors.

PlccomMqttDiagnosticEvent  with level, category, code, operation,
context, and cause.

PlccomMqttClientEnhancedAuthenticator Delegate that responds to MQTT 5 enhanced-auth steps. Receives PlccomMqttClientEnhancedAuthContext  (method, data,
step) and responds with 
PlccomMqttClientEnhancedAuthResponse.ContinueWith(...) .

IPlccomMqttSubscriptionHandle Handle for a running subscription (implemented by 
PlccomMqttSubscribeResult ).

Allows a controlled Unsubscribe()  from application code.

Important for stability: handlers should run briefly. When an application performs database, file, network, or UI work in a callback, it should move that work to its own
task/thread. The library catches exceptions from callbacks and reports them as diagnostics, but slow callbacks can still cost throughput.

18.9 Result objects and quality
The client API follows the PLCcom signature style: successful and functionally failed operations return result objects with a Quality  and a localized text. Hard programming
or configuration errors can still occur as exceptions. When a result has an inner cause, it is included as InnerException .

Result Typical origin Important data

PlccomMqttConnectResult Connect() Quality, requested and negotiated MQTT version, session-
present information.

PlccomMqttPublishResult CreatePublishBuilder(...).Send() Topic, QoS, retain, payload length, and quality.

PlccomMqttSubscribeResult CreateSubscribeBuilder(...).Send() Topic filter, maximum and granted QoS, subscription handle,
and quality.

PlccomMqttUnsubscribeResult Unsubscribe(...) Topic filter and quality.

PlccomMqttRequestResponseResult CreateRequestBuilder(...).Send() Response message, correlation data, response topic, and
quality.
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18.10 Async facade
PlccomMqttAsyncClient  wraps the same client operations as Task . The fluent builders are named analogously PlccomMqttAsyncClientPublishBuilder , 
PlccomMqttAsyncClientSubscribeBuilder , and PlccomMqttAsyncClientRequestBuilder . The fluent options correspond to the synchronous API; the difference is that 
SendAsync() , ConnectAsync() , DisconnectAsync() , ReceiveAsync(...) , and UnsubscribeAsync(...)  return Task  objects and accept a CancellationToken .

For production applications, client.AsAsyncClient(taskScheduler)  is sensible when the application wants to control scheduling; otherwise client.AsAsyncClient()
with TaskScheduler.Default  is enough.

19. Client checklist
Is the client identifier unique?
Is the MQTT version chosen to match the peer?
Are timeouts set?
Is TLS used when credentials or sensitive data are transmitted?
Is hostname verification active?
Is QoS chosen to match the functional risk?
Are retained messages used only for state?
Is there reconnect and diagnostic handling?
Are callbacks kept short?
Is the client closed reliably ( using / Dispose() )?
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