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1. Purpose of this appendix

This appendix describes the PLCcom MQTT broker. The broker can run as a standalone component or be embedded directly into a
.NET application. The embedded mode is especially important: an application can feed data directly into the broker or listen directly
for broker messages without creating additional network clients in the same process.

The examples use only the broker API. Client examples belong in the Client Guide and in the client workshops.
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2. The broker API in one sentence

A broker is configured with new PlccomMqttBrokerBuilder() , started with start() , then provides listeners and embedded
operations, and is finally ended with Stop() or Dispose() .

using PLCcom.Mqtt.Broker;

using PlccomMqttBroker broker = new PlccomMqgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)
.Start();

Console.WriteLine("Broker is running on port "

System.Threading.Thread.Sleep(300009);

+ broker.BoundListeners[0].Port);

3. Minimal standalone broker

The smallest local broker:

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.AllowAnonymous ()
.Start();

AllowAnonymous() is the open default policy. It is simple and MQTT-compliant for local tests. For production systems a custom
access validator should be configured.

Use the MQTT standard ports so that clients can connect without special knowledge: 1883 for TCP, 8883 for TLS, 8ese for
WebSocket, and 8443 for secure WebSocket. After startup, the bound listeners confirm the actually bound port:

PlccomMgttBroker broker = new PlccomMqgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.Start();

int actualPort = broker.BoundListeners[@].Port;

If a standard port is already in use locally, for example by another MQTT broker, stop that broker first or deliberately choose
another fixed port.
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4. Listeners and ports

The broker can run several listeners.

Plain TCP:

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpListener("127.0.0.1", 1883)

.Start();

Several TCP listeners:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpListener("127.0.0.1", 1883)
.AddTcpListener("0.0.0.0", 18834)

.Start();

WebSocket:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.AddWebSocketListener("127.0.0.1", 8080)

.Start();

TLS and secure WebSocket:

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.AddT1lsListener("0.0.0.0", 8883, tlsOptions)
.AddSecureWebSocketListener("0.0.0.0", 8443, tlsOptions)
.Start();

When listeners come from a configuration file, database, or Ul, the listener list is the most convenient variant. Each entry describes
exactly one endpoint; TCP, TLS, WebSocket, and secure WebSocket can be mixed freely.

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithListeners(new|[]

{
PlccomMgttBrokerListenerOptions.Tcp(“local"”, "127.0.0.1", 1883),
PlccomMgttBrokerListenerOptions.Tls("tls", "0.0.0.0", 8883, tlsOptions),
PlccomMgttBrokerListenerOptions.WebSocket("ws", "127.0.0.1", 8080),
PlccomMgttBrokerListenerOptions.SecureWebSocket("wss", "0.0.0.0", 8443, tlsOptions)

D)

.Start();

After startup, BoundListeners returns all actually bound listeners in order, each with name, transport type, bind address, and
port:

foreach (PlccomMgttBrokerBoundListener listener in broker.BoundListeners)

{

[T non nwon

Console.WriteLine(listener.Name + + listener.Type + + listener.BindAddress + + listener.Port);
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The reference application PLCcom MQTT Broker makes the same idea visible. The listener table shows the transport, the bind
address, the port, and the full endpoint formed from them per row. TLS and WSS rows each carry their own TLS options and
therefore their own server certificate. TCP and WS do not need a server certificate.

5. Embedded broker in a .NET application

Embedded means: the broker lives inside your .NET application. The application owns the lifecycle and can open the broker when
the application starts and close it cleanly when it ends. The broker implements Ibisposable .

using System;
using PLCcom.Mqtt.Broker;
public sealed class ApplicationBroker : IDisposable
{
private readonly PlccomMqgttBroker broker;
public ApplicationBroker(string user, string serial)
{
broker = new PlccomMqgttBrokerBuilder()
.WithLicense(user, serial)
.WithTcpPort(1883)
.WithDiagnosticListener(new ApplicationDiagnosticListener())
.Start();
¥
public PlccomMqgttBroker Broker => broker;
public void Dispose()
{
broker.Dispose();
b
b

Best practice:

® The owner of the application should also own the broker lifecycle.
® sStop() ends the listeners; Dispose() releases all resources and is called reliably via using .

® Long blocking operations should not run in broker callbacks.
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6. Broker-side publish without a network client

An embedded application can feed values directly into the broker:

MgttBrokerPublishResult result = broker.CreatePublishBuilder("application/tags/temperature™, 23.7)
.WithQos1()
.WithRetain()
.WithPayloadFormatUtf8()
.WithContentType("text/plain™)
.Send();

if (!result.IsGood)
{

throw new InvalidOperationException(result.Message, result.InnerException);

}

This is not a network publisher. It is local application code that calls the broker directly. The message is still routed through the
normal broker paths:

® topic validation

® retained message handling

e delivery to network clients

e delivery to local broker listeners

e MQTT 5 metadata, where applicable
The network access validator is not called for this local operation. The application that owns the broker is considered trusted at this

point. If you need to check local rights, do that before calling broker.createPublishBuilder(...) . For simple cases there are also
compact broker.Publish(topic, payload, ...) overloads

7. Broker-side listen without a network subscriber

An embedded application can listen for messages directly in the broker:

MgttBrokerListenerHandle handle = broker.CreateListenBuilder("application/commands/#")

.WithQos1()
.WithReplayRetained()
.OnMessage(message =>
{

Console.WriteLine("Command:
Console.WriteLine("Payload:

+ message.TopicName);
" + message.GetPayloadText());

D)
.Start();

A local broker listener is not an MQTT client and not a durable MQTT session. It is an application hook within the same process.

When it is no longer needed:
handle.Close();

Best practice:

® Keep listener callbacks short.
e Offload slow work to your own worker threads.

® Avoid exceptions in application code; the SDK catches them and reports them diagnostically, but the functional action has
then still failed.
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8. Batch publish

When an application already holds several values as a list, it can pass them to the broker as a batch:

MgttBrokerBatchPublishResult result = broker.CreateBatchPublishBuilder()
.Add("application/tags/temperature”, 23.7)
.Add("application/tags/pressure", 6.2)
.Add("application/tags/running"”, true)

.WithQos1()
.WithRetain()
.Send();

if (!result.IsGood)
{

throw new InvalidOperationException(result.Message, result.InnerException);

}

Each element remains its own MQTT publication. The batch is a convenience function for application code, not a new MQTT packet
type.

As with the client, broker-side publish operations return a PLCcom result. Check IsGood or Quality before reporting success to
an operator or follow-up logic. The technical cause is, if present, in InnerException . MQTT 5 error codes are mapped to stable
BAD_MQTT5_... qualities as soon as the reason code is known. This is especially helpful when an embedded application should
react to concrete rejections such as NOT_AUTHORIZED , PACKET_TOO_LARGE , OF PAYLOAD_FORMAT_INVALID .

Prepared list:

IEnumerable<MqttBrokerPublishItem> items = LoadApplicationValues();
MgttBrokerBatchPublishResult result = broker.PublishAll(items)
.WithQos1()
.Send();

MgttBrokerPublishItem creates items for simple values; through Addison(...) objects can be serialized with

System.Text.Json .
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9. Retained messages, sessions, and QoS

The broker supports important MQTT runtime features:
QoS 0/1/2 Broker processes and delivers the three MQTT QoS levels.

Retained messages The last state of a topic can be stored and later delivered to new
subscribers.

Last Will The unexpected disappearance of a client can trigger a will message.

Persistent sessions Subscriptions and offline messages can be kept for persistent sessions.

Shared subscriptions MQTT 5 load balancing via $share/<group>/<filter> .

Subscription identifiers MQTT 5 subscriptions can set IDs that are delivered with matching
messages.

Topic alias MQTT 5 optimization to reduce repeated topic names.

Receive maximum MQTT 5 flow control for concurrent QoS 1/2 deliveries.

Without a custom store, these states stay in the memory of the running broker. After a restart they are gone. For durable storage,
see the “Custom store” section.
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10. Access validator

The access validator decides about network clients:

® CONNECT: May the client connect?

® PUBLISH: May the client write to this topic?

e SUBSCRIBE: May the client subscribe to this topic?

® UNSUBSCRIBE: May the client remove this subscription?

using PLCcom.Mqtt.Broker;
public sealed class ServiceAccessValidator : IPlccomMgttBrokerAccessValidator
{
public PlccomMgttBrokerAccessDecision ValidateConnect(PlccomMgttBrokerConnectContext context)
{
if (context.UserName == "service-user"
{
return PlccomMgttBrokerAccessDecision.Allow("service-user");
}
return PlccomMgttBrokerAccessDecision.Deny(
PlccomMgttBrokerAccessDeniedReason.BadUserNameOrPassword) ;
}
public PlccomMgttBrokerAccessDecision ValidatePublish(PlccomMqttBrokerPublishContext context)
{
return context.TopicName.StartsWith("service/", StringComparison.Ordinal)
? PlccomMqgttBrokerAccessDecision.Allow()
: PlccomMgttBrokerAccessDecision.Deny(PlccomMgttBrokerAccessDeniedReason.NotAuthorized);
}
public PlccomMgttBrokerAccessDecision ValidateSubscribe(PlccomMgttBrokerSubscriptionContext context)
{
return context.TopicFilter.StartsWith("service/", StringComparison.Ordinal)
? PlccomMqgttBrokerAccessDecision.Allow()
: PlccomMgttBrokerAccessDecision.Deny(PlccomMgttBrokerAccessDeniedReason.NotAuthorized);
}
public PlccomMgttBrokerAccessDecision ValidateUnsubscribe(PlccomMgttBrokerSubscriptionContext context)
{
return PlccomMgttBrokerAccessDecision.Allow();
}
}

Then in the broker:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.WithAccessValidator(new ServiceAccessValidator())
.Start();

If no validator is set, the open default policy applies. If a validator is set, it takes responsibility. If it returns null, the operation is
denied. Allow(principal) attaches a business principal object to the session, which is available again in publish and subscribe
contexts.
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11. Custom store

The broker can use a store that the application provides:

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.WithStore(myStore)
.Start();

The store (IP1lccomMgttBrokersStore ) is responsible for:

® |oading/saving/removing retained messages ( LoadRetainedMessages , SaveRetainedMessage , RemoveRetainedMessage ).

® |oading/saving/removing persistent sessions ( LoadSessions , SaveSession, RemoveSession ).

Without a store, everything is in memory. With a store, the responsibility for durability, performance, and thread safety lies with the
application.

Very important: Store calls happen synchronously in production broker paths. A slow database, a blocking file system, or a
non-thread-safe store can directly slow down the broker or make it unstable. Test store implementations under load and
with error cases.

12. Admin and statistics

The broker provides snapshots for diagnostics and administration.

MgttBrokerStatistics statistics = broker.Statistics;
Console.WriteLine("Connections: " + statistics.ActiveConnectionCount);
Console.WriteLine("Sessions: " + statistics.SessionCount);
Console.WriteLine("Subscriptions: " + statistics.SubscriptionCount);
Console.WriteLine("Retained: " + statistics.RetainedMessageCount);

Admin snapshot:

MgttBrokerAdminSnapshot snapshot = broker.Admin.Snapshot();

Console.WriteLine(string.Join(", ", snapshot.BoundPorts));
Console.WriteLine(snapshot.RetainedMessages.Count);
Console.WriteLine(snapshot.Sessions.Count);

A snapshot is a point-in-time view. It is good for displays, tests, and monitoring, but not a durable audit log.

Counters can be reset without deleting sessions, retained messages, or connected clients:

broker.Admin.ResetCounters();
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13. TLS and client certificates

Broker TLS:

using System.Security.Cryptography.X509Certificates;

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.CreateBuilder(serverCertificate)
.WithEnabledProtocols("T1s13", "T1ls12")
.WithHandshakeTimeoutMillis(10000)
.Build();

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.AddT1lsListener("0.0.0.0", 8883, tlsOptions)
.Start();

Client certificates mandatory:

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMqttBrokerTlsOptions.CreateBuilder(serverCertificate)
.WithClientCertificateMode(PlccomMgttBrokerClientCertificateMode.Required)
.WithPkiOptions(pkiOptions)

.Build();

The server certificate is passed directly to PlccomMqttBrokerTlsOptions.CreateBuilder(...) . It can be loaded from a file or
created/loaded as an own certificate through the PLCcom PKI folder:

using PLCcom.Mqgtt.Pki;

PlccomMgttPkiStore pkiStore = new PlccomMgttPkiStore("pki™);
PlccomMgttOwnCertificate ownCertificate = new PlccomMgttOwnCertificate(

pkiStore,

"com.example.MyMqttBrokerApp",

"changeit",

3650,

"CN=Example GmbH",

new[] { "localhost" },

new[] { System.Net.IPAddress.Parse("127.0.0.1") });
X509Certificate2 brokerIdentity = ownCertificate.LoadOrCreate();

PlccomMgttBrokerTlsOptions tlsOptions = PlccomMgttBrokerTlsOptions.CreateBuilder(brokerIdentity)
.WithPkiOptions(PlccomMqttPkiOptions.CreateBuilder().PkiStore(pkiStore).Build())
.WithClientCertificateMode(PlccomMgttBrokerClientCertificateMode.Required)

.Build();

The certificate assignment is deliberately per listener: every TLS or WSS listener receives its own PlccomMgttBrokerTlsOptions and
therefore its own server certificate. This way each port can present its own certificate, for example for partner, migration, or
separated access ports:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.AddT1lsListener("90.0.0.0", 8883, defaultTlsOptions)
.AddT1lsListener("0.0.0.0", 8884, partnerTlsOptions)
.Start();

This way the broker behaves like the other PLCcom products with a PKI store: unknown client certificates land in rejected/certs,
known certificates in trusted/certs , known issuers in issuer/certs . If a custom remote-certificate validator is set, the
application takes the decision completely and the folder stays untouched.

TLS protects the transport. Functional permissions should still be checked through the access validator.
For login by client certificate the same separation stays important: the PKI store is the technical trust basis, but not a user

management. A production IPlccomMqttBrokerAccessvalidator should map subject, issuer, serial number, fingerprint, or custom
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certificate extensions (via context.ClientCertificate ) to user accounts and topic rights.
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14. Diagnostics and stability

Broker diagnostics:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)
.WithDiagnosticListener(new ApplicationDiagnosticListener())
.WithDiagnosticLevel(PlccomMgttDiagnosticLevel.Info)
.Start();

The broker works internally with connection and background processes. It should recover on its own from common network
problems where possible or close affected connections cleanly. Critical states become visible through exceptions on direct start and
configuration calls, through PLCcom result qualities on broker publish operations, or through diagnostic events.

Typical diagnostic sources:

® connection drop

® invalid MQTT packets

® TLS handshake errors

® access validator denials, including a refused CONNECT on wrong user, password, or user certificate
® store errors

® callback exceptions

® protection limits against oversized packets or resource consumption

When the access validator rejects a CONNECT, the broker additionally generates a diagnostic event with severity warning and
category Authorization . The event contains user name, denial reason, and MQTT code. Password data is deliberately not
included in diagnostic messages.

The diagnostic level can also be changed at runtime: broker.SetDiagnosticLevel(...) takes effect immediately on a running
broker - without a restart and without clients having to reconnect. At the Debug level the broker additionally reports the exact
content of every message sent to it as a diagnostic event (as text, or as hex for binary data, truncated to a single line). Payloads can
contain sensitive data - therefore limit Debug to troubleshooting sessions.
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15. Broker fluent API reference

PLCcom
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This chapter describes the convenient broker API as an operating reference. The broker has two roles: it accepts network
connections from MQTT clients, but in an embedded .NET application it can also feed messages into the broker itself or register
local .NET listeners. These embedded operations are convenience functions of the broker library, not hidden network clients.

15.1 Creating the broker and configuring listeners

The normal entry class is PlccomMgttBrokerBuilder . A broker can have several listeners: TCP, TLS, WebSocket, and secure

WebSocket can run in parallel.

_ mportantnote

WithLicense(user, serial)

WithTcpPort(port)

WithTcpListener(bindAddress, port)

AddTcpListener(bindAddress, port)

WithListeners(list)

AddListener(options)

AddT1lsListener(bindAddress, port,
tlsOptions)

AddWebSocketListener(bindAddress,
port)
AddSecureWebSocketListener(bindAddress,

port, tlsOptions)

AllowAnonymous ()

WithAccessValidator(value)

WithEnhancedAuthenticator(value)

WithLimits(value)

WithMaxConnections(value)

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30

Sets license data
on the builder.

Sets a simple TCP
port for the
default listener.

Replaces the
listener list with a
TCP listener.

Adds another
TCP listener.

Sets the
complete listener
list.

Adds a prepared
listener.

Creates a TLS
listener.

Creates a
WebSocket
listener.

Creates a WSS
listener.

Allows
CONNECT
without a custom
access check.

Sets the central
access check.

Sets MQTT 5
enhanced
authentication.

Sets protocol and
resource limits.

Limit of parallel
connections.

Alternatively process-wide via
PlccomMgttBrokerFactory.SetLicenseInformation(...) .

For minimal brokers and first tests.

bindAddress decides whether it listens only locally or on all
interfaces.

For several ports or separated network interfaces.

When listeners are loaded from configuration/Ul; replaces existing
listeners.

For mixed listeners: TCP, TLS, WS, WSS.

For mqtts:// .The TLS options contain the server certificate.

Transport ws:// .

Transport wss:// ; TLS options contain the server certificate.

Without a validator the broker is open; usually not sufficient for
production.

For user/password, client certificate, topic rights, and
publish/subscribe rules.

Called synchronously during CONNECT.

Protects against unwanted resource consumption.

When reached, new connections are rejected.
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_ mportant note

WithMaxRetainedTopics(value) / Further resource For defined load limits.
WithMaxSessions(value) / limits.
WithMaxSubscriptionsPerClient(value)

WithSocketReadTimeoutMillis(value) / Timeouts for For robust detection of dead clients.
WithSocketSendTimeoutMillis(value) socket
operations.
WithStore(value) Sets an external Without a store the broker works in memory. Store calls are
broker store. synchronous.
WithDiagnosticListener(listener) Registers For logging, Ul, monitoring, and error analysis.
diagnostic
events.
WithDiagnosticLevel(value) Sets the Info isthe default, Debug fortroubleshooting, Off suppresses
minimum level diagnostic events.
for diagnostic
events.
BuildOptions() Creates only the Does not start a broker.

options object.

Build() Creates the Then call Start() oruse using .Does not bind ports yet.
broker.

Start() Creates and starts Errors binding ports are reported immediately.
the broker
directly from the
builder.
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15.2 Listener options

PLCcom
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PlccomMgttBrokerListenerOptions is useful when listeners come from a configuration file, Ul, or list.

Tcp(bindAddress, port) / Tcp(name,

bindAddress, port)

Tls(bindAddress, port,
tlsOptions) / Tls(name,
bindAddress, port, tlsOptions)

WebSocket(bindAddress, port) /

WebSocket(name, bindAddress,
port)

SecureWebSocket(bindAddress, port,

Creates a TCP listener without/with a name.

Creates a TLS listener.

Creates a WS listener.

Creates a WSS listener.

tlsOptions) / SecureWebSocket(name,

bindAddress, port, tlsOptions)

Properties Name , Type , BindAddress,

Port, TlsOptions

15.3 PlccomMqttBroker

Read the finished listener definition.

Descriptive names are recommended for Ul,
logs, and diagnostics.

For mqtts:// .

For ws:// .

For wss:// .

For display, validation, and diagnostics.

MethOd/property Resu“/behaVior

Start()

IsRunning

BoundListeners

Statistics

Admin

CreatePublishBuilder(...) /
Publish(...)

CreateJsonPublishBuilder(...)
PublishJson(...)

CreateBatchPublishBuilder() /
PublishAll(items)

CreateListenBuilder(topicFilter) /

Listen(...)

onDiagnostic(listener) /
SetDiagnosticLevel(level)

Stop()

Dispose()

Indi.An GmbH - Flughafenallee 3 -

Starts all configured listeners.

Shows whether listeners are active.

Returns all bound listeners with name, type,
bind address, and port.

Returns a compact statistic.

Returns the admin facade.

Broker publishes local .NET data.

/ Broker publishes an object as JSON.

Starts batch publish.

Registers a local .NET listener in the broker.

Registers diagnostic messages or changes the

level at runtime.

Stops listeners and closes active sockets.

Releases all resources.

D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30

Calling again on a running broker is a no-op.
Good for Ul and health checks.

Confirms the actually bound ports after
startup.

Connections, sessions, subscriptions, queues,
retained messages, and local listeners.

For snapshots, statistics, and counter reset.

Overloads for string, byte[], int,
long , double, bool .

Sets JSON payload and MQTT 5 content type.

For lists of process values or tag updates.

Not a network subscriber, not a durable
MQTT session.

For background errors and protected callback
errors.

The broker can be released afterwards.

Suitable for using .
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15.4 Broker publish builder
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Broker-side publish is intended for embedded .NET applications. The message goes through topic validation, retain handling,
network delivery, and local listeners. The network access validator is not called for this local operation because the application

already owns the broker directly.

WithQose() / WithQos1() /
WithQos2()

WithQualityOfService(value)
WithRetain() / WithRetain(bool)

WithPayloadFormatUtf8() /
WithPayloadFormatBytes()

WithMessageExpirySeconds(value)

WithContentType(value)

WithResponseTopic(value) /
WithCorrelationData(bytes)

AddUserProperty(name, value)

Send()

15.5 Batch publish

Sets the delivery quality.

Sets QoS via enum.

Stores the message as a retained message.

Sets MQTT 5 payload format.

Sets a lifetime.

Sets the content type.

Sets MQTT 5 response/correlation metadata.

Adds an MQTT 5 user property.

Executes the publish.

QoS 1 is often the robust default.

For Ul/config.

For state values and last known process data.

UTF-8 for text/JSON, bytes for binary.

Prevents stale messages in retain/offline
paths.

For example application/json .

For local responders or diagnostic paths.

For readable metadata.

Returns MgttBrokerPublishResult with
local delivery/failure counts
(ApplicationListenerDeliveries,
ApplicationListenerFailures).

Batch publish sends several broker messages as one application action. The broker processes the items in order.

Add(topic,
string/byte[]/int/long/double/bool)

AddJson(topic, value)

Add(item) / AddRange(values)

WithQose@() / WithQos1() /
WithQos2()

WithRetain() / WithRetain(bool)

MQTT 5 metadata methods

Send()

Adds an item.

Adds a JSON item.

Adds prepared items.

Sets QoS for the whole batch.

Retain for all items.

Set common metadata for the batch.

Sends the batch.
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Convenience for process values without
manual byte conversion.

Serialized with System.Text.Json .
For data from another layer.

All items share the same QoS.

Typical for status/tag snapshots.
Use only when they functionally fit all items.

Returns
MgttBrokerBatchPublishResult with
individual results ( Results ) and totals.
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15.6 Local broker listeners

Local broker listeners are .NET callbacks within the same application. They are especially useful when an embedded broker receives
data from the application without the application having to connect as an MQTT network client.

WithQos@() / WithQos1i() / Sets the maximum local delivery QoS. Local listeners do not use network acks, but
WithQos2() QoS is kept as information.
WithMaximumQualityOfService(value) Sets the maximum QoS via enum. For configurable listeners.
WithReplayRetained() / Replays matching retained messages on start. Very helpful for current state views.

WithReplayRetained(bool)

WithoutReplayRetained() No retained messages on listener start. When only new live values are of interest.
OnMessage(handler) / Registers the .NET callback. Keep the callback short; offload blocking
WithMessageHandler(handler) work.

Start() Registers the listener. Returns MgttBrokerListenerHandle ;

Close() or Dispose() removes it again.

15.7 Access validator, certificate login, and decisions

IPlccomMqttBrokerAccessValidator is the central place for a production access policy. Without a custom validator the broker is
open. With a validator the application can check every relevant network operation.

ValidateConnect(context) On MQTT CONNECT. Protocol version, remote endpoint,
requested/assigned client id, clean session,
keep alive, user name, password ( byte[] ),
client certificate(s), principal, and Last Will
information.

ValidatePublish(context) On PUBLISH from the network client. Client id, principal, topic name, QoS, retain,
payload, and payload length.

ValidateSubscribe(context) On SUBSCRIBE. Client id, principal, packet id, topic filter, and
requested QoS.

ValidateUnsubscribe(context) On UNSUBSCRIBE. Client id, principal, packet id, and topic filter.

PlccomMgttBrokerAccessDecision.Allow() allows the operation. Allow(principal) allows it and attaches a business principal
object to the session. Deny(reason) oOr Deny(reason, diagnosticMessage) rejects the operation with an MQTT-compatible
reason code ( BadUserNameOrPassword O NotAuthorized ).

For login with a user certificate, the TLS client certificate is checked at the transport level first. Afterwards, validateConnect(...)
can functionally evaluate the certificate, the principal, or certificate details as a user login. This is deliberately separated: TLS checks
whether the certificate is trusted; the validator decides whether this user may work in this application.
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15.8 Enhanced authentication

IP1ccomMgttBrokerEnhancedAuthenticator is for MQTT 5 enhanced authentication. The broker calls the authenticator
synchronously in the CONNECT flow.

Type/methOd _

OnConnect(context) Handles method and data from the MQTT 5 CONNECT.
OnAuth(context) Handles an AUTH packet during ongoing authentication.
PlccomMqttBrokerEnhancedAuthContext Provides protocol version, remote endpoint, client id, user name,

principal, authentication method, authentication data, and step.

PlccomMqttBrokerEnhancedAuthResult.Success() Authentication is complete and successful.
ContinueWith(method, data) Requests another MQTT 5 auth step.
Deny(reason) Rejects authentication with a functional reason.
BadAuthenticationMethod() Reports that the auth method is not accepted.

If no enhanced authenticator is set, no enhanced authentication takes place.

15.9 External store

IPlccomMgttBrokerstore hands the responsibility for retained messages and persistent sessions to the application. Without a
store the broker uses in-memory storage.

__ mportant note

LoadRetainedMessages() Loads retained messages before listener start. A null return means nothing is stored.
SaveRetainedMessage(message) Stores or replaces a retained message. Called synchronously in the publish path.
RemoveRetainedMessage(topicName) Removes a retained message. For example on an empty retained publish.
LoadSessions() Loads persistent sessions before listener start. Relevant for offline queues and session

continuation.
SaveSession(session) Stores or replaces a session snapshot. Must be thread-safe.

RemoveSession(clientIdentifier) Removes a session snapshot. For expired or deleted sessions.

Store implementations must handle transactions, encryption, backup, locking, and recovery themselves. Slow store operations slow
down PUBLISH, SUBSCRIBE, reconnect, and QoS processing.
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15.10 TLS, PKI, and client certificates

PLCcom

—— by ndiAn Germany

PlccomMgttBrokerT1lsOptions.CreateBuilder(serverCertificate) describes TLS for TLS and WSS listeners. The server certificate

is passed directly.

WithServerCertificate(value)

WithPkiOptions(value)

WithClientCertificateMode(value)

WithRequireClientCertificate(value)

WithEnabledProtocols(values...)

WithEnabledCipherSuites(values...)

WithHandshakeTimeoutMillis(value)

Build()

Sets/replaces the broker server certificate
( X509Certificate2).

Enables the PLCcom PKI options.

Controls whether client certificates are
None , Optional, or Required.

Convenience switch for a mandatory client
certificate.

Restriction to TLS protocols.

Restriction to cipher suites.

Limits the TLS handshake.

Creates the TLS options.

15.11 Admin, statistics, and results

MqttBrokerAdmin

MgttBrokerAdminSnapshot

MgttBrokerStatistics

MqttBrokerAdminCounters

MgttBrokerPublishResult

MqttBrokerBatchPublishResult

Read-only admin facade.

Point-in-time view of the broker.

Compact live statistics.

Counters since the last reset.

Result of a local broker publish.

Result of a batch publish.

The broker needs its own certificate for TLS.

Uniform own, trusted, rejected,
issuer behavior.

For mTLS or certificate login.

Corresponds to the strict client-certificate
mode.

For modern security profiles.

Only if the environment requires it.

Prevents hanging TLS connections.

Then use in listener options.

Snapshot (), Statistics(),
ResetCounters() .

Creation time, statistics, counters, ports,
sessions, and retained messages.

Running , ActiveConnectionCount,
SessionCount , ActiveSessionCount,
SubscriptionCount,
QueuedMessageCount ,
RetainedMessageCount ,
ApplicationListenerCount .

AcceptedConnections ,
ReceivedPublishes,
ApplicationPublishes .

Quality, topic, QoS, retain, payload length,
local deliveries, and local failures.

Quality, individual results, and aggregated
delivery/failure data.

As with the client, the results derive from operationResult . This provides quality, localized text, and inner cause in the PLCcom

pattern.
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15.12 Diagnostic listener

IPlccomMgttDiagnosticListener is for errors that are not directly visible as a method return: network drops in background
threads, TLS/socket problems, callback exceptions, store errors, and repeated operational problems. The broker catches exceptions
from the diagnostic listener. Diagnostics are optional; without a listener, events are discarded and the broker keeps working.

16. What the broker deliberately does not hide

The broker is convenient, but it does not take every responsibility away from the application.

ResponSibility

Authentication Your application decides who may connect.

Authorization Your application decides which topics a client may read or write.
Store Your application decides how durably and quickly to store.
Certificates Your application manages server certificates, trusted certificates, and

certificate rotation.
Business logic Your application decides what a received message means.

Monitoring Your application connects diagnostic events to Ul, log, or monitoring.

This separation is intentional. It keeps the broker generally usable and prevents an MQTT library from hiding product- or industry-
specific security assumptions.

17. Broker checklist

® s it clear whether the broker is reachable locally, internally, or publicly?

® Are listeners and bind addresses chosen deliberately?

® |s TLS used in production?

® |s there an access validator?

® |s the behavior without a validator accepted for tests only?

® |s the store chosen deliberately: in-memory or a custom implementation?
® Has store performance been tested?

® Are diagnostic events connected?

® Are local embedded publish calls checked functionally?

® Are listener callbacks kept short?

® |s stop() or Dispose() called reliably?
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