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1. About this document

This document introduces the PLCcom MQTT SDK for .NET. It is aimed at developers who want to exchange data over MQTT,
embed an MQTT client into an application, or integrate an MQTT broker directly into their own .NET application.

The focus is on the convenient client and broker API. New applications should start with these builders and helper functions
because they make the typical MQTT tasks readable, robust, and easy to test.

This document is intentionally product-neutral. PLCcom MQTT is a general MQTT library. It can be used by different products and
applications but is not tied to a specific user interface or industry solution.
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2. Important security note

MQTT is a messaging protocol. The protocol itself does not know whether a message contains only a temperature value or
whether it ultimately affects a machine, a plant, or a safety-relevant process. That meaning only arises in your application.

Important: For every production integration, check what effect a received MQTT message triggers in your application. MQTT
can look very simple, but the payload can trigger real actions. For production systems use TLS, clear authentication, traceable
authorization, and robust error handling.

The following points are especially important:

® Use TLS for passwords, tokens, and confidential payloads.

® Do not run production brokers openly on the network just because MQTT technically allows it.
e Validate topic names and topic filters consistently.

® Set timeouts and limits so that a faulty peer cannot block your application permanently.

® Take diagnostic events seriously, but do not flood your users with every repetition of the same error.
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3. MQTT in simple terms

MQTT works on the publish/subscribe principle. A client sends a message to a topic. Other clients subscribe to topic filters and
receive the matching messages through the broker.

_

Broker Central hub. It accepts connections, manages subscriptions, and
distributes messages.

Client Application, device, or service that connects to a broker. A client can
send, receive, or both.

Topic Name Target name of a published message, for example
plant/linel/temperature.

Topic Filter Subscription pattern, for example plant/+/temperature or
plant/# .

QoS Quality of Service. Defines how reliably a message should be delivered.

Retained Message The broker remembers the last message on a topic and delivers it to

new subscribers.

Last Will Message the broker publishes when a client disappears unexpectedly.
Session State scope of a client, for example durable subscriptions and offline
messages.

The most important QoS levels are:

QoS 0 The message is sent once. There is no delivery High-rate measurements where a single loss is
acknowledgement. acceptable.

QoS 1 The message is delivered at least once. Operating values, events, and commands
Duplicates are possible. where loss is worse than a possible duplicate.

QoS 2 The message is delivered exactly once via a Rare, important messages where duplicates
four-step handshake. are especially disruptive.

MQTT 3.1.1 is the classic and very widespread version. MQTT 5.0 adds many professional metadata features, for example reason
codes, user properties, message expiry, response topic, correlation data, subscription identifiers, topic alias, and clearer error
messages.
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4. Structure of the PLCcom MQTT SDK

The .NET SDK consists of several NuGet packages. For normal applications, client and broker are the most relevant. Core is usually
pulled in automatically as a transitive dependency.

Core PLCcom.Mqtt.Core Shared protocol models, validation, limits,
diagnostic objects, PKI helpers, and MQTT
fundamentals.

Client PLCcom.Mqgtt.Client MQTT client for TCP, TLS, WebSocket,
publish, subscribe, request/response, JSON,
and convenience functions.

Broker PLCcom.Mqtt.Broker MQTT broker for standalone and embedded
operation with TCP, TLS, WebSocket, sessions,
stores, and admin snapshots.

The delivery also includes numbered client and broker workshops (Workshops/client/CSharp and Workshops/Broker/CSharp ) as
well as two WPF reference applications, the sample applications PLCcom MQTT Client and PLCcom MQTT Broker . These reference
applications are intended for development, demonstration, and manual functional testing. They are not meant as production
NuGet packages; for actual integration into customer applications, client and broker remain the relevant libraries.

For customer applications, these two libraries are the most important:

Client Connections to an MQTT broker, publish/subscribe, JSON,
request/response, WebSocket, TLS, and diagnostics.

Broker Standalone and embedded broker including listeners, local
publish/listen API, stores, TLS/WSS, and admin functions.

The Core package provides shared technical fundamentals and is normally included automatically as a transitive dependency of
client or broker.
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5. Prerequisites

The following prerequisites apply to PLCcom MQTT .NET:

Target framework .NET 8.0, .NET 9.0, .NET 10.0, .NET Standard 2.1, as well as .NET
Framework 4.7.2 and 4.8.

SDK/build .NET SDK for modern target frameworks, MSBuild/ dotnet , or Visual
Studio.

Encoding UTF-8.

Network No external broker is required for normal tests. For optional third-party

broker tests, Mosquitto can be used.

The libraries ship as multi-target packages; NuGet automatically selects the matching target framework for your project. TLS and
certificate processing use the standard .NET cryptography ( System.Security.Cryptography.X509Certificates,
System.Net.Security ).

6. Adding it to a .NET project

For an application that only acts as an MQTT client, this package is enough:
dotnet add package PLCcom.Mqtt.Client --version 2.*
For an application that starts or embeds a broker, use:
dotnet add package PLCcom.Mqtt.Broker --version 2.*
Alternatively as a PackageReference inthe .csproj:

<ItemGroup>
<PackageReference Include="PLCcom.Mqtt.Client" Version="2.*" />
<PackageReference Include="PLCcom.Mqtt.Broker" Version="2.*" />
</ItemGroup>

If an application really needs both client and broker, add both packages. The Core package is pulled in transitively and usually does
not need to be added separately.

The placeholder 2.* means: use the latest compatible 2.x version for your project. You do not have to build the SDK yourself; the
libraries are added as ready-made NuGet packages and resolved by your normal application build like any other dependency.
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7. Initializing client and broker

Client and broker are created with a PLCcom user name and serial number. These values correspond to the license information you
receive for your PLCcom MQTT installation. In .NET the license data is set through withLicense(...) on the builder.

Client:

using PLCcom.Mqgtt.Client;

PlccomMgttClient client = new PlccomMqttClientBuilder()
.WithLicense("<user>", "<serial>")
.WithIdentifier("client-01")
.WithServer("localhost", 1883)

.UseMqtt5()
.Build();

Broker:

using PLCcom.Mqtt.Broker;

PlccomMgttBroker broker = new PlccomMqttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)

.Start();

Alternatively the license data can be set once for the whole process so that builders do not need their own withLicense call:

PlccomMgttClientFactory.SetLicenseInformation("<user>", "<serial>");
PlccomMgttBrokerFactory.SetLicenseInformation("<user>", "<serial>");

If the information is not valid, the respective client or broker is not created for production (@ PlccomMgttLicenseException or
PlccomMgttBrokerLicenseException is thrown). The current message can be queried through the factory:

string clientMessage = PlccomMgttClientFactory.GetLicenceMessage();
string brokerMessage = PlccomMgttBrokerFactory.GetLicenceMessage();

Evaluation mode

If you pass two empty strings for user name and serial number, the library runs for 15 minutes with the full functional scope during
a debug session — enough to bring up a connection and read values. That way you can try the library out before you register. For
uninterrupted work, generate yourself a free trial license (14 days).

Evaluation mode applies to the client and the broker alike. If no license data is supplied at all — neither on the builder nor process-
wide — no client and no broker is created; evaluation mode is therefore never entered silently, it has to be asked for.

When the 15 minutes are up, operation ends: an existing client connection is disconnected, and a running broker drops its
connections and stops. Your application keeps running — the library never terminates the process it is embedded in. The same
applies when a time-limited license expires while the library is in use.

Note: license data does not belong in source code. Use configuration files, environment variables or a secret manager to load it at
runtime.

Free trial license: — https://www.indi-an.com/en/plccom/mgqtt/mqtt-download/
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8. Your first MQTT client

The following example connects a client to a local broker, subscribes to a topic, and then publishes a message.

using System;
using System.Threading;
using PLCcom.Mgtt.Client;

public static class FirstClient
{
public static void Main()
{
using PlccomMgttClient client = new PlccomMgttClientBuilder()
.WithLicense("<user>", "<serial>")
.WithIdentifier("first-client")
.WithServer("localhost", 1883)
.UseMgtt5()
.WithAutomaticReconnect()
.Build();

client.Connect();

PlccomMgttSubscribeResult handle = client.CreateSubscribeBuilder("workshop/first/#")
.WithQos1()
.OnMessage(message =>

{

"

+ message.TopicName);
" + message.GetPayloadText());

Console.WriteLine("Topic:
Console.WriteLine("Payload:
D)
.Send();
if (!handle.IsGood)
{

throw new InvalidOperationException(handle.Message, handle.InnerException);

}

.WithQos1()
.Send();
if (!publishResult.IsGood)

{
}

Thread.Sleep(1000);
handle.Unsubscribe();
client.Disconnect();

4

throw new InvalidOperationException(publishResult.Message, publishResult.InnerException);

PLCcom

0diAn Germany

PlccomMgttPublishResult publishResult = client.CreatePublishBuilder("workshop/first/value”, "Hello MQTT

Key points in this example:

® Connect() opens the TCP connection and performs the MQTT CONNECT handshake.
® CreateSubscribeBuilder(...).OnMessage(...).Send() sets up a subscription with a callback.
® CreatePublishBuilder(...).WithQos1().Send() publishes the message with acknowledgement.

® Send() returns a PLCcom result with IsGood, Quality, Message, and an optional InnerException .

® MQTT 5 rejections are reported as concrete BAD_MQTT5_. .. qualities, for example BAD_MQTT5_NOT_AUTHORIZED for reason

code ox87 .

® The subscribe result (PlccomMgttSubscribeResult ) also serves as a subscription handle with unsubscribe() .

® The using statement ensures that the client ( IDisposable ) is closed even on errors.
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9. Your first MQTT broker

The broker can run as its own process or be embedded directly into a .NET application. The following example starts a local TCP
broker:

using System;
using System.Threading;
using PLCcom.Mqtt.Broker;
public static class FirstBroker
{
public static void Main()
{
using PlccomMqgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)
.AllowAnonymous ()
.Start();
Console.WriteLine("Broker is running on port " + broker.BoundListeners[@].Port);
Thread.Sleep(30000);
}
}

AllowAnonymous() deliberately shows the simplest entry point here. For production systems, a custom
IPlccomMgttBrokerAccessValidator should be used instead.

A particular strength of the broker is the embedded API. It lets the .NET application that owns the broker feed data directly into the
broker without opening an additional network client:

broker.CreatePublishBuilder("application/state/temperature”, 23.7)
.WithQos1()
.WithRetain()
.Send();

Likewise, the application can listen directly for broker messages:

broker.CreateListenBuilder("application/commands/#")
.OnMessage(message =>

{
Console.WriteLine("Command topic: " + message.TopicName);
Console.WriteLine("Command payload: " + message.GetPayloadText());
D)
.Start();

These local broker calls are application code within the same process. They are not network connections and therefore do not pass
through the network access validator.
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10. Diagnostic events instead of fixed logging

PLCcom MQTT deliberately does not bring an additional logging dependency. Instead of a fixed logger, the SDK provides
diagnostic events. The application decides for itself whether these events are forwarded to a Ul, a file, an existing logging system, or
a monitoring backend.

A diagnostic listener implements the IPlccomMgttDiagnosticListener interface with the method onbiagnosticEvent(...) :

using System;
using PLCcom.Mqtt.Diagnostics;

public sealed class ConsoleDiagnosticlListener : IPlccomMgttDiagnosticListener

{
public void OnDiagnosticEvent(PlccomMgttDiagnosticEvent diagnosticEvent)
{
Console.WriteLine(diagnosticEvent.Severity
+ " " + diagnosticEvent.Code
+ ": " + diagnosticEvent.Message);
}
}
Client:

PlccomMgttClient client = new PlccomMgttClientBuilder()
.WithLicense("<user>", "<serial>")
.WithServer("localhost", 1883)

.OnDiagnostic(new ConsoleDiagnosticListener())
.WithDiagnosticLevel(PlccomMgttDiagnosticLevel.Info)
.Build();

Broker:

PlccomMgttBroker broker = new PlccomMgttBrokerBuilder()
.WithLicense("<user>", "<serial>")
.WithTcpPort(1883)
.WithDiagnosticListener(new ConsoleDiagnosticListener())
.WithDiagnosticLevel(PlccomMgttDiagnosticLevel.Info)
.Build();

withDiagnosticLevel(...) defines from which severity diagnostic events are delivered to the listener. Info is the normal
default. pebug is helpful for intensive troubleshooting. warning, Error,and Fatal reduce the output for production surfaces.
off disables diagnostic events completely.

withDiagnosticLevel(...) isthe only filter for diagnostic events: every event at or above the configured level is reported
immediately to the listener. If you want to see fewer messages during a longer-lasting network problem, raise the level (for
example to warning or Error ) or aggregate similar messages in your own application. If the broker refuses a CONNECT, for
example because of a wrong user or password, this is reported as warning . Password data is never logged.

The diagnostic level can also be changed at runtime. A running client or broker accepts setDiagnosticLevel(...) . An application

can therefore raise the level to pebug for a live analysis and lower it again afterwards - without reconnecting or restarting:

client.SetDiagnosticLevel (PlccomMqttDiagnosticLevel.Debug);
broker.SetDiagnosticLevel (PlccomMqttDiagnosticLevel.Debug);

At the pebug level the SDK additionally reports the exact content of every sent and received message as a diagnostic event - as
text, or as hex for binary data, truncated to a single line. This is very helpful during analysis, but payloads can contain sensitive data,
so Debug should be limited to troubleshooting sessions.
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11. Workshops and example code

The workshops are the recommended learning path. They ship with the SDK and are built as numbered console projects:

Workshops/Client/CSharp (GettingStarted, Mqtt5, Resilience, Security)
Workshops/Broker/CSharp (Basics, Embedded, Security, Service)

The workshops are not intended as hidden test helpers, but as readable example code for humans. Every project has a Main
method and can be started directly, for example:

dotnet run --project Workshops/Client/CSharp/GettingStarted/_11_FirstConnection

In Visual Studio, set the desired workshop project as the startup project and run it with F5 or ctrl+Fs .

Many client workshops expect a running broker; in that case start the matching broker workshop first (for example
_11_FirstBroker ). For third-party broker and interoperability tests, a native Mosquitto broker can additionally be used. In
addition, the two WPF reference applications PLCcom MQTT Client and PLCcom MQTT Broker are available for interactive
connection, publish/subscribe, MQTT 5, TLS, and diagnostic checks.

12. Further appendices

_

Appendix A: Security Guide TLS, authentication, authorization, PKI, stores, diagnostics, and
production hardening.

Appendix B: Client Guide Client API, publish/subscribe, request/response, JSON, WebSocket, TLS,
and error handling.

Appendix C: Broker Guide Standalone and embedded broker, listeners, local publish/listen AP,
access validator, store, and admin snapshots.
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13. Support and next steps
If you are new to PLCcom MQTT, the following order is recommended:

1. Read this First Steps document completely.

2. Start the first client and broker workshops.

3. Read the Client Guide or Broker Guide that fits your task.

4. Plan security not only at the end, but right from the first production-like test.
5

Use diagnostic events early so that network, certificate, and access problems stay visible.

For production systems, the Security Guide and the matching client and broker guides should always be read as well.
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