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1. About This Document
This document describes all security-relevant aspects of the PLCcom.Opc.Ua.Sdk for Java. It is intended for developers and system
integrators deploying the SDK in production environments.

The content complies with the requirements of the OPC UA specification (Part 2, Part 4, Part 6, Part 12) and the EU Cyber
Resilience Act (CRA). The associated CRA document Security & Integration Guide (Annex II) contains the regulatory summary.
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2. Security Model — Overview
OPC UA implements security at three levels:

Level Mechanism Configuration in SDK

Transport TLS (opc.https) or OPC UA SecureChannel
(opc.tcp)

SecurityMode , SecurityPolicy

Application X.509 certificates, PKI validation UaServerCertificateStore , 
CertificateValidator

User Anonymous, UserName, Certificate UserTokenPolicy , UaUserManager

The SDK implements all three levels. The configuration and securing of each level is the responsibility of the integrator.
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3. Transport Protocols and Security Modes
3.1 Transport Protocols

Protocol Description Recommendation

opc.tcp OPC UA Binary over TCP Recommended — best performance

opc.https OPC UA over HTTPS For firewall-friendly scenarios

3.2 Security Modes (MessageSecurityMode)

Mode Messages Signed Messages Encrypted Recommendation

None No No Development / isolated networks only

Sign Yes No Limited recommendation

SignAndEncrypt Yes Yes Recommended for production

Note: SecurityMode.None  provides no protection against eavesdropping or tampering. In production environments this
mode should only be offered after explicit risk acceptance.

3.3 Server Configuration
The SDK provides helper methods for selecting security policies:

Method Content

UaServer.getRecommendedSecurityModes() None + Basic256Sha256, Aes128_Sha256_RsaOaep,
Aes256_Sha256_RsaPss each with Sign + SignAndEncrypt

UaServer.getAllSecurityModes() All RSA policies + available ECC policies

UaServer.getDeprecatedSecurityModes() Basic128Rsa15, Basic256 — for legacy clients only
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4. Security Policies
4.1 Complete Policy List

Policy Type Status Platform Dependency

None — available none

Basic128Rsa15 RSA deprecated none

Basic256 RSA deprecated none

Basic256Sha256 RSA current none

Aes128_Sha256_RsaOaep RSA current none

Aes256_Sha256_RsaPss RSA current none

ECC_nistP256 ECC current platform-dependent

ECC_nistP384 ECC current platform-dependent

ECC_brainpoolP256r1 ECC current platform-dependent

ECC_brainpoolP384r1 ECC current platform-dependent

4.2 Recommendations
Deprecated policies ( Basic128Rsa15 , Basic256 ) only for backward compatibility with legacy clients and after explicit risk
acceptance.
Basic256Sha256  or stronger for all production environments.

Prefer ECC policies for new deployments if all involved clients support ECC.
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5. User Authentication
5.1 Token Types

Token Type Description Security Note

UserTokenPolicy.ANONYMOUS No authentication Only when explicitly required and risk
accepted

UserTokenPolicy.SECURE_USERNAME_PASSWORD Username + password Only with SignAndEncrypt  —
otherwise password in plaintext

UserTokenPolicy.SECURE_CERTIFICATE X.509 certificate Recommended for M2M communication

5.2 Server-Side User Management
Users are managed directly via UaServer :

Method Description

server.addUser(username, password, role) Add user with password and role

server.getUserManager().addCertificateValidationListener(listener) Register listener for X.509 user authentication

For complex authentication logic (e.g. LDAP, database) a custom validator is available — see Server Workshop 12b.

5.3 Roles
The SDK supports the OPC UA standard roles:

Role Description

Role.Observer Read, browse, subscribe — no write, no method call

Role.Operator Read + write + method calls

Role.Engineer Full access including configuration

Roles are only effective when UaRolePermissions  is set during node creation. Without explicit permissions, all authenticated users
have identical access.

5.4 Security Recommendations
Do not offer ANONYMOUS  in production environments unless explicitly required.
Use SECURE_USERNAME_PASSWORD  exclusively in combination with SignAndEncrypt .
Never store passwords and private keys in source code.
Prefer certificate authentication for M2M scenarios.
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6. PKI Directory Structure
6.1 Server
The SDK automatically creates the following directory structure under the configured PKI base path on first startup:

pki/
├── own/
│   ├── certs/      ← own server certificate (.der)
│   └── private/    ← private key (.pem)
├── trusted/
│   ├── certs/      ← trusted peer certificates (.der)
│   └── crl/        ← revocation lists (.crl)
├── issuers/
│   ├── certs/      ← CA certificates for chain validation (.der)
│   └── crl/        ← revocation lists (.crl)
└── rejected/
    └── certs/      ← rejected certificates (.der)

6.2 Client
The client uses an analogous structure under the PKI base path specified when creating UaClientCertificate :

pki/
├── own/
│   ├── certs/      ← own client certificate (<alias>.der)
│   └── private/    ← private key (<alias>.pem)
├── trusted/
│   ├── certs/      ← trusted server certificates (.der)
│   └── crl/        ← revocation lists (.crl)
├── issuers/
│   ├── certs/      ← CA certificates (.der)
│   └── crl/        ← revocation lists (.crl)
└── rejected/
    └── certs/      ← rejected certificates (.der)

6.3 Directory Meanings

Directory Content Administrator Action

own/certs/ Own application certificate Auto-generated — no action needed

own/private/ Private key Auto-generated — store securely

trusted/certs/ Trusted peers Copy certificates from rejected/  here to
trust them

trusted/crl/ Revocation lists for trusted certificates Optional — place CRL files here

issuers/certs/ CA certificates Place CA certificate here → all certificates
signed by it are accepted

issuers/crl/ Revocation lists for CA certificates Optional — place CRL files here

rejected/certs/ Rejected certificates View only — not a trust store
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6.4 Rejected Limit
The SDK stores a maximum of 5 rejected certificates in rejected/certs/ . Older entries are displaced. The value is configurable:

Positive value: maximum number of stored certificates
0 : keep all certificates

Negative value: no history

6.5 Own Certificate
If no certificate is present, the SDK automatically generates a self-signed certificate. For the server this happens via 
UaServerCertificate.build(true) , for the client via UaClientCertificate.build(true) .

A CA-signed certificate is recommended for production environments.
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7. Certificate Validation — Complete Flow
7.1 When is Validation Performed?

Situation Validation

SecurityMode = None No certificate, no validation

SecurityMode = Sign  or SignAndEncrypt Full validation of peer certificate

HTTPS without mTLS Only if client voluntarily sends a certificate

HTTPS with mTLS Always — client must send certificate

7.2 Validation Flow
Validation runs in two phases:

Phase 1 — PKI check — always runs completely:

Temporally valid?
  NO → BadCertificateTimeInvalid (accumulated)

Signature cryptographically correct?
  NO → BadCertificateInvalid (accumulated)

KeyUsage correct?
  RSA: DataEncipherment missing → BadCertificateUseNotAllowed
  ECC: DigitalSignature missing → BadCertificateUseNotAllowed

SHA1 signature algorithm?
  YES → BadCertificatePolicyCheckFailed

RSA key size below minimum?
  YES → BadCertificatePolicyCheckFailed

Present in trusted/certs/?
  YES → isTrusted = true

Signed by CA in issuers/certs/?
  YES → isIssuerTrusted = true → CRL check

Neither trusted nor issuer-trusted?
  → BadCertificateUntrusted (accumulated)

Certificate chain incomplete?
  → BadCertificateChainIncomplete (accumulated)

All errors are accumulated.

Result of Phase 1:

No errors → connection accepted. The CertificateValidator  is not called.
Errors present → Phase 2

Phase 2 — CertificateValidator — only on errors:
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CertificateValidator registered?
  YES:
    Call validateCertificate()
    StatusCode.GOOD → certificate accepted
    StatusCode.BAD  → certificate to rejected/certs/ → connection rejected

  NO + autoAcceptUntrustedCertificates = true + BadCertificateUntrusted:
    → Certificate accepted

  NO + otherwise:
    → Certificate to rejected/certs/ → connection rejected

7.3 Important Properties of the Flow
autoAcceptUntrustedCertificates  is not an early exit. The PKI check always runs completely. AutoAccept only acts as a

fallback in Phase 2 and exclusively for BadCertificateUntrusted  — not for time errors, signature errors or other technical
errors.
The CertificateValidator  is called only on errors, never on a successful PKI check.
If a validator is registered, the PKI check still runs completely. The validator receives the result and can override it — it does
not replace the PKI check.
Writing to rejected/certs/  is done automatically by the stack — the application does not need to do anything.
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8. CertificateValidator Interface
8.1 Availability
Both UaServer  and UaClient  support the CertificateValidator  interface:

Server:

Client:

The CertificateValidator  interface has two methods:

8.2 Interface Methods

Method Description

validateCertificate(Cert cert) Called when only the certificate is available

validateCertificate(ApplicationDescription app, Cert 
cert)

Called when the ApplicationDescription of the peer is also available —
enables URI validation

8.3 Return Values

Return Value Meaning

StatusCode.GOOD Certificate accepted

StatusCode.BAD Certificate rejected — connection is refused

8.4 Server-Side Listener
On the server side, the validator is registered as a lambda listener:

8.5 Security Note

Warning: A CertificateValidator  that unconditionally returns StatusCode.GOOD  or sets e.setAccept(true)  completely
disables the trust model. This must not be used in production environments. The integrator bears full responsibility for the
security implications.

server.addCertificateValidationListener(e -> e.setAccept(true));

config.setCertificateValidator(myCertificateValidator);

StatusCode validateCertificate(Cert cert);
StatusCode validateCertificate(ApplicationDescription app, Cert cert);

server.addCertificateValidationListener(e -> {
    // e.getCert() — the certificate to validate
    // e.setAccept(true)  — accept the certificate
    // e.setAccept(false) — reject the certificate
    e.setAccept(true);
});
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9. HTTPS and mTLS
9.1 HTTPS Endpoint
When an opc.https  endpoint is configured, the SDK uses HTTPS as the transport. The TLS certificate is the HTTPS certificate from
the UaServerCertificateStore  with the role CertificateRole.HTTPS .

A separate HTTPS certificate is required for each hostname in the BaseAddresses  of the form opc.https:// . 
UaServerCertificateStore.extractHttpsHostnames()  automatically extracts the hostnames from the BaseAddresses .

9.2 Mutual TLS (mTLS)
When config.setHttpsMutualTls(true)  is set, it is checked during session establishment whether the TLS client certificate
matches the OPC UA application certificate from the request. A client without a certificate can complete the TLS handshake but
cannot establish a session.

9.3 HTTPS Security Policies
The supported TLS versions are configured via config.setHttpsSecurityPolicies() . HttpsSecurityPolicy.TLS_1_2_PFS  and 
HttpsSecurityPolicy.TLS_1_3  are recommended. If null  is set, the HTTPS endpoint is not active — this is the default behavior

(CRA-compliant).
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10. Secure-by-Default Settings
10.1 Client (ClientConfiguration)

Setting Default Security Relevance

autoAcceptUntrustedCertificates false Unknown server certificates are rejected

CertificateValidator not set PKI validation active — no automatic
acceptance

10.2 Server (UaServerConfiguration)

Setting Default Security Relevance

autoAcceptUntrustedCertificates false Client certificates must be explicitly trusted

registerWithDiscoveryServer false No automatic LDS registration

maxSessionCount 100 Limits concurrent sessions (DoS protection)

httpsMutualTls false HTTPS without mutual TLS authentication

securityModes None + Basic256Sha256 SignAndEncrypt SecurityMode.None  is active by default —
remove for production

userTokenPolicies Anonymous + SecureUsernamePassword Anonymous is active by default — remove for
production

httpsSecurityPolicies null  (HTTPS inactive) HTTPS must be explicitly activated
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11. Operation Limits — DoS Protection
The server limits the number of nodes per service call. Clients read these values from the address space
( Server/ServerCapabilities/OperationLimits ) and adjust their requests accordingly.

Limit Default Configuration Parameter

Read 1000 maxNodesPerRead

Write 1000 maxNodesPerWrite

Browse 1000 maxNodesPerBrowse

HistoryRead (data) 100 maxNodesPerHistoryReadData

HistoryRead (events) 100 maxNodesPerHistoryReadEvents

HistoryUpdate (data) 100 maxNodesPerHistoryUpdateData

HistoryUpdate (events) 100 maxNodesPerHistoryUpdateEvents

Method call 200 maxNodesPerMethodCall

RegisterNodes 1000 maxNodesPerRegisterNodes

TranslateBrowsePaths 1000 maxNodesPerTranslateBrowsePathsToNodeIds

NodeManagement 1000 maxNodesPerNodeManagement

MonitoredItems 1000 maxMonitoredItemsPerCall

All limits are configurable via UaServerConfiguration . 0  means no limit — not recommended for production environments.
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12. Recommendations for Production Deployment
12.1 Network and Operating Environment

Operate OPC UA communication in segmented networks (OT/production separated from office IT).
Restrict access via firewall/ACL to required hosts and ports.
Do not expose OPC UA endpoints directly to the internet.

12.2 Security Policies
Use getRecommendedSecurityModes()  as a starting point.
Remove SecurityMode.None  unless explicitly required and risk accepted.
Deprecated policies ( Basic128Rsa15 , Basic256 ) only for legacy clients and after explicit risk acceptance.

12.3 User Authentication
Remove ANONYMOUS  unless explicitly required.
Use SECURE_USERNAME_PASSWORD  exclusively with SignAndEncrypt .
Prefer certificate authentication for M2M scenarios.
Store passwords and private keys securely — no hardcoding in source code.

12.4 Certificate Management
Manually verify certificates from rejected/certs/  before copying to trusted/certs/ .
Prefer CA-signed certificates in production environments.
Rotate certificates before expiry.
Do not use the CertificateValidator  for unconditional acceptance of all certificates.
autoAcceptUntrustedCertificates = false  in production environments.

12.5 Updates
Use only official sources (Maven Central, official download package).
Apply security updates promptly.
Note the security support period: Major version 10.x — 5 years from initial release (2026-04 to 2031-04).
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Contact & Support
Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany

Support: support@indi-an.com
Sales: sales@indi-an.com
Website: www.indi-an.com
Phone: +49 421 989703-30

Resources:

Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
Maven Central: https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk
Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java
CRA Security & Integration Guide (Annex II): included in the SDK delivery

Change History
Version Date Description

1.0 2026-04 Initial version
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