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1. About This Document

This appendix describes the Java PubSub add-on for the PLCcom OPC UA SDK. It is intended for developers who already know the
basic PLCcom SDK concepts and now want to publish or subscribe to OPC UA PubSub data from Java applications.

The PubSub add-on is a separate Maven artifact. It builds on the main SDK and uses the same OPC UA stack, data types,
certificates and licensing model. A PubSub application therefore uses the same PLCcom license data as client and server
applications, provided that the license includes PubSub.

Fully commented Java workshops are available in the public GitHub repository:

-> https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

This document focuses on the customer-facing high-level API:

® UaPublisher and UaPublisherConfiguration

® UaSubscriber and UaSubscriberConfiguration
e UADP over UDP unicast, multicast and broadcast
e UADP and JSON over MQTT

e MQTT over TLS and mutual TLS

e dynamic field discovery, KeyFrames and DeltaFrames
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2. What is OPC UA PubSub?

OPC UA PubSub is the publish/subscribe communication model defined by the OPC UA specification. It is fundamentally different
from the classic OPC UA client/server model. There is no session, no connected server object and no request/response round trip
for every value.

A publisher sends NetworkMessages in a configured interval. One or more subscribers receive those messages independently. This
makes PubSub useful for high-frequency data distribution, machine-to-machine communication, cloud gateways and scenarios
where several receivers need the same data at the same time.

2.1 Key Concepts

_

Publisher Sends one or more PublishedDataSets

Subscriber Receives matching DataSetMessages

Publisherld Identifies the publishing application

PublishedDataSet Logical group of fields that are published together
DataSetWriterld Identifies one writer inside a WriterGroup

DataSetReader Subscriber-side filter and field layout for a DataSet

UADP Compact binary OPC UA PubSub encoding

JSON Human-readable OPC UA PubSub JSON NetworkMessage encoding
KeyFrame Full DataSetMessage containing all fields

DeltaFrame DataSetMessage containing only changed fields

2.2 Transport Overview

UDP unicast opc.udp://localhost:4840 Direct one-to-one communication without
broker
UDP multicast opc.udp://239.0.0.1:4840 Direct one-to-many communication on a

multicast-capable network

UDP broadcast opc.udp://255.255.255.255:4840 Local network broadcast for simple lab or
shop-floor scenarios

MQTT UADP mqtt://localhost:1883 Broker-based transport with compact binary
payload

MQTT JSON mqgtt://localhost:1883 Broker-based transport with readable JSON
payload

Secure MQTT mgtts://localhost:8883 MQTT over TLS with broker certificate
validation
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3. Installation & Licensing

3.1 Maven Dependency

The PubSub add-on is provided as a separate Maven artifact:

<dependency>
<groupId>com.indi-an.plccom</groupId>
<artifactId>plccom-opc-ua-pubsub</artifactId>
<version>10.x.x</version>

</dependency>

Replace 10.x.x with the PLCcom OPC UA SDK version that you use. The PubSub add-on is released version-matched with the
main SDK. The main SDK dependency is pulled transitively by the PubSub add-on.

Official package page: -> https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-pubsub

3.2 Import Packages
Typical PubSub applications use the high-level SDK package and OPC UA built-in types:

import com.plccom.opc.ua.builtintypes.NodeId;

import com.plccom.opc.ua.builtintypes.Variant;

import com.plccom.opc.ua.pubsub.sdk.NetworkInterfaces;

import com.plccom.opc.ua.pubsub.sdk.PubSubTransportMode;
import com.plccom.opc.ua.pubsub.sdk.UaPublisher;

import com.plccom.opc.ua.pubsub.sdk.UaPublisherConfiguration;
import com.plccom.opc.ua.pubsub.sdk.UaSubscriber;

import com.plccom.opc.ua.pubsub.sdk.UaSubscriberConfiguration;

3.3 Licensing

License information is passed as the first two constructor parameters when creating uaPublisher or UaSubscriber . The same
license data is used as for uaclient and uaserver , provided that the license includes PubSub.

try (UaPublisher publisher = new UaPublisher(licenseUser, licenseSerial, config)) {
System.out.println(publisher.getLicenceMessage());

}

try (UaSubscriber subscriber = new UaSubscriber(licenseUser, licenseSerial, config)) {
System.out.println(subscriber.getLicenceMessage());

}

The add-on performs its own PubSub license check. A missing, expired or insufficient license throws an exception during
construction or start. For demo licenses the runtime check is repeated periodically.

Note: License data does not belong in source code. Use configuration files, environment variables or a secret manager and
pass the values into the SDK at runtime.
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4. UaPublisher Overview
Reference: PubSub Workshops 11, 13, 15, 21, 23, 31, 33 -> https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

UaPublisher is the customer-facing entry point for publishing OPC UA PubSub data. It owns the transport resources, schedules
cyclic publishing and writes KeyFrames and DeltaFrames according to the configuration.

UaPublisher implements closeable . Use try-with-resources so sockets, MQTT connections and background workers are
released even when an exception occurs.

Important methods:

_

UaPublisher(user, serial, config) Creates a licensed publisher

Start() / start() Starts cyclic publishing

Stop() / stop() Stops cyclic publishing

WriteValue(dataSetName, fieldName, value) Writes one field value into the publisher data store

WriteValues(dataSetName, values) Writes several fields at once

addDiscoveryListener(listener) Receives UDP discovery diagnostics

addErrorListener(listener) Receives asynchronous publisher errors

close() Stops and releases resources

4.1 Publisher Configuration

UaPublisherConfiguration config =
UaPublisherConfiguration.Build("TemperaturePublisher", "opcua:Linel")

.WithNetworkInterface(NetworkInterfaces.All)

.WithTransport(PubSubTransportMode.DirectUnicast,
"opc.udp://localhost:4840")

.WithDiscovery("opc.udp://localhost:4841")

.WithPublishingInterval(1000)

.AddDataSet ("Temperatures", ds -> ds
.AddField("Sensorl", new NodeId(2, 1001))
.AddField("Sensor2", new NodeId(2, 1002))
.WithKeyFrameCount(10)
.WithInterval(1000))

.build();

try (UaPublisher publisher =

new UaPublisher(licenseUser, licenseSerial,
publisher.Start();
publisher.WriteValue("Temperatures”, "Sensorl",
publisher.WriteValue("Temperatures"”, "Sensor2",

The field names are the stable names used by subscribers. The
match the data model used by the application.

config)) {

23.5);
24.1);

NodeId keeps the field linked to OPC UA semantics and should

Values can be written before or after start() . The publishing interval and the value update rate are independent. The publishing

task picks up the latest values when the DataSet is due.
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5. UaSubscriber Overview
Reference: PubSub Workshops 12, 14, 16, 22, 24, 32, 34 -> https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

Uasubscriber is the customer-facing entry point for receiving OPC UA PubSub data. It listens on the configured transport,
decodes matching NetworkMessages and raises a uaPubSubDataReceivedEvent through registered listeners.

UaSubscriber implements Closeable . Use try-with-resources to close sockets, MQTT subscriptions and receive threads reliably.

Important methods:

_

UaSubscriber(user, serial, config) Creates a licensed subscriber

Start() / start() Starts receiving

Stop() / stop() Stops receiving
addDataReceivedListener(listener) Receives decoded PubSub data
addDiscoveryListener(listener) Receives discovery diagnostics
addErrorListener(listener) Receives asynchronous subscriber errors
close() Stops and releases resources

5.1 DataReceived Listener

addDataReceivedListener(...) is called on a background thread. Ul applications must marshal updates to their Ul thread.

The event contains:

_

getPublisherId() Publisherld of the sender

getDataSetName() Logical DataSet name

getDataSetWriterId() DataSetWriterld from the message

getFields() Immutable map of field name to Variant
getField(name) Single field by logical name

isDeltaFrame() true when the event contains a UADP DeltaFrame
getRawEvent() Low-level event for diagnostics
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UaSubscriberConfiguration config =

UaSubscriberConfiguration.Build("TemperatureSubscriber™)
.WithNetworkInterface(NetworkInterfaces.All)
.WithTransport(PubSubTransportMode.DirectUnicast,

"opc.udp://localhost:4840")

.WithDiscovery("opc.udp://localhost:4841")
.AddDataSetReader("opcua:Linel", "Temperatures")
.build();

try (UaSubscriber subscriber =
new UaSubscriber(licenseUser, licenseSerial, config)) {
subscriber.addDataReceivedListener(event -> {
for (Map.Entry<String, Variant> field : event.getFields().entrySet()) {
System.out.println(field.getKey() + " = " + field.getValue());
b
3

subscriber.Start();

If no fields are listed in AddDataSetReader(...) , the subscriber can use dynamic field discovery. If static AddField(...) entries
are configured, the static layout takes precedence over discovered metadata.
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6. Transport Modes

The high-level API selects the transport with withTransport(mode, endpointurl) .

DirectUnicast opc.udp://host:port UADP Direct UDP to one endpoint

DirectMulticast opc.udp://239.x.x.x:port UADP One publisher, many
subscribers

DirectBroadcast opc.udp://255.255.255.255: port UADP Broadcast within the local
network

BrokerMqttUadp mgtt://... or mgtts://... UADP MQTT broker, compact
payload

BrokerMgttJson mqtt://... or mqtts://... JSON MQTT broker, readable
payload

Use mqgtts:// together with mqttTlsConfiguration(...) for TLS-protected MQTT connections.
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7. Network Interface Selection

Direct UDP transports may need a concrete network interface, especially on machines with several adapters or when multicast
traffic is used.

.WithNetworkInterface(NetworkInterfaces.All)

NetworkInterfaces.All lets the operating system choose the adapter. For production systems with a defined network topology,
configure the intended adapter explicitly.
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8. UDP Unicast (DirectUnicast)

UDP unicast sends UADP NetworkMessages to one OPC UA UDP endpoint:

.WithTransport(PubSubTransportMode.DirectUnicast,
"opc.udp://localhost:4840")

UDP unicast is useful for direct local tests, point-to-point connections and integration tests without broker infrastructure.

8.1 Discovery

For UDP transports, dynamic field discovery uses a separate OPC UA PubSub discovery endpoint:
// Publisher
.WithDiscovery("opc.udp://localhost:4841")
// Subscriber

.WithDiscovery("opc.udp://localhost:4841")

When the subscriber starts, it requests DataSetMetaData from the publisher. The publisher replies with field names, field order and
metadata. The subscriber then applies that metadata and decodes subsequent messages by logical field name.

8.2 Static vs. Dynamic Fields

Dynamic discovery is convenient when the subscriber should learn the field layout at runtime. Static fields are useful when the
receiver wants to lock the expected layout:

.AddDataSetReader("opcua:Linel", "Temperatures", ds -> ds
.AddField("Sensori™)
.AddField("Sensor2"))

Static fields always take precedence over discovered metadata.
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9. UDP Multicast (DirectMulticast)

UDP multicast sends UADP NetworkMessages to a multicast group:

.WithTransport(PubSubTransportMode.DirectMulticast,
"opc.udp://239.0.0.1:4840")

Multicast is useful when several subscribers on the same network segment need the same data. Network switches, routers and
firewalls must allow multicast traffic. On machines with several network adapters, configure the intended interface explicitly.

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page ']2



PLCcom.Opc.Ua.Sdk PlbcﬁcAoslle
Indi.An GmbH - SDK Version 10.xx - Java -

10. UDP Broadcast (DirectBroadcast)

UDP broadcast sends UADP NetworkMessages to a broadcast address:

.WithTransport(PubSubTransportMode.DirectBroadcast,
"opc.udp://255.255.255.255:4840")

Broadcast can be useful in simple local networks and lab setups. It should be used deliberately because every host in the broadcast
domain can receive the traffic.
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11. MQTT with UADP Encoding (BrokerMqttUadp)

MQTT UADP transports compact binary UADP NetworkMessages through an MQTT broker:

.WithTransport(PubSubTransportMode.BrokerMgttUadp,
"mqtt://localhost:1883")

The PubSub SDK uses the PLCcom MQTT dlient internally. No additional MQTT client dependency has to be configured by the
application. The default topic convention is derived from the DataSet name and allows publisher and subscriber workshops to
interoperate directly.

MQTT UADP is a good choice when a broker is already part of the architecture and compact payloads are preferred.
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12. MQTT with JSON Encoding (BrokerMqttJson)

MQTT JSON transports OPC UA PubSub JSON NetworkMessages through an MQTT broker:

.WithTransport(PubSubTransportMode.BrokerMgttJson,
"mqtt://localhost:1883")

JSON messages are readable and easy to inspect with generic MQTT tooling. This makes MQTT JSON useful for diagnostics, cloud
integration and systems where non-OPC-UA applications consume the data.

The JSON encoding follows the OPC UA PubSub JSON NetworkMessage format from the specification.
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13. MQTT over TLS

Secure MQTT uses TLS to encrypt the broker connection and validate the broker certificate:

MgttTlsConfiguration tls = UaPubSubMqttTls.create("pki");

UaPublisherConfiguration config =
UaPublisherConfiguration.Build("SecurePublisher", "opcua:SecurelLine")
.WithTransport(PubSubTransportMode.BrokerMgttUadp,
"mqtts://localhost:8883")
.AddDataSet("MotorData", ds -> ds
.AddField("Speed", new NodeId(2, 2001)))
.mgttTlsConfiguration(tls)
.build();

13.1 PKI Store

UaPubSubMqttTls.create("pki") uses the SDK PKI directory layout:

<pkiBase>/
trusted/
certs/ directly trusted broker certificates
crl/ revocation lists for trusted certificates
issuers/
certs/ trusted CA/issuer certificates
crl/ issuer revocation lists
rejected/
certs/ rejected or unknown broker certificates
own/
certs/ own PubSub client certificate for mTLS
private/ private key or PFX for mTLS

If no validation listener is configured, an unknown broker certificate is rejected and placed in rejected/certs/ . The operator can
inspect it and copy it to trusted/certs/, or copy the issuing CA to issuers/certs/ .

13.2 Explicit Certificate Validation

An application can override broker certificate validation explicitly:

UaPubSubCertificateValidationListener validation = certificateChain -> {
// Inspect the complete broker certificate chain here.
return true; // accept this TLS validation call

3

MgttTlsConfiguration tls = UaPubSubMqttTls.builder("pki")
.withCertificatevalidationListener(validation)
.build();

When a validation listener is configured, its true or false decision is final. In this override mode the SDK does not create, read
from or write to the PKI store for that TLS validation.
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14. Mutual TLS (mTLS)

Mutual TLS adds client authentication. The broker validates not only its own certificate chain but also the certificate presented by
the publisher or subscriber. This is required when the broker is configured to require client certificates.

UaPubSubCertificate manages the own PubSub certificate:

UaPubSubCertificate clientCertificate =
UaPubSubCertificate.Load("pki", "pubsub-mgtt-client", password);

MgttTlsConfiguration tls = UaPubSubMqttTls.builder("pki")
.withClientCertificate(clientCertificate)
.build();

The own certificate is stored under own/certs/ ; the private key or PFX material is stored under own/private/ .
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15. Dynamic Field Discovery
Dynamic field discovery allows a subscriber to receive the field layout at runtime instead of listing every field in its configuration.

For UDP, the subscriber sends a DataSetMetaData request to the discovery endpoint. For MQTT transports, metadata is published
through the broker so subscribers can receive retained metadata when they connect.

Use dynamic discovery when the publisher owns the field layout and the subscriber should adapt automatically. Use static fields
when the application requires a fixed and controlled layout.

The Java subscriber validates discovered metadata before it applies it. The default mode is tolerant so usable metadata is accepted
even when older implementations provide a zero minor configuration version. Strict validation can be selected explicitly:

.WithMetaDataValidationMode (PubSubMetaDataValidationMode.Strict)

Warnings from tolerant validation are reported through adderrorListener(...) .
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16. Delta Frames and Key Frames

UADP supports two message forms:

KeyFrame - contains all fields of the DataSet. A subscriber can reconstruct the complete current state from one KeyFrame.
DeltaFrame - contains only changed fields. This reduces bandwidth when values change at different rates.

The publisher controls the cadence with withKeyFrameCount(...) :

.AddDataSet("Temperatures", ds -> ds
.AddField("Sensorl", new NodeId(2, 1001))
.AddField("Sensor2", new NodeId(2, 1002))
.WithKeyFrameCount(10))

On the subscriber side, event.isbeltaFrame() indicates whether the event contains only changed fields. Applications that always
need a complete current state should keep their own snapshot and merge incoming DeltaFrames into it.
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17. Multiple DataSets

A publisher can publish several DataSets:

UaPublisherConfiguration config =
UaPublisherConfiguration.Build("PlantPublisher”, "opcua:Plant")
.WithTransport(PubSubTransportMode.BrokerMgttJson,
"mqtt://localhost:1883")
.AddDataSet ("Temperatures", ds -> ds
.AddField("Sensorl"”, new NodeId(2, 1001)))
.AddDataSet("Pressures”, ds -> ds
.AddField("Inlet", new NodeId(2, 2001)))
.build();

A subscriber can add several DataSetReaders. Each received event contains the DataSet name and DataSetWriterld so application
code can route the message.
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18. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com

® Sales: sales@indi-an.com

o  Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/

® Maven Central: https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-pubsub

e Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

Change History

_

2026-06 Initial Java PubSub guide

END OF DOCUMENT
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