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1. About This Document

This document is intended for developers who are using the PLCcom.Opc.Ua.Sdk for the first time in Java. It explains what OPC UA
is, what the SDK provides, how to install and license it — and gives a first impression of how a server, a client and a PubSub
publisher/subscriber are built.

The focus is deliberately on the overview and a quick start. Detailed descriptions of all API classes, parameters and concepts are
provided in the appendices to this document. Fully commented, ready-to-run code examples for all topics are available in the
public GitHub repository:

Appendices to This Document

This document is the entry point of a documentation series. The following appendices cover the individual topics in depth:

Appendix A Security Guide PKI, certificate validation, security policies,
production deployment

Appendix B OPC UA Client Guide All client-side features — discovery,
connection, read, write, monitoring, alarms,
events, historical data, reverse connect

Appendix C OPC UA Server Guide All server-side features — address space,
variables, methods, alarms, events, historical
data, NodeSet import, logging, reverse
connect

Appendix D OPC UA PubSub Guide Publisher and subscriber configuration, UDP
UADP, MQTT UADP, MQTT JSON, TLS,
metadata discovery, key frames and delta
frames
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2. Important Safety Notice

The SDK is a developer library. The security of the overall application is the responsibility of the integrator.

OPC UA provides a comprehensive security model — but only when configured correctly. The SDK provides all necessary
mechanisms but does not enforce any particular security configuration. Some settings that are convenient for development and
testing are not suitable for production and must not be used there:

® A certificatevalidator that unconditionally returns statuscCode.GooD — accepts all certificates without validation
® SecurityMode.None without explicit risk acceptance — no encryption, no signing

® UserTokenPolicy.ANONYMOUS without explicit risk acceptance — no user is identified

® Hardcoded passwords or private keys in source code

All security-related topics — PKI structure, certificate validation, security policies and concrete recommendations for production
deployment — are described in detail in Appendix A: Security Guide.
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3. What is OPC UA?

OPC UA (Unified Architecture) is a platform-independent, service-oriented communication standard for industrial automation,
defined by the OPC Foundation and standardized as IEC 62541. It was developed to overcome the weaknesses of the older OPC
Classic standards — in particular the dependency on Windows and COM/DCOM — and today provides a unified foundation for
communication between controllers, sensors, SCADA systems, MES, ERP and cloud services.

What distinguishes OPC UA from other industrial protocols is the combination of security, semantics and interoperability. Security
is not an afterthought but an integral part of the specification: encryption, signing and certificate authentication are defined at the
transport level. Semantics means that data is not just transmitted as raw values but in a structured address space with types,
hierarchies and metadata — a client can not only read a value but also understand what that value means, what unit it has and in
what context it exists. Interoperability means that any OPC UA client can communicate with any OPC UA server — regardless of
vendor, operating system or programming language.

The most important concepts at a glance:

_

Endpoint URL + security profile through which a server is reachable

Session Authenticated, stateful connection between client and server
Nodeld Unique address of a node in the address space

Address Space Hierarchical graph of nodes — folders, variables, objects, methods
Subscription Subscription for automatic change notifications

SecurityMode None , Sign or SignAndEncrypt

SecurityPolicy Algorithm for encryption and signing (e.g. Basic256Sha256, Aes256)
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4. What is the PLCcom.Opc.Ua.Sdk?

The PLCcom.Opc.Ua.Sdk is a Java library for easy integration of OPC UA client and server functionality into your own applications.
It is provided as a Maven artifact and can be embedded in any Java application — from console applications and background
services to desktop and web applications.

The PLCcom OPC UA PubSub add-on is a separate Maven artifact that builds on the same SDK and stack. It adds high-level
publisher and subscriber APls for OPC UA PubSub while keeping the familiar PLCcom configuration style.

The SDK fully implements the OPC UA specification and abstracts the complexity of the protocol behind a clean, Java-idiomatic API.
Instead of dealing with the details of the OPC UA binary protocol, certificate management or subscription mechanics, the developer
can focus on the actual application logjic.

A distinctive feature of the PLCcom SDK is the addressing of nodes via readable browse paths. Instead of cryptic Nodelds like
ns=2;i=10219 , nodes can be addressed by their path in the address space — e.g. Objects.Plant.Linel.Machinel.Temperature .
The SDK automatically resolves the path to the corresponding Nodeld. This makes the code significantly more readable and
independent of server-specific Nodeld assignments.

The SDK provides:
® Complete OPC UA Client APl — discovery, connection, read, write, monitoring, alarms, events, historical data, complex data
types, reverse connect

® Complete OPC UA Server APl — address space, variables, methods, alarms, events, historical data, NodeSet import, dynamic
nodes, logging, reverse connect

® OPC UA PubSub add-on — publisher and subscriber APIs for UDP UADP, MQTT UADP and MQTT JSON, including TLS-
secured MQTT transports

® Automatic PKI management — certificate generation, trust store, validation
® Support for all current security policies (RSA + ECC)
® Java 8 to 25 — Oracle JDK, OpenJDK, OpenJRE

® Runs everywhere the JRE runs: Windows, Linux, macOS

What the SDK is not:

The SDK is not a standalone application and not an OPC UA server that is simply started. It is embedded as a library into a host
application. The selection of security policies, authentication methods, certificate management and the entire application framework
are the responsibility of the integrator.
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5. Prerequisites

5.1 Development Environment

A Java development environment with Maven support is required for development with the PLCcom.Opc.Ua.Sdk. Intelli) IDEA,
Eclipse or NetBeans are recommended. VS Code with the Java Extension Pack also works. The build tool Maven 3.6 or higher is
required.

Requirement Minimum Version

Java (JDK) 8 or higher (Java 25 supported)

Maven 3.6 or higher

Intelli) IDEA any current version

Eclipse any current version with m2e

VS Code any current version with Java Extension Pack

5.2 Supported Java Versions

The SDK supports all Java versions from Java 8 to Java 25. Both Oracle JDK and OpenJDK and OpenJRE are fully supported.

Java 8 v
Java 11 (LTS) 4
Java 17 (LTS) v
Java 21 (LTS) v
Java 25 v

5.3 Operating System

The SDK runs everywhere the Java Runtime Environment (JRE) is available. Windows, Linux and macOS are fully supported.
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6. Installation
The SDK is provided as a Maven artifact. The dependency is added to the project’s pom.xml .

Maven dependency (pom.xml):

<dependency>
<groupId>com.indi-an.plccom</groupId>
<artifactId>plccom-opc-ua-sdk</artifactId>
<version>10.x.x</version>

</dependency>

After adding the dependency, Maven automatically downloads the artifact from the central Maven repository. In Intelli) IDEA and
Eclipse, the dependency is immediately available on the classpath after the next Maven update.

Official package page: — https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk

6.1 PubSub Add-on
For OPC UA PubSub projects, add the PubSub add-on to the pom.xml :

<dependency>
<groupId>com.indi-an.plccom</groupId>
<artifactId>plccom-opc-ua-pubsub</artifactId>
<version>10.x.x</version>

</dependency>

The PubSub add-on depends on the main PLCcom OPC UA SDK and pulls it transitively. If both artifacts are declared explicitly in a
larger project, use matching 1e.x.x versions.

Official package page: — https://central.sonat

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page 8


https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk
https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-pubsub

PLCcom.Opc.Ua.Sdk PI'm(FAqmy
Indi.An GmbH - SDK Version 10.xx - Java -

7. Licensing

The SDK requires valid license data — username and serial number — from the license document. These are passed as the first
parameters when creating a server or client instance and are verified against the license server at startup.

// Server
UaServer server = new UaServer("<Username>", "<SerialNumber>");

// Client
UaClient client = new UaClient("<Username>", "<SerialNumber>", config);

// PubSub publisher
UaPublisher publisher = new UaPublisher("<Username>", "<SerialNumber>", publisherConfig);

// PubSub subscriber
UaSubscriber subscriber = new UaSubscriber("<Username>", "<SerialNumber>", subscriberConfig);

The PubSub add-on uses the same license credentials as the main SDK. The license must include PubSub functionality. If the
PubSub license check fails, publisher and subscriber construction fails with an exception.

The current license status can be queried at any time via client.getLicenceMessage() , server.getlLicenceMessage(),
publisher.getLicenceMessage() Or subscriber.getLicenceMessage() . This is particularly useful on first startup to ensure that
the license data has been passed correctly.

Note: License data does not belong in source code. Use configuration files, environment variables or a secret manager to
store license data securely and load it at runtime.

A free trial license for evaluation purposes is available at: — https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/
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8. Workshops & Sample Code

All code examples are in the public GitHub repository. Each sample project is fully commented, ready to run and focused on a
specific learning objective. The workshops build on each other — it is recommended to start with Workshop 11 (Simple Server) and
Workshop 12 (Connect Endpoint).

Many client workshops are paired with a matching server workshop. The server must be started first, then the client. The pairing is
documented in the README file of the repository.

Server Workshops

_

Server 11 Simple server — address space, variables, client write reaction
Server 12a User authentication (username/password)
Server 12b Custom auth validator

Server 13 Methods

Server 14 Variables and arrays

Server 15 Custom data types

Server 16 Multiple namespaces

Server 17 Dynamic nodes

Server 19 Advanced server

Server 21 Alarm conditions

Server 31 Historical access

Server 32 Historical update

Server 33 Historical events

Server 34 Custom history store

Server 35 Custom event history store

Server 41 NodeSet import

Server 51 Logging

Server 61 Simple events

Server 71 Reverse connect
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Client Workshops

_

Client 11 Server discovery

Client 12 Connect endpoint

Client 13 User authentication
Client 14 Certificate authentication
Client 15 Browse by Nodeld

Client 16 Browse by path

Client 19 Enable debug tracing
Client 21 Read/write by Nodeld
Client 22 Read/write by path
Client 23 Monitoring

Client 24 Simple method calls
Client 25 Advanced calls with structs
Client 26 Read attributes

Client 27 Registered read/write
Client 31-33 Alarms & conditions
Client 41-44 Historical data

Client 51 Complex data types
Client 61 Simple events

Client 71 Reverse connect
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PubSub Workshops

m

PubSub 11 UADP unicast publisher

PubSub 12 UADP unicast subscriber with metadata discovery
PubSub 13 UADP multicast publisher

PubSub 14 UADP multicast subscriber

PubSub 15 UADP broadcast publisher

PubSub 16 UADP broadcast subscriber

PubSub 21 MQTT UADP publisher

PubSub 22 MQTT UADP subscriber

PubSub 23 Secure MQTT UADP publisher with TLS
PubSub 24 Secure MQTT UADP subscriber with TLS
PubSub 31 MQTT JSON publisher

PubSub 32 MQTT JSON subscriber

PubSub 33 Secure MQTT JSON publisher with TLS
PubSub 34 Secure MQTT JSON subscriber with TLS
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9. First Client — Getting Started
Reference: Client Workshop 11, 12 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

An OPC UA client with the PLCcom SDK connects in three steps: query endpoints, create ClientConfiguration, connect.

Before a connection is established, the client queries all available endpoints of the server with uaclient.discoverEndpoints() . An
endpoint describes a concrete connection option — URL, security mode and security policy. uaClient.sortBySecuritylLevel()
sorts the list by security level. For development and testing, the first (least secure) endpoint is typically chosen; for production, a
secured one.

From the selected endpoint, a complete configuration is created with new ClientConfiguration(appName, endpoint) . It describes
how the dlient should connect — certificate store, timeout. For secured endpoints, an application certificate is required, which is
automatically generated on first connection if none exists yet.

After client.connect() , the session is active. The client reports state changes via listener interfaces —
addSessionConnectionStateChangelListener() for connection establishment and loss, addSessionkeepAlivelListener() for
periodic reachability confirmation. On connection loss, the client automatically attempts to restore the session. Existing
subscriptions are automatically restored.

Values are read with client.readvalue() and written with client.writevalue() . For automatic notifications on value changes,
a UaSubscription with MonitoredItems is used — the server sends DataChange notifications without the client needing to poll.
Incoming notifications are delivered via the MonitoredItemNotificationListener interface.

A complete description of all client functions — browsing, methods, alarms, events, historical data, complex data types and reverse
connect — can be found in Appendix B: OPC UA Client Guide.
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10. First Server — Getting Started
Reference: Server Workshop 11 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

An OPC UA server with the PLCcom SDK consists of three core steps: create configuration, start server, build address space.

The configuration describes everything the server presents to the outside world — which URLs it is reachable on, which security
policies it offers, which authentication methods it accepts and where certificates are stored. After calling server.start(config) ,
the server is immediately reachable for clients. The own application certificate is automatically generated on first startup.

The address space is built after startup. Folders are created with server.createFolder() , variables with
server.createVariable() . Each variable has a data type — the class<T> parameter determines it: Double.class Yields
Double , Integer.class Yields Int32, Boolean.class Yields Boolean . Each node has a path property — the dot-separated
browse path from the objects node, e.g. objects.Plant.Linel.Machinel.Temperature . This path is the PLCcom distinguishing
feature and makes the code significantly more readable than working with raw Nodelds.

When a client writes a value, the server reacts via two listener interfaces: addwritevalidationListener() is called before writing
and can reject or modify values, addvaluesWrittenListener() is called after successful writing and is suitable for logging and
forwarding to devices. Calling variable.setvalue() in server code automatically triggers DataChange notifications to all clients
that have subscribed to that variable — no polling required.

UaServer implements AutoCloseable . When used in a try-with-resources block, the server is automatically stopped when leaving
the block and all resources are released. This is the Java equivalent of the using statement in .NET.

A complete description of all server functions — methods, alarms, events, historical data, NodeSet import, logging and reverse
connect — can be found in Appendix C: OPC UA Server Guide.
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11. First PubSub — Getting Started
Reference: PubSub Workshops 11, 12 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

OPC UA PubSub is different from the classic client/server model. A publisher sends cyclic NetworkMessages, while one or more
subscribers receive matching messages independently. No session is created between publisher and subscriber.

The PLCcom PubSub add-on supports UDP UADP, MQTT UADP and MQTT JSON. MQTT transports can also be protected with
TLS.

Publisher

A publisher configuration defines the Publisherld, the transport endpoint and the DataSets to publish. Each field maps a logical
PubSub field name to an OPC UA NodeId in the publisher data store.

UaPublisherConfiguration publisherConfig =
UaPublisherConfiguration.Build("TemperaturePublisher", "opcua:Linel")

.WithNetworkInterface(NetworkInterfaces.All)

.WithTransport(PubSubTransportMode.DirectUnicast,
"opc.udp://localhost:4840")

.WithDiscovery("opc.udp://localhost:4841")

.WithPublishingInterval(1000)

.AddDataSet("Temperatures", ds -> ds
.AddField("Sensorl", new NodeId(2, 1001))
.AddField("Sensor2", new NodeId(2, 1002))
.WithKeyFrameCount(10)
.WithInterval(1000))

.build();

try (UaPublisher publisher =
new UaPublisher("<Username>", "<SerialNumber>", publisherConfig)) {
publisher.Start();
publisher.WriteValue("Temperatures"”, "Sensorl", 23.5);
publisher.WriteValue("Temperatures"”, "Sensor2", 24.1);

Writevalue(...) updates the publisher data store. The next due publishing interval serializes the changed values into a PubSub
message.

Subscriber

A subscriber configuration defines the transport endpoint and the DataSet readers. If no static fields are configured on the reader,
the subscriber can request DataSet metadata from the publisher through discovery and learn the field layout dynamically.

UaSubscriberConfiguration subscriberConfig =

UaSubscriberConfiguration.Build("TemperatureSubscriber™)
.WithNetworkInterface(NetworkInterfaces.All)
.WithTransport(PubSubTransportMode.DirectUnicast,

"opc.udp://localhost:4840")

.WithDiscovery("opc.udp://localhost:4841")
.AddDataSetReader("opcua:Linel", "Temperatures")
.build();

try (UaSubscriber subscriber =
new UaSubscriber("<Username>", "<SerialNumber>", subscriberConfig)) {
subscriber.addDataReceivedListener(event -> {
event.getFields().forEach((name, value) ->

" "

System.out.println(name + " = " + value));

1)

subscriber.Start();

Static fields configured with Addrield(...) always take precedence over discovered metadata. Use static fields when the exact
layout is known and should not change; use discovery when the subscriber should learn the layout from the publisher.
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A complete description of all PubSub functions — UDP, MQTT, JSON, TLS, discovery, delta frames, key frames and multiple
DataSets — can be found in Appendix D: OPC UA PubSub Guide.
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12. Further Documentation

This document provides an overview of the SDK and the getting started experience. The following appendices are available for all
advanced topics:

Appendix A — Security Guide

Describes all security-relevant aspects of the SDK: the three-level OPC UA security model, all security policies including ECC, the PKI
directory structure for server and client, the complete certificate validation flow, the certificatevalidator interface, HTTPS and
mTLS, secure-by-default settings and concrete recommendations for production deployment.

Appendix B — OPC UA Client Guide

Describes all client-side functions in detail: vaclient and ClientConfiguration, UaClientCertificate , discovery and
endpoints, connection setup and lifecycle, user authentication, browsing and path addressing, reading and writing, subscriptions
and monitoring, calling methods, reading attributes, registered read/write, alarms and conditions, simple events, historical data,
complex data types and reverse connect.

Appendix C — OPC UA Server Guide

Describes all server-side functions in detail: uaserver and uasServerconfiguration, certificate management, building the address
space, variables and data types, reacting to client write access, pushing values, methods, user authentication, alarms and
conditions, simple events, historical data, custom history store, dynamic nodes, multiple namespaces, NodeSet import, logging and
reverse connect.

Appendix D — OPC UA PubSub Guide

Describes all PubSub functions in detail: uaPublisher, UaSubscriber , high-level configuration, UDP unicast, multicast and
broadcast, MQTT UADP, MQTT JSON, secure MQTT with TLS, certificate validation, metadata discovery, key frames, delta frames
and multiple DataSets.
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13. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com
® Sales: sales@indi-an.com
® Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/

® Maven Central: https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-opc-ua-sdk

e Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-java

Change History

_

2026-04 Initial version

END OF DOCUMENT
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