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1. About This Document
This Client Guide describes all client-side functions of the PLCcom.Opc.Ua.Sdk for .NET. It is intended for developers integrating
OPC UA client functionality into their own applications.

The guide is conceptual in structure. Each chapter explains the underlying concept, describes the relevant classes and parameters,
and refers to the corresponding workshop example in the GitHub repository. The examples are fully commented and ready to run
— code is deliberately not repeated in this document to avoid duplication.

→ https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Security-related topics (PKI, certificate validation, production deployment) are described in Appendix A: Security Guide.
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2. UaClient Overview
The UaClient  class is the central entry point for all client operations. One instance represents exactly one OPC UA session — an
authenticated, stateful connection to a server. All read, write, browse and monitoring operations run through this single instance.

When creating a UaClient  instance, license information and a SessionConfiguration  are passed. The configuration describes
which endpoint the client should connect to, which security settings apply and where certificates are stored. The actual connection
is only established by calling Connect()  — or automatically on the first API call if AutoConnect = true  is set.

UaClient  implements IDisposable . When used in a using  block, the session is automatically closed cleanly when leaving the
block and all resources are released. This is the recommended approach for short-lived connections. For long-lived connections —
such as in a service or desktop application — the instance is typically held as a field and explicitly terminated via Disconnect()
and Dispose() .

Important methods:

Method Description

UaClient(user, serial, config) Constructor — license and SessionConfiguration

Connect()  / ConnectAsync() Establish session

Disconnect() Close session cleanly

GetSessionState() Current connection status ( SessionState )

GetLicenceMessage() Retrieve license status as readable text

AddSubscription(subscription) Add subscription to session

Dispose() Release resources

Important events:

Event When it is fired

ServerConnected Session was successfully established

ServerConnectionLost Connection was unexpectedly interrupted

KeepAlive Periodic confirmation that the server is reachable

SessionClosing Session is being closed

CertificateValidation Server certificate needs to be validated
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3. Certificates & SessionConfiguration
Reference: Client Workshop 12, 14 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

3.1 SessionConfiguration
Before a connection can be established, a SessionConfiguration  must be created. It fully describes how the client should connect:
which endpoint, which security settings, where certificates are stored and how the client behaves on connection loss.

The simplest way is SessionConfiguration.Build(alias, endpoint) . This method takes an EndpointDescription  object — as
returned by GetEndpoints()  — and creates a complete configuration from it. The alias  is used as the name for the application
certificate and is typically the assembly name of the application.

Important SessionConfiguration parameters:

Parameter Description Default

AutoConnect Automatically connect on first API call false

AutoAcceptUntrustedCertificates Accept server certificate without PKI
validation

false

AutoReconnectPeriod Reconnection interval in ms after connection
loss

500

SessionTimeout Maximum session inactivity time in ms 60000

CertificateStorePath Root path of the PKI directory System folder

CheckDomain Check hostname in server certificate against
endpoint URL

true

PLCcom.Opc.Ua.Sdk
Indi.An GmbH · SDK Version 10.x.x · .NET

Indi.An Gm bH · Flughafenallee 3 · D-28199 Brem en · support@ indi-an.com  · Tel +49 421 989703-30 Page 5

https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet


3.2 UaClientCertificate
For endpoints with SecurityMode.Sign  or SecurityMode.SignAndEncrypt , the client needs its own application certificate. This
certificate identifies the client application to the server and is used for cryptographic securing of the communication channel.

The SDK manages certificates via the UaClientCertificate  class. File paths are automatically derived from the PKI base directory
— the certificate is stored under pki/own/certs/<alias>.der , the private key under pki/own/private/<alias>.pem .

On first connection to a secured endpoint, the SDK checks whether a valid certificate exists. If none exists or it has expired, a new
self-signed certificate is automatically generated. A CA-signed certificate is recommended for production environments.

For opc.https://  endpoints, an additional HTTPS certificate is required — independent of the SecurityMode. The hostname from
the endpoint URL is used as the certificate alias.

Method Description

UaClientCertificate.Load(pkiPath, alias, password) Load existing certificate — returns null  if not present or invalid

new UaClientCertificate(...).Build(overwrite) Create new self-signed certificate

CheckValidity() Checks whether the certificate is temporally valid

config.SetInstanceCertificate(appCert) Register application certificate in SessionConfiguration

config.SetInstanceCertificate(appCert, httpsCert) Register application and HTTPS certificate

When which certificate is needed:

Situation Required Certificate

SecurityMode.None None

SecurityMode.Sign  or SignAndEncrypt Application certificate

opc.https://  endpoint (regardless of SecurityMode) HTTPS certificate

opc.https://  with SignAndEncrypt Both
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4. Discovery & Endpoints
Reference: Client Workshop 11 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Before a connection is established, it is worth knowing which endpoints a server offers. An endpoint describes a concrete
connection option: the URL, the transport protocol, the security mode and the security policy. A server typically offers multiple
endpoints — for example an unsecured one for development and testing, and several secured ones for production.

Discovery is an anonymous, lightweight call without a session. No authentication is required and no certificate is exchanged. This
makes discovery the ideal first step when working with an unknown server.

UaClient.GetEndpoints()  queries all available endpoints of a server. The result is an EndpointDescriptionCollection  — a list
of endpoint objects each containing URL, SecurityMode, SecurityPolicy and the supported user token types. 
endpoint.ToDisplayString()  renders each endpoint as a readable string.

UaClient.SortEndpointsBySecurityLevel()  sorts the list by security level — the most secure endpoint is at the end. For
development and testing, the first (least secure) endpoint is typically chosen; for production, the last or a specifically filtered one.

Method Description

UaClient.FindServers(uri, timeout) Query all registered servers at a discovery URL

UaClient.GetEndpoints(uri) Query all endpoints of a server

UaClient.SortEndpointsBySecurityLevel(endpoints) Sort endpoints by security level

UaClient.FilterEndpointsByProtocol(endpoints, protocol) Filter by transport protocol

UaClient.FilterEndpointsByMessageSecurityMode(endpoints, 
mode)

Filter by security mode

endpoint.ToDisplayString() Readable string with URL, SecurityMode and policy
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5. Establishing a Connection
Reference: Client Workshop 12 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

5.1 Connection Setup
After an endpoint has been selected and a SessionConfiguration  created, the connection is established with Connect() . The call
is synchronous and blocks until the session is fully established or an error occurs. An asynchronous variant is available with 
ConnectAsync() .

When connecting to a secured endpoint, client and server exchange their application certificates. The client validates the server
certificate against its PKI trust store. If the certificate is unknown, it ends up in rejected/certs/  and the connection fails — unless
AutoAcceptUntrustedCertificates = true  is set or a CertificateValidation  event handler explicitly accepts it. Details in the

Security Guide.

5.2 Automatic Reconnection
In industrial environments, connections can be interrupted at any time — through network problems, server restarts or brief
outages. The SDK handles this automatically: if AutoReconnectPeriod > 0  is set, the client attempts to restore the session at
regular intervals after a connection loss. Existing subscriptions are automatically restored — the application does not need to
handle this.

The ServerConnectionLost  event signals the connection loss, ServerConnected  signals the successful reconnection. Between
these two events, the application should not perform read or write operations as they would fail.

5.3 Session Lifecycle

Step Method / Event

Register events Before Connect()

Connect Connect()  / ConnectAsync()

Connected Event ServerConnected

Connection lost Event ServerConnectionLost  — SDK reconnects automatically

Reconnected Event ServerConnected

Check reachability Event KeepAlive  — periodically

Disconnect Disconnect()

Release resources Dispose()  / using
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6. User Authentication
Reference: Client Workshop 13, 14 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA distinguishes between securing the communication channel (SecurityMode, SecurityPolicy — transport level) and
authenticating the user (UserIdentity — application level). Both levels are independently configurable.

The user identity is set via sessionConfig.Identity  and transmitted to the server during session establishment. If no identity is
set, the client connects anonymously — provided the server allows it.

Anonymous means no user is identified. The server can grant anonymous clients restricted or full rights — this is determined by
the server configuration. In production environments, Anonymous should only be offered when explicitly required.

Username and password is the simplest form of authentication. The password is transmitted encrypted in the OPC UA protocol
— but only if the channel itself is encrypted ( SecurityMode.SignAndEncrypt ). With SecurityMode.None , the password would be
transmitted in plaintext. The SDK does not prevent this automatically — the integrator bears responsibility for the correct
combination.

Certificate authentication is the recommended method for machine-to-machine communication. The client identifies itself with
an X.509 certificate. The server validates the certificate against its user list (thumbprint-based). This method requires no password
and is significantly more robust against attacks.

Token Type Class Recommendation

Anonymous new UserIdentity() Only when explicitly required

Username + password new UserIdentity("<user>", "
<password>")

Only with SignAndEncrypt

X.509 certificate new UserIdentity(x509Certificate) Recommended for M2M
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7. Browsing the Address Space
Reference: Client Workshop 15, 16 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

The OPC UA address space is a hierarchically organized graph of nodes. Each node has a unique NodeId, a type (variable, object,
method, …) and references to other nodes. Browsing is the way to explore this graph — starting from a known node, all child
nodes and their references are queried.

The standard entry point is the ObjectsFolder  with the fixed NodeId i=85  in namespace 0. From there, all application-defined
nodes are reachable.

7.1 BrowseFull
client.BrowseFull(nodesToBrowse)  is the recommended browse method. It handles continuation points automatically: if the

server has more results than fit in one response, BrowseFull  automatically sends BrowseNext  requests until all results are
collected. The application always receives the complete list.

A BrowseDescription  defines the start node, the direction (Forward/Backward/Both), the reference type and which node classes
should be returned. Multiple BrowseDescription  objects can be combined in a single request.

Typical reference types for browsing:

Reference Type Meaning

ReferenceTypeIds.Aggregates HasComponent, HasProperty — finds variables and properties

ReferenceTypeIds.Organizes Folder structure — finds subfolders and objects

ReferenceTypeIds.HierarchicalReferences All hierarchical references combined

7.2 Path-Based Addressing
A distinctive feature of the PLCcom SDK is the addressing of nodes via a readable browse path instead of a cryptic NodeId. The
path is dot-separated and starts from the Objects node:

Objects.Plant.Line1.Machine1.Temperature

client.GetNodeIdByPath(path)  resolves this path server-side and returns the corresponding NodeId. The code becomes
significantly more readable and is independent of server-specific NodeId assignments — which can change between server versions
or instances. The path resolution costs an additional server round-trip, which can be optimized for frequently used nodes with 
RegisterNodes()  (see chapter 12).
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8. Reading and Writing
Reference: Client Workshop 21, 22 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

8.1 Reading
Reading values is done via client.Read() . The method takes a ReadValueIdCollection  — a list of nodes to be read in a single
server round-trip. This is significantly more efficient than multiple individual calls, especially when many values are needed
simultaneously.

Each ReadValueId  object contains the NodeId  of the node and the AttributeId  — typically Attributes.Value  for the current
value. Other attributes can also be read, such as Attributes.DataType  or Attributes.Description  (see chapter 11).

The result is a DataValueCollection . Each DataValue  contains not only the actual value but also a StatusCode , a 
SourceTimestamp  (from the device) and a ServerTimestamp  (from the server). Before using the value, StatusCode.IsGood()

should always be checked — a Good status means the value is valid and current.

For asynchronous scenarios, client.ReadAsync()  is available, returning a Task<ReadResponse> .

8.2 Writing
Writing works analogously: client.Write()  takes a WriteValueCollection  and writes all values in a single round-trip. The result
is a StatusCodeCollection  — one status code per written value. A Good status means the server accepted and stored the value.

The server can reject individual write operations — for example because the node is read-only, the data type does not match or the
user has no write permissions. In this case the corresponding status code is Bad, while other entries in the collection can be Good.

8.3 NodeId Notation
NodeIds can be constructed in various ways. The most common:

Notation Example

Numeric new NodeId(1001, 2)  or new NodeId("ns=2;i=1001")

String identifier new NodeId("ns=2;s=Temperature")

Resolve path client.GetNodeIdByPath("Objects.Plant.Temperature")
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9. Monitoring (Subscriptions)
Reference: Client Workshop 23 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Polling — cyclically reading values — is not the recommended way to react to value changes in OPC UA. Instead, OPC UA offers a
subscription model: the client tells the server which nodes it wants to monitor, and the server automatically sends notifications as
soon as a value changes. This significantly reduces network load and latency.

9.1 Subscription
A Subscription  is a subscription on the server. It has a PublishingInterval  — the interval in milliseconds at which the server
sends collected changes to the client. Multiple MonitoredItems  can be added to a subscription.

The lifecycle of a subscription runs as follows: first the subscription is created and added to the session with 
client.AddSubscription() . Then MonitoredItems  are added. With subscription.ApplyChanges()  all changes are transmitted

to the server. Finally publishing is activated with subscription.SetPublishingMode(true)  and the PublishingInterval is
transmitted with subscription.Modify() .

The Subscription.PublishStatusChanged  event is important for robust applications: it signals when publishing has stopped —
for example because the server considers the subscription inactive. In this case the subscription must be recreated. 
subscription.PublishingStopped  shows the current state.

9.2 MonitoredItem
A MonitoredItem  monitors a single node. The SamplingInterval  determines how often the server samples the value internally
— independent of the subscription’s PublishingInterval . If the server samples a value faster than it sends it, intermediate values
are buffered in a queue. QueueSize  determines how many values are buffered, DiscardOldest  determines what happens when
the queue is full.

Incoming notifications are delivered via the Notification  event of the MonitoredItem . The NotificationValue  is a 
MonitoredItemNotification  object with a DataValue .

Parameter Description Typical Value

StartNodeId NodeId of the node to monitor —

SamplingInterval Sampling interval in ms 500

QueueSize Number of buffered changes 1  to uint.MaxValue

DiscardOldest Discard oldest entries when queue is full true
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10. Calling Methods
Reference: Client Workshop 24, 25 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA methods are callable functions in the address space — comparable to remote procedure calls. They have typed input
arguments and return typed output arguments. Methods are always associated with a parent object and are addressed via the
NodeId of the object and the NodeId of the method.

client.Call()  executes a method call synchronously. The input arguments are passed as an object[]  array, in the order they
are defined on the server. The result is also an object[]  array with the output arguments.

For simple methods with primitive data types (int, float, string, bool) this is straightforward. For methods with structured
arguments — structs or arrays of structs — the arguments must be wrapped as ExtensionObject . Client Workshop 25 shows
this pattern in detail.

An asynchronous variant is available with client.CallAsync() .
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11. Reading Attributes
Reference: Client Workshop 26 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Every node in the OPC UA address space has a number of additional attributes beyond its value — metadata that describes the
node. These attributes are standardized and defined identically for all nodes, regardless of the server vendor.

Reading attributes works the same way as reading values — via client.Read()  with a ReadValueIdCollection . The difference
lies in the AttributeId : instead of Attributes.Value , the desired attribute is specified.

Attributes are particularly useful when exploring an unknown server or when checking at runtime whether a node is writable, what
data type it has or whether it is being historized. The AccessLevel  indicates which operations are generally permitted, the 
UserAccessLevel  indicates what the currently logged-in user may do — these two can differ if the server implements role-based

access control.

Attribute Description

Attributes.Value Current value of the variable

Attributes.DataType NodeId of the data type (e.g. i=11  for Double)

Attributes.Description Description text of the node

Attributes.DisplayName Display name of the node

Attributes.AccessLevel Permitted operations (read, write, historize)

Attributes.UserAccessLevel Rights of the currently logged-in user

Attributes.MinimumSamplingInterval Smallest supported sampling interval in ms

Attributes.Historizing Indicates whether the server is currently historizing values
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12. Registered Read/Write
Reference: Client Workshop 27 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

When the same nodes are read or written very frequently — for example in a fast control cycle — using registered nodes is
worthwhile. The server can create internally optimized references for registered nodes, which reduces the overhead for repeated
accesses.

client.RegisterNodes()  transmits a list of NodeIds to the server and receives optimized NodeIds in return. These registered
NodeIds are then used instead of the original NodeIds for all subsequent read and write calls. The semantics of the operations
remain identical — only the internal processing on the server is more efficient.

Important: registered NodeIds are only valid for the duration of the current session. After a reconnect, the nodes must be
registered again. With client.UnregisterNodes() , registrations can be explicitly released when the nodes are no longer needed.
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13. Alarms & Conditions
Reference: Client Workshop 31, 32, 33 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA alarms and conditions are a powerful model for monitoring plant states. Unlike simple data values, alarms have a lifecycle:
they become active, can be acknowledged and confirmed, and are eventually resolved. The server manages the state of each alarm
and notifies connected clients about state changes.

13.1 How Alarms are Received
Alarms are not received via normal data value subscriptions but via the OPC UA event model. The client creates a MonitoredItem
on the server node ( ObjectIds.Server ) and sets the AttributeId  to Attributes.EventNotifier . An EventFilter  determines
which alarm types are delivered and which fields each alarm contains.

client.CreateFilter()  creates a suitable EventFilter  for one or more alarm types. The SDK handles the correct assembly of
the SelectClauses  — the fields to be delivered for each alarm.

After connecting, client.Refresh_Conditions()  should be called. This call asks the server to send the current state of all active
alarms — so the client immediately has a complete picture without waiting for the next state change.

13.2 Evaluating Alarm Data
Incoming alarm notifications arrive as EventFieldList  in the Notification  event of the MonitoredItem . The recommended
method to evaluate the fields is client.GetConditionState()  — it decodes the raw data into a typed ConditionState  object
with named properties.

The most important field is condition.Retain : true  means the alarm is active or not yet acknowledged and requires attention. 
false  means the alarm is resolved and fully acknowledged.

Property Description

condition.Retain?.Value true  = active/unacknowledged, false  = resolved

condition.SourceName?.Value Source of the alarm (e.g. device name)

condition.ConditionName?.Value Name of the condition

condition.Message?.Value Alarm message as LocalizedText

condition.Severity?.Value Severity 0–1000
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13.3 Alarm Types
The EventFilter  can be restricted to specific alarm types. The OPC UA type hierarchy is inheritance-based — a filter on 
AlarmConditionType  delivers all subtypes including limit and discrete alarms.

ObjectTypeId Description

ObjectTypeIds.ConditionType All conditions (broadest filter)

ObjectTypeIds.AlarmConditionType All alarms

ObjectTypeIds.ExclusiveLimitAlarmType Limit alarm — only one lim it active at a time

ObjectTypeIds.NonExclusiveLimitAlarmType Limit alarm — multiple lim its possible simultaneously

ObjectTypeIds.DiscreteAlarmType Discrete alarm (on/off state)

ObjectTypeIds.DialogConditionType Dialog — requires user response

13.4 Alarm Actions
Alarms can be acknowledged, confirmed and commented by the client — provided the server and user rights allow it.

Method Description

client.Acknowledge(condition) Acknowledge alarm — confirms the alarm was noticed

client.Confirm(condition) Confirm alarm — confirms that measures were taken

client.AddComment(condition, comment) Add comment to alarm
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14. Simple Events
Reference: Client Workshop 61 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Simple events are discrete event notifications — one-time messages describing something that happened, without a persistent
state. Typical examples are status messages, operator actions, process transitions or diagnostic messages. Unlike alarms, simple
events have no lifecycle — they arrive once and are done.

Technically, simple events are received the same way as alarms: via a MonitoredItem  with AttributeId = 
Attributes.EventNotifier  and an EventFilter . The difference lies in the filter — for simple events, BaseEventType  or an
application-specific subtype is typically used.

The EventFilter  defines via SelectClauses  which fields each event contains. The order of the SelectClauses  corresponds
exactly to the order of the fields in EventFieldList.EventFields  of the incoming notification — index 0 in EventFields
corresponds to the first SelectClause , index 1 to the second, and so on.

For BaseEventType , the most important fields are:

BrowseName Type Content

BrowseNames.Message LocalizedText Event message

BrowseNames.Severity ushort Severity 0–1000

BrowseNames.Time DateTime Event timestamp

BrowseNames.SourceName string Source of the event
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15. Historical Data
Reference: Client Workshop 41, 42, 43, 44 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA Historical Access allows querying past measurement values and events from the server — provided the server historizes
the corresponding nodes. Whether a node is being historized can be checked via the Historizing  attribute (see chapter 11).

15.1 Reading Historical Values
client.ReadHistory()  reads historical values for a node in a defined time range. Start and end time are passed as DateTime

values. The result is a HistoryReadResultCollection  — for each requested node a result with a list of DataValue  entries, each
with value, status code and timestamp.

If the server has very many historical values for the requested time range, it delivers the results in multiple parts with continuation
points. The SDK handles this transparently — the application always receives the complete list.

15.2 Writing and Editing Historical Values
client.UpdateHistory()  allows subsequent insertion, replacement or deletion of historical values. The UpdateType  determines

the operation:

UpdateType Description

Insert Insert new values — fails if a value already exists at the timestamp

Replace Replace existing values — fails if no value exists at the timestamp

Update Insert or replace — combines Insert and Replace

Delete Delete values for a time range

15.3 Historical Events
In addition to data values, events can also be historized. client.ReadHistoricalEvents()  reads past events for a node in a time
range. The EventFilter  works the same way as for live event subscriptions — it determines which event types and which fields
are delivered.

Historical events can also be monitored via a subscription (Workshop 44): when new historical events are entered on the server,
the server automatically notifies the client.
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16. Complex Data Types
Reference: Client Workshop 51 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA supports structured data types — structs with named fields, arrays of structs and nested structures. These are transmitted
by the server as ExtensionObject . To process them meaningfully, the client must know the type definitions.

The SDK loads the type definitions automatically from the server: client.LoadDataTypeSystem()  queries the server’s type system
and registers all known structured types. After this call, structured values can be read and written directly as typed .NET objects —
manual parsing of ExtensionObject  raw data is not required.

Monitoring nodes with complex data types works identically to monitoring simple variables after loading the type system — the
notifications already contain decoded values.
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17. Reverse Connect
Reference: Client Workshop 71 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

In the standard OPC UA configuration, the client establishes the TCP connection to the server. This requires the server to be
reachable from outside — i.e. to have an open port. In many industrial environments this is not possible: the server is behind a
firewall that blocks incoming connections but allows outgoing ones.

Reverse Connect reverses the connection direction: the server initiates the TCP connection to the client. The client opens a listening
port for this and waits for an incoming ReverseHello  message from the server. Once received, the client establishes the OPC UA
session over the server-initiated TCP connection.

From the application perspective, the difference is minimal — two additional calls replace the normal Connect() :

1. client.StartReverseConnectListener(listenUrl)  opens the listening port. The listenUrl  is the URL on which the client
waits for incoming connections — e.g. opc.tcp://localhost:48500 . The server must be configured to exactly this URL.

2. client.ConnectReverse(timeout)  waits for the server’s ReverseHello  message and then establishes the session. The call
blocks until the session is established or the timeout expires.

After connection establishment, the client behaves completely identically to a normal connection — all read, write, browse and
monitoring operations work unchanged. AutoConnect  must be set to false  as the connection is managed manually via 
ConnectReverse() .
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18. Debug Tracing
Reference: Client Workshop 19 → https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

During development and troubleshooting it is often helpful to see what the SDK is doing internally — which service calls are sent,
how certificates are validated, why a connection fails. The SDK supports detailed tracing at various levels.

Tracing can be output to the console, to a file or to a custom logging system. The tracing level determines how much information
is output — from coarse connection events to detailed service call traces. In production, tracing should be disabled or reduced to a
minimum as it can affect performance.

Details on configuring tracing — including the available tracing levels and integration with common logging frameworks — are
shown in Client Workshop 19.
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19. Questions & Support
Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany

Support: support@indi-an.com
Sales: sales@indi-an.com
Website: www.indi-an.com
Phone: +49 421 989703-30

Resources:

Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
NuGet package: https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/
Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet
Security Guide: Appendix A of this document

Change History
Version Date Description

1.0 2026-04 Initial version

END OF DOCUMENT

PLCcom.Opc.Ua.Sdk
Indi.An GmbH · SDK Version 10.x.x · .NET

Indi.An Gm bH · Flughafenallee 3 · D-28199 Brem en · support@ indi-an.com  · Tel +49 421 989703-30 Page 23

mailto:support@indi-an.com
mailto:sales@indi-an.com
https://www.indi-an.com
https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/
https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

	PLCcom.Opc.Ua.Sdk — Appendix B: OPC UA Client Guide
	Table of Contents
	1. About This Document
	2. UaClient Overview
	3. Certificates & SessionConfiguration
	3.1 SessionConfiguration
	3.2 UaClientCertificate

	4. Discovery & Endpoints
	5. Establishing a Connection
	5.1 Connection Setup
	5.2 Automatic Reconnection
	5.3 Session Lifecycle

	6. User Authentication
	7. Browsing the Address Space
	7.1 BrowseFull
	7.2 Path-Based Addressing

	8. Reading and Writing
	8.1 Reading
	8.2 Writing
	8.3 NodeId Notation

	9. Monitoring (Subscriptions)
	9.1 Subscription
	9.2 MonitoredItem

	10. Calling Methods
	11. Reading Attributes
	12. Registered Read/Write
	13. Alarms & Conditions
	13.1 How Alarms are Received
	13.2 Evaluating Alarm Data
	13.3 Alarm Types
	13.4 Alarm Actions

	14. Simple Events
	15. Historical Data
	15.1 Reading Historical Values
	15.2 Writing and Editing Historical Values
	15.3 Historical Events

	16. Complex Data Types
	17. Reverse Connect
	18. Debug Tracing
	19. Questions & Support
	Change History


