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1. About This Document

This Server Guide describes all server-side functions of the PLCcom.Opc.Ua.Sdk for .NET. It is intended for developers integrating an
OPC UA server into their own applications — from simple variable provision to alarms, historical data and reverse connect.

The guide is conceptual in structure. Each chapter explains the underlying concept, describes the relevant classes and parameters,
and refers to the corresponding workshop example in the GitHub repository. The examples are fully commented and ready to run
— code is deliberately not repeated in this document to avoid duplication.

— https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Security-related topics — PKI, certificate validation, production deployment — are described in detail in Appendix A: Security
Guide.
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2. UaServer Overview

The uaserver class is the central entry point for all server operations. One instance represents a complete OPC UA server — with
address space, endpoints, security policies and user management. All connected clients communicate with this single instance.

When creating a uaserver instance, only the license information is passed. The actual configuration — endpoints, security policies,
certificates — is defined in a uaServerconfiguration and passed when calling server.start(config) . After startup, the server is
immediately reachable for clients.

UaServer implements IDisposable . When used in a using block, the server is automatically stopped when leaving the block
and all resources are released. This is the recommended approach for short-lived server instances. For long-lived servers — such as
in a Windows service — the instance is typically held as a field and explicitly terminated via stop() and Dispose() .

Important methods:

N
UaServer(user, serial) Constructor — license information only
Start(config) Start server — does not block
Stop() Stop server cleanly
CreateFolder(...) Create folder in address space
CreateVariable<T>(...) Create variable in address space
CreateMethod(...) Create method in address space
EnableEvents(node) Enable event notifications on a node
FireEvent(node, message, severity) Send event to all clients
EnableHistory(variable, maxEntries) Enable historization for a variable
RecordHistoryValue(variable, timestamp) Store historical value
AddReverseConnection(clientUrl, timeout) Configure reverse connect target

Important events:

Writevalidation Before every client write access — can reject or modify values
ValuesWritten After successful client write access
Certificatevalidation Client certificate needs to be validated

SessionCreated New client session was established

SessionClosed Client session was closed

LogMessage Internal SDK message
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3. Configuration & Certificates
Reference: Server Workshop 11 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

3.1 UaServerConfiguration

The uaserverconfiguration fully describes how the server presents itself to the outside world and which connections it accepts. It
is created once before startup and not changed afterwards.

The most important fields are ApplicationName and Applicationuri — they identify the server to clients and are embedded in
the application certificate. The Applicationuri must be unique and should follow a stable URI scheme, e.g. urn:<hostname>:
<company>:<product> .

BaseAddresses defines the URLs on which the server listens. Typically at least opc.tcp:// is configured for binary
communication. For firewall-friendly scenarios, opc.https:// can be added additionally.

Important configuration parameters:

_

ApplicationName
ApplicationUri
NamespaceUri

BaseAddresses

SecurityPolicies
UserTokenPolicies

AutoAcceptUntrustedCertificates

EndpointHostMode
MaxSessionCount
ShutdownDelay

RegisterWithDiscoveryServer

Helper methods for security policies:

Display name of the server

Unique URI of the server instance

URI of the application namespace (ns=2)

Endpoint URLs ( opc.tcp://,
opc.https://)

Offered security policies

Accepted authentication methods

Accept client certificates without PKI
validation

Hostname normalization for endpoints

Maximum number of concurrent sessions

Wait time in seconds when stopping

Register with Local Discovery Server

ApplicationUri + /nodes

false

AsConfigured

100

false

UaServer.GetRecommendedSecurityPolicies()

UaServer.GetAllSecurityPolicies()

UaServer.GetDeprecatedSecurityPolicies()
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None + Basic2565ha256, Aes128, Aes256 with Sign and SignAndEncrypt

All RSA and available ECC policies

Basic128Rsa15, Basic256 — for legacy clients only

Page 5


https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

PLCcom

by Idin Germany

PLCcom.Opc.Ua.Sdk
Indi.An GmbH - SDK Version 10.x.x - .NET
3.2 Certificate Management

The server requires at least one application certificate for the OPC UA Secure Channel. For opc.https:// endpoints, an additional
HTTPS certificate per hostname is required.

The uaservercertificateStore class manages all server certificates. UaserverCertificateStore.Load() attempts to load
existing certificates from disk. GetMissingorExpired() returns all certificates that are missing or expired. For each of these, a new
self-signed certificate is created with Build(overwrite: true) .

UaServerCertificateStore.ExtractHttpsHostnames() is a helper method that automatically extracts all hostnames for
opc.https:// endpoints from the BaseAddresses — so the developer does not need to maintain the HTTPS hostnames

manually.

After building the store, it is registered in the configuration with config.SetCertificateStore(store) . The SDK automatically
creates the PKI directory structure under the configured pkiBase path on first startup.
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4. Building the Address Space
Reference: Server Workshop 11 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

The OPC UA address space is the interface between the server and its clients. It is a hierarchically organized graph of nodes —
folders, variables, objects and methods — that clients can browse, read, write and subscribe to. The address space is built after the
server starts and is immediately visible to connected clients.

Folders are created with server.cCreateFolder() . The first parameter is either the parent node (as an object or Nodeld) or
nothing — in which case the folder is created directly under the objects node. Folders can be nested to any depth.

Each node has a path property — the dot-separated browse path from the objects node,
e.g. Objects.Plant.Linel.Machinel.Temperature . This path is the PLCcom distinguishing feature: clients can address nodes
directly via this readable path without needing to know the internal Nodeld.

UaRolePermissions.WITHOUT_RESTRICTIONS is the simplest permission level — all clients may read and write the node. For role-
based access control, more differentiated permissions are available — see Server Workshop 12a.
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5. Variables and Data Types
Reference: Server Workshop 11, 14, 15 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

5.1 Scalar Variables

server.CreateVariable<T>() creates a variable in the address space. The generic type parameter <T> determines the OPC UA
data type of the variable — double becomes Double, int becomes Int32, bool becomes Boolean and so on. The SDK sets
the DataType attribute automatically and correctly.

Variables can be created with an initial value. With readonly: true the variable becomes write-protected — the server

automatically returns BadNotWritable for any client write attempt.

5.2 Array Variables

server.CreateArrayVariable<T>() creates an array variable. The valueRank attribute is automatically set to oneDimension .
Clients see a typed array value, e.g. Double[] .

5.3 Engineering Units and EU Range

For process variables, engineering units and the valid value range can be set. This information appears as properties ( EURange ,
EngineeringUnits ) under the variable in the address space and is used by SCADA systems and HMIs for correct display.

_

variable.SetEURange(min, max) Set valid value range

variable.SetEngineeringUnits(unit) Setunit, e.g. "C", "bar", "%RH"

5.4 Custom Data Types

The SDK supports the definition of custom structured data types (structs). These are registered in the address space as type nodes
and can be read and decoded by clients. Details — see Server Workshop 15.
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6. Reacting to Client Write Access
Reference: Server Workshop 11 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

When an OPC UA client writes a value, the write operation passes through two phases that the SDK signals via events.

6.1 WriteValidation — Before Writing

The writevalidation event is called before the value is written to the address space. All internal server checks — access rights,
data type, value range — have already taken place at this point. The handler receives all items of the write operation as a batch and
can reject individual items by setting item.StatusCode to a Bad status code. It can also modify the value before writing by
overwriting item.value .

Performance note: writevalidation runs synchronously on the server write thread. Blocking operations — device
communication, database access, slow network calls — delay the entire write operation and can block other clients. For
forwarding to devices, the asynchronous pattern is recommended: return Good immediately and forward via Task.Run() or
a queue in the background. If waiting for the device response is necessary, always use a short timeout and return
BadNoCommunication if exceeded.

6.2 ValuesWritten — After Writing

The valueswritten event is called after the value has been successfully written to the address space. The client has already
received a Good response at this point. This event is suitable for logging, forwarding to devices and triggering follow-up actions. If
Writevalidation rejected an item, valueswritten is not fired for that item.
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7. Pushing Values to Clients
Reference: Server Workshop 11 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Setting variable.value is the central operation for transmitting process data to clients. Every assignment automatically triggers a
DataChange natification to all clients that have an active subscription on that variable. Client polling is not required — this is the
OPC UA publish/subscribe model.

In practice, variable values are typically updated from a background thread — from a PLC driver, a database poller or another data
source. The SDK is thread-safe: variable.value can be set from any thread.

The timestamp of the notification is automatically set to DateTime.uUtcNow . If a specific source timestamp should be set — such as
the measurement time from the device — variable.SetValue(value, sourceTimestamp) can be used.

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page ']O


https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

PLCcom.Opc.Ua.Sdk Pl'mcjcgm.
Indi.An GmbH - SDK Version 10.xx - .NET -

8. Methods
Reference: Server Workshop 13 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA methods are callable functions in the address space — comparable to remote procedure calls. Clients can browse
methods, read their input and output argument definitions and invoke them via the OPC UA Call service. Typical use cases are
resetting counters, starting and stopping processes, server-side calculations or triggering configuration changes.

server.CreateMethod() creates a method under a parent object or folder. The handler lambda is called when a client invokes the
method. inputArgs contains the arguments passed by the client in the defined order, outputArgs is an array that the handler
fills with return values. ServiceResult.Good as the return value signals success to the client.

Input and output arguments are defined as Argument[] arrays. Each Argument object describes name, data type
(DataTypelds.* ), ValueRank (scalar or array) and a description. This metadata appears in the address space and is displayed by
OPC UA dients in their call dialogs.

Methods can access server-side variables and read and write their values. When a method changes the value of a variable, all
clients that have subscribed to that variable are automatically notified — exactly as with a direct assignment via variable.value .
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9. User Authentication
Reference: Server Workshop 12a, 12b — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

9.1 Token Type Configuration

Which authentication methods the server accepts is configured via UserTokenPolicies in the UaServerConfiguration . Only the
token types listed there are accepted from clients.

foken Type

Anonymous No authentication Only when explicitly required
UserName Username + password Only with SignAndEncrypt
Certificate X.509 certificate Recommended for M2M

9.2 UaUserManager

The uauserManager manages users and their certificates on the server side. Users are added with Adduser() , certificate users are
authorized with AddcertificateUser() via the thumbprint of the client certificate.

_

server.UserManager.AddUser(username, password) Add user with password
server.UserManager.AddCertificateUser(thumbprint) Authorize user by certificate thumbprint
server.UserManager.RemoveUser (username) Remove user

9.3 Custom Validator

For complex authentication logic — such as LDAP integration, database queries or custom password policies — a custom validator
can be implemented. The IuacCredentialvalidator interface enables full control over the authentication decision. Details — see
Server Workshop 12b.
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10. Alarms & Conditions
Reference: Server Workshop 21 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA alarms and conditions (Part 9 of the specification) extend the event model with stateful alarms that have a complete
lifecycle: alarms become active, can be acknowledged and confirmed by clients, and are eventually resolved. The server manages
the state of each alarm and automatically notifies all connected clients about state changes.

For a node to send alarms, server.EnableEvents() must be called on the parent node. Events propagate automatically upward
—an alarm on Machinel is also visible to clients that have subscribed to the Plant or server node.

The SDK supports all OPC UA alarm types:

AlarmConditionType is the general alarm. It has two states — active and inactive — and supports acknowledgement
(Acknowledge ) and confirmation ( Confirm ). alarm.Activate(message, severity) activates the alarm,
alarm.Deactivate(message) resolves it.

ExclusiveLimitAlarmType is a limit alarm with multiple escalation levels. Only one level can be active at a time — hence
"Exclusive”. Typical levels are Low, High and HighHigh . alarm.Activate(LimitAlarmStates.HighHigh, message, severity)
activates the corresponding level.

DiscreteAlarmType is triggered by a boolean state — e.g. when a pump stops or a switch trips. The API is identical to
AlarmConditionType .

DialogConditionType is a special alarm type that requires a user response. The server presents the operator with a question with
predefined response options. dialog.Respond(optionIndex) simulates the operator's response server-side.

Severity levels (EventSeverity):

_

EventSeverity.Low 1-333 Informational, normal operation
EventSeverity.Medium 334-666 Warning, attention required
EventSeverity.High 667-1000 Critical, immediate action required
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11. Simple Events
Reference: Server Workshop 61 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Simple events are discrete event notifications without a state model — one-time messages describing something that happened.
Unlike alarms, simple events have no lifecycle: they are sent once and that is it. Typical use cases are status messages, process
transitions, operator actions or diagnostic messages.

Before events can be sent on a node, server.EnableEvents(node) must be called. This call sets the EventNotifier attribute of
the node and signals to clients that they can subscribe to events from this node. Events propagate automatically upward in the
address space — an event on Machinel is also delivered to clients that have subscribed to the plant or server node.

server.FireEvent(node, message, severity) sends an event to all clients that have subscribed to the node or one of its
ancestors. The severity ( EventSeverity ) determines the urgency of the event and is typically displayed by clients as a color or
numeric value in the event view.

Events can also be sent at server startup — for example to inform clients that the server started successfully. Clients not yet
connected at that time will not receive the event, as simple events are not historized. For historized events — see chapter 12.
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12. Historical Data
Reference: Server Workshop 31, 32, 33, 34, 35 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA Historical Access (Part 11 of the specification) allows clients to query past measurement values and events from the server.
This is useful for trend displays in HMI/SCADA systems, data analysis, reporting and audit trails.

12.1 Enabling Historization

server.EnableHistory(variable, maxEntries) enables historization for a variable. The SDK sets the Historizing attribute of
the variable to true — clients can read this attribute to check whether historical data is available. maxeEntries limits the internal
memory buffer — when the buffer is full, the oldest entries are displaced (ring buffer behavior).

12.2 Recording Values

server.RecordHistoryValue(variable, timestamp) stores the current value of the variable with the given timestamp. It is
important to use the same timestamp for the variable update and the history entry to ensure consistency between the current
value and the history.

In practice, RecordHistoryvalue() is typically called in the same cycle as the assignment to variable.value — i.e. whenever a
new measurement value arrives from the device.

12.3 Historical Events

In addition to data values, events can also be historized. server.EnableEventHistory(node, maxEntries) enables event
historization on a node. All events sent via server.FireEvent() on this node are automatically stored and can be queried by
clients via the HistoryRead service.

12.4 History Update

The SDK also supports subsequent insertion, replacement and deletion of historical values via the Historyupdate service. This is
useful when measurement values from external sources need to be added retroactively or erroneous values need to be corrected.
Details — see Server Workshop 32.

12.5 Custom History Store

By default, the SDK stores historical data in memory. For production environments — where data must be stored persistently and
remain available across server restarts — a custom history store can be implemented. The IHistorystore interface enables the
connection of any storage backend: SQL databases, InfluxDB, file systems or custom solutions. For historical events, the
IEventHistoryStore interface is available. Details — see Server Workshop 34 and 35.
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13. Dynamic Nodes
Reference: Server Workshop 17 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

In some applications the structure of the address space is not static — nodes must be added or removed at runtime. Typical
scenarios are dynamically configurable plants where machines or sensors are added or removed at runtime, or systems that build
their address space from a database or configuration file.

The SDK supports dynamic addition and removal of nodes at runtime. New nodes are created with the same createFolder() and
Createvariable() methods as during the initial address space build. Connected clients are automatically informed about changes
— provided they have subscribed to the corresponding area of the address space.

Nodes can be removed again with server.RemoveNode(nodeId) . Clients that have a subscription on a removed node receive a
corresponding status code notification.
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14. Multiple Namespaces
Reference: Server Workshop 16 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

By default, all application nodes are created in the namespace with index 2 — the application namespace whose URI is defined in
UaServerConfiguration.NamespaceUri . For more complex applications it can make sense to organize nodes in multiple
namespaces — for example to clearly separate different device classes, locations or functional areas.

Additional namespaces are registered with server.AddNamespace(uri) . The return value is the namespace index used when
creating nodes in this namespace. Clients see all namespaces in the server's NamespaceArray variable and can interpret Nodelds
accordingly.
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15. NodeSet Import
Reference: Server Workshop 41 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA NodeSet? files are XML files that describe a complete address space or parts of it. They are published by device
manufacturers and standardization bodies to ensure interoperability between different systems. Many industry standards — such
as OPC UA for Machinery, OPC UA for Robotics or vendor-specific companion specifications — are provided as NodeSet2 files.

The SDK can import NodeSet?2 files directly and automatically build the described address space.
server.ImportNodeSet(filePath) reads the XML file and creates all nodes defined in it in the address space. Type definitions,
references and hierarchies are fully adopted.

After import, the imported variables can be used like normal SDK variables — setting values, firing events, enabling historization.
The import replaces the manual creation of the address space and ensures that the node structure exactly matches the
specification.
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16. Logging
Reference: Server Workshop 51 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

The SDK outputs internal messages via the LogMessage event. Each message contains a log level (UaLogLevel ) and the message
text. By registering a handler, the application can forward these messages to its own logging system — whether that is
Microsoft.Extensions.Logging , Serilog, NLog or a custom system.

The log level is set with server.SetLogLevel(UaLoglLevel.Debug) . In production, Warning or Error is recommended — Debug
provides very detailed information about every service call and is only suitable for troubleshooting.

Debug Very detailed — all service calls, internal processes
Info Connection establishment, session events
Warning Unexpected states that do not lead to errors
Error Errors that affect operation
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17. Reverse Connect
Reference: Server Workshop 71 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

In the standard OPC UA configuration, the server waits for incoming connections from clients. This requires the server to be
reachable from outside — i.e. to have an open port. In many industrial environments this is not possible: the server is behind a
firewall that blocks incoming connections but allows outgoing ones.

Reverse Connect reverses the connection direction: the server initiates the TCP connection to the client. The client opens a listening
port for this and waits for an incoming ReverseHello message from the server. Once received, the client establishes the OPC UA
session over the server-initiated TCP connection.

server.AddReverseConnection(clientUrl, timeout) configures a reverse connect target. The server periodically sends
ReverseHello messages to the specified URL and waits for the client’s session request. timeout determines how long the server
waits for the client's response.

An important note on hostname configuration: with reverse connect, the server sends its own endpoint URL in the ReverseHello
message. The client uses this URL to establish the session. If server and client resolve localhost differently — for example to
different network adapters — the connection will fail. In production environments, the real hostname should therefore be used
instead of localhost inthe BaseAddresses, or EndpointHostMode.NormalizeToHostname should be set.

The server can simultaneously operate normal endpoints (on which it listens) and reverse connect targets. Both connection types
are fully equivalent — after connection establishment, a reverse connect session behaves identically to a normal session.
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18. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com

® Sales: sales@indi-an.com

o  Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
® NuGet package: https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/

e Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet
e Security Guide: Appendix A of this document

Change History

_
1.0

2026-04 Initial version

END OF DOCUMENT
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