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1. About This Document

This PubSub Guide describes all functions of the PLCcom.Opc.Ua.PubSub add-on for .NET. It is intended for developers integrating
OPC UA PubSub publisher or subscriber functionality into their own applications.

The guide is conceptual in structure. Each chapter explains the underlying concept, describes the relevant classes and parameters,
and refers to the corresponding workshop example in the GitHub repository. The examples are fully commented and ready to run
— code is deliberately not repeated in this document to avoid duplication.

— https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet
Security-related topics — MQTT TLS, PKI, certificate management — are described in Appendix A: Security Guide, section 10.

This add-on requires the PLCcom.0pc.Ua.Sdk NuGet package and a valid PLCcom license with PubSub add-on (Client + PubSub
or Client + Server + PubSub).
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2. What is OPC UA PubSub?

OPC UA PubSub (Part 14 of the OPC UA specification) is a communication model that complements the classic Client/Server
model. Instead of a client explicitly requesting data from a server, a publisher sends data sets to one or more subscribers —
without the subscribers needing to establish a connection to the publisher.

This decoupled model has significant advantages in certain scenarios:

_ Why ubSub s better suited

Many subscribers for the same data Publisher sends once — all subscribers receive simultaneously
High-frequency data streams No per-subscriber polling overhead

Cloud and loT integration MQTT/JSON is natively consumable by any MQTT client
Firewall-restricted environments UDP multicast or MQTT broker — no direct TCP connection required
Bandwidth-constrained networks Delta frames transmit only changed values

OPC UA PubSub does not replace Client/Server — it complements it. For interactive operations (write, method call, browse),
Client/Server remains the right choice. For continuous data distribution to multiple consumers, PubSub is significantly more
efficient.

2.1 Key Concepts

Publisher Sends data sets periodically over a configured transport

Subscriber Receives data sets and raises a DataReceived event

DataSet A named group of fields published together

Field A single value within a DataSet, identified by name

WriterGroup Groups DataSetWriters with a shared publishing interval

NetworkMessage The encoded message sent over the transport

KeyFrame A message containing all field values

DeltaFrame A message containing only changed field values

Publisherld Unique identifier of a publisher — used by subscribers to filter
messages
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2.2 Transport Overview

PLCcom

—— by ndiAn Germany

m

UDP Unicast UADP binary
UDP Multicast UADP binary
UDP Broadcast UADP binary
MQTT UADP UADP binary
MQTT JSON JSON

No

Yes

Yes

Point-to-point, local network

One-to-many, local network

Broadcast within a local network

Compact, broker-based

Cloud, cross-system, human-readable
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3. Installation & Licensing

The PubSub add-on is a separate NuGet package that depends on PLCcom.Opc.Ua.Sdk .
NuGet Package Manager (Visual Studio):

Search for PLCcom.Opc.Ua.Pubsub in the NuGet Package Manager and install the package.

Package Manager Console:

Install-Package PLCcom.Opc.Ua.PubSub

dotnet CLI:

dotnet add package PLCcom.Opc.Ua.PubSub

Official package page: — https://www.nuget.org/packages/PLCcom.Opc.Ua.PubSub/

Import namespace:

using PLCcom.Opc.Ua;
using PLCcom.Opc.Ua.PubSub.Sdk;

3.1 Licensing

License information is passed as the first two parameters when creating a UaPublisher or UaSubscriber instance. The same
license credentials are used as for uaclient and uaserver — provided the license includes the PubSub add-on.

using var publisher = new UaPublisher(LicenseUserName, LicenseSerial, config);
using var subscriber = new UaSubscriber(LicenseUserName, LicenseSerial, config);

The current license status can be queried via publisher.LicenceMessage Or subscriber.lLicenceMessage .

A free trial license for evaluation purposes is available at: — https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/
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4. UaPublisher Overview
Reference: PubSub Workshops 11, 13, 15, 21, 23, 31, 33 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

The vaPublisher class is the central entry point for all publishing operations. One instance represents a complete OPC UA
PubSub publisher — with transport configuration, data sets and publishing lifecycle. The publisher periodically sends
NetworkMessages containing the current values of all configured fields.

UaPublisher implements IDisposable . When used in a using block, the publisher is automatically stopped when leaving the
block and all resources are released.

Important methods:

_

UaPublisher(user, serial, config) Constructor — license and UaPublisherConfiguration

Start() Start publishing — sends NetworkMessages at the configured interval
Stop() Stop publishing

WriteValue(dataSetName, fieldName, value) Write a single field value to the internal data store
WriteValues(dataSetName, values) Write multiple field values in one call

Dispose() Stop and release resources

Important properties:

IsRunning Whether the publisher is currently active
LicenceMessage Current license status as readable text
PublisherId The publisher ID as configured

Important events:

Certificatevalidation Broker presents a TLS certificate that requires validation (sMQTT only)

4.1 Data Flow

Values written via writevalue() are stored in the publisher's internal data store. The publishing engine picks them up at the next
interval tick and includes them in the outgoing NetworkMessage. Fields that have not been written are published with
StatusCodes.BadWaitingForInitialData until a value is written for the first time.

Writevalue() can be called at any time — before or after start() . Values are buffered and picked up at the next publish cycle.
This means the publishing interval and the value update rate are independent — values can be updated faster or slower than the
publishing interval.
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5. UaSubscriber Overview
Reference: PubSub Workshops 12, 14, 16, 22, 24, 32, 34 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

The vasubscriber class is the central entry point for all subscribing operations. One instance represents a complete OPC UA
PubSub subscriber — with transport configuration, data set readers and event-driven message delivery. The subscriber listens for
incoming NetworkMessages and raises the DataReceived event for each matching message.

UaSubscriber implements IDisposable . When used in a using block, the subscriber is automatically stopped when leaving the
block and all resources are released.

Important methods:

_

UaSubscriber(user, serial, config) Constructor — license and UaSubscriberConfiguration
Start() Start listening for incoming messages

Stop() Stop listening

Dispose() Stop and release resources

Important properties:

IsRunning Whether the subscriber is currently active

LicenceMessage Current license status as readable text

Important events:

DataReceived A matching NetworkMessage was received and decoded

Certificatevalidation Broker presents a TLS certificate that requires validation (sMQTT only)
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5.1 DataReceived Event

The DataReceived event is raised on a background thread. If Ul elements need to be updated, the appropriate dispatcher
mechanism must be used (e.g. Control.Invoke in WinForms, Dispatcher.Invoke in WPF).

The PubsubDataReceivedEventArgs object contains:

Property

PublisherId Publisher ID of the sender

DataSetName Name of the received data set

Fields Dictionary of field name — DataValue

Timestamp Publisher timestamp of the message

SequenceNumber Sequence number — can be used to detect missed messages
IsKeyFrame true = allfields present, false = only changed fields (DeltaFrame)
Source Source description (UDP address or MQTT topic)
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6. Transport Modes

The transport mode is configured via WithTransport(PubSubTransportMode mode, string endpoint) on both

UaPublisherConfiguration and UaSubscriberConfiguration .

DirectUnicast UADP binary opc.udp://
DirectMulticast UADP binary No opc.udp://
DirectBroadcast UADP binary No opc.udp://
BrokerMqttUadp UADP binary Yes mqgtt:// or mqtts://
BrokerMgttJson JSON Yes mqtt:// or mqtts://

For broker-based transports, mqtts:// activates TLS. withMqttT1ls() must be called additionally to configure the PKI store — see
chapter 13.

The reconnect interval for MQTT connections is configurable via withReconnectInterval(milliseconds) . Default is 5000 ms. This
setting has no effect for UDP transports.
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7. Network Interface Selection

Both uaPublisherConfiguration and UaSubscriberConfiguration require at least one network interface to be specified via
WithNetworkInterface(name) . This is intentional — explicit network adapter selection is required for security and CRA compliance.
Omitting this call results in an InvalidoperationException when starting.

The NetworkInterfaces class provides predefined constants for common scenarios:

__

NetworkInterfaces.All Bl Use all active adapters — OS chooses the
outgoing adapter

NetworkInterfaces.Loopback "$loopback" Use only the loopback adapter (127.0.0.1) —
for local testing
Alternatively, the exact OS adapter name can be passed as a plain string, e.g. "Ethernet" or "Wi-Fi" .

Multiple calls to withNetworkInterface() are additive — all specified adapters are used. If NetworkInterfaces.All is present, it
takes precedence over all other entries.

Finding available adapter names:

Windows CMD: netsh interface show interface
PowerShell: Get-NetAdapter | Select-Object Name, Status, LinkSpeed
Linux: ip link show
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8. UDP Unicast (DirectUnicast)
Reference: PubSub Workshops 11, 12 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

UDP Unicast is the simplest PubSub transport — the publisher sends UADP-encoded UDP datagrams directly to a single
subscriber IP address and port. No broker is required. This is ideal for simple, direct machine-to-machine communication on a local
network.

The publisher and subscriber must be configured with the same endpoint URL. The publisher sends to that address, the subscriber

listens on that address.

8.1 Discovery

For UDP Unicast, the subscriber needs to know the field layout of the publisher’s data sets in advance — either by pre-configuring
the fields with AddField() , or by using the OPC UA PubSub Discovery mechanism.

withDiscovery(discoveryEndpoint) configures a separate UDP port for metadata exchange. When the subscriber starts, it sends
a DataSetMetaData probe to the publisher’'s discovery address. The publisher responds with the complete field layout, so the
subscriber does not need to pre-configure fields.

Publisher and subscriber must be configured with the same discovery endpoint URL. The discovery endpoint is typically on a
different port than the data endpoint — e.g. data on port 4840, discovery on port 4841.

8.2 Static vs. Dynamic Field Configuration

AddDataSetReader(..., ds => ds.AddField(...)) Field layout known in advance — recommended for production

AddDataSetReader(publisherId, dataSetName) without Field layout discovered at runtime — requires publisher to be running
fields + WithDiscovery()
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9. UDP Multicast (DirectMulticast)
Reference: PubSub Workshops 13, 14 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

UDP Multicast sends UADP-encoded datagrams to a multicast group address. All subscribers that have joined the multicast group
receive the messages simultaneously — without the publisher needing to know how many subscribers exist or where they are. No
broker is required.

Multicast addresses are in the range 224.0.0.0 to 239.255.255.255. The recommended range for OPC UA PubSub is 239.0.0.0/8
(administratively scoped). Publisher and subscriber must use the same multicast address and port.

Multicast requires network infrastructure support — managed switches must have IGMP snooping enabled to forward multicast
traffic correctly. In simple unmanaged switch environments, multicast typically works without additional configuration.

Unlike Unicast, Multicast does not support the OPC UA Discovery mechanism — the field layout must be pre-configured with
AddField() on the subscriber side.

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page ']3


https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

PLCcom.Opc.Ua.Sdk Pl‘bcjcgm.
Indi.An GmbH - SDK Version 10.xx - .NET -

10. UDP Broadcast (DirectBroadcast)

Reference: PubSub Workshops 15, 16 -> https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

UDP Broadcast sends UADP-encoded datagrams to a broadcast address such as opc.udp://255.255.255.255:4840 . All reachable
hosts in the local broadcast domain can receive the messages. No broker is required.

Broadcast can be useful for simple local networks, lab setups or discovery-like data distribution in a controlled network segment. It
should be used deliberately because broadcast traffic is visible to every host in the broadcast domain and may be filtered by
routers or network policies.

Publisher and subscriber must use the same broadcast endpoint and port. Like multicast, broadcast does not use the OPC UA
PubSub Discovery mechanism in these workshops; the field layout is pre-configured on the subscriber side.
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11. MQTT with UADP Encoding (BrokerMqttUadp)
Reference: PubSub Workshops 21, 22 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

MQTT with UADP encoding uses a standard MQTT broker as the transport infrastructure. The publisher connects to the broker
and publishes UADP binary-encoded NetworkMessages to MQTT topics. Subscribers connect to the same broker and subscribe to
the corresponding topics.

The MQTT topic structure follows the OPC UA PubSub specification:

opcua/data/<DataSetName> Data messages

opcua/metadata/<DataSetName> DataSetMetaData (published with RETAIN flag)

Because the metadata is published with the MQTT RETAIN flag, a subscriber that connects after the publisher has already started
will immediately receive the metadata and can decode incoming messages without pre-configured fields. This makes
AddDataSetReader () without AddField() a practical option for MQTT transports.

The broker URL uses the mqtt:// scheme for unencrypted connections (port 1883). For TLS, use mqtts:// — see chapter 13.
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12. MQTT with JSON Encoding (BrokerMqttJson)
Reference: PubSub Workshops 31, 32 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

MQTT with JSON encoding is the most interoperable PubSub transport. Messages are human-readable JSON and can be
consumed by any MQTT client — not just OPC UA clients. This makes it the natural choice for cloud integration, cross-system
communication and scenarios where the subscriber is not an OPC UA application.

The JSON encoding follows the OPC UA JSON NetworkMessage format (Part 6 of the specification). Each message contains the
publisher ID, data set writer ID, sequence number, timestamp and the field values as a JSON object.

The MQTT topic structure is identical to UADP — opcua/data/<DataSetName> for data and opcua/metadata/<DataSetName> for
metadata. The metadata is also published with the RETAIN flag, enabling dynamic field discovery for JSON subscribers.

UADP vs. JSON — when to choose which:

_

Message size Compact binary Larger text
Interoperability OPC UA clients only Any MQTT client
Human readability No Yes

Cloud integration Limited Native
Recommended for Factory floor, LAN Cloud, cross-system
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13. sMQTT — MQTT over TLS
Reference: PubSub Workshops 23, 24, 33, 34 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

sMQTT (secure MQTT) is standard MQTT over TLS/SSL on port 8883. The connection is encrypted and the broker’s identity is
verified using X.509 certificates. This is the recommended configuration for production deployments and any communication over
untrusted networks.

TLS is activated by using the mqtts:// scheme in the endpoint URL and calling withMqttT1s(pkiBase) on the configuration. The

pkiBase parameter specifies the root directory of the PKI store.

12.1 PKI Store

WithMqttTls(pkiBase) creates the following directory structure:

<pkiBase>/

F—— trusted/

| F—— certs/ « directly trusted broker certificates

| L— cr1/ « certificate revocation lists

F—— issuers/

| F—— certs/ « trusted CA/issuer certificates

| L— cr1/ « issuer revocation lists

L rejected/ « certificates rejected on first contact

On first connection, the broker certificate is placed in rejected/ . The operator copies it to trusted/certs/ (direct trust) or
issuers/certs/ (trust all certificates signed by this CA). On the next connection attempt the certificate is accepted.

12.2 CertificateValidation Event

The certificatevalidation eventon UaPublisher and UaSubscriber is fired when the broker presents a certificate that is not
yet trusted by the PKI store. Setting e.Accept = true accepts the certificate for this connection.

For development and testing, the event handler can accept all certificates unconditionally. For production, the PKI store should be

used instead.

12.3 Broker Setup (Eclipse Mosquitto)

A minimal Mosquitto TLS configuration:

listener 8883

cafile /path/to/ca.crt
certfile /path/to/broker.crt
keyfile /path/to/broker.key

The CA certificate ( ca.crt ) must be copied to <pkiBase>/issuers/certs/ on the publisher/subscriber side to establish trust.
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14. Mutual TLS (mTLS)
Reference: PubSub Workshops 23, 24, 33, 34 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Mutual TLS (mTLS) extends server-only TLS with client authentication — the broker also verifies the identity of the publisher or
subscriber. This is required when the broker is configured with require_certificate true.

A client certificate in PFX format is required. The uaPubsubCertificate class manages the certificate lifecycle.

13.1 UaPubSubCertificate

UaPubSubCertificate manages X.509 certificates for MQTT TLS. It follows the same pattern as uvaclientCertificate — load
existing, build new, check validity.

_

UaPubSubCertificate.Load(pkiBase, alias, password) Load existing certificate — returns null if not present or invalid

UaPubSubCertificate.LoadOwnCertificate(pkiBase, Load with detailed result including failure reason
alias, password, format)

new UaPubSubCertificate(...).Build(overwrite) Create new self-signed certificate

CheckValidity() Check whether the certificate is temporally valid

13.2 Certificate Format

For mTLS, the client certificate must be in PFX format (certificate + private key in a single file). The certificateFormat.Pfx
parameter must be specified when loading.

var result = UaPubSubCertificate.LoadOwnCertificate(
"./pki", "mqtt_client", "password",
UaPubSubCertificate.CertificateFormat.Pfx);

if (!result.Success)
{
// Certificate not found or invalid — create new one
var cert = new UaPubSubCertificate("./pki", "password", "mqtt_client", 720);
cert.Build(overwrite: true);
result = UaPubSubCertificate.LoadOwnCertificate(
"./pki", "mqtt_client", "password",
UaPubSubCertificate.CertificateFormat.Pfx);
b

config.WithMqttTls("./pki", result.Certificate);

13.3 Broker Configuration for mTLS

listener 8883

cafile /path/to/ca.crt
certfile /path/to/broker.crt
keyfile /path/to/broker.key
require_certificate true

The client certificate must be signed by the same CA as the broker certificate, or the broker must be configured to trust the client
certificate directly.
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15. Dynamic Field Discovery

Reference: PubSub Workshop 12 (UDP Unicast with Discovery) — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-
dotnet

Dynamic field discovery allows a subscriber to receive the field layout of a data set automatically at runtime — without pre-
configuring the fields with AddField() . The mechanism differs between UDP and MQTT transports.

14.1 UDP Discovery

For UDP transports, discovery uses the OPC UA PubSub Discovery mechanism (Part 14, section 7.2.4.6):

1. The publisher is configured with withDiscovery(discoveryEndpoint) — a separate UDP port for metadata requests.
2. The subscriber is configured with withDiscovery(discoveryEndpoint) pointing to the same address.

3. On startup, the subscriber sends a DataSetMetaData probe to the publisher’s discovery address.
4. The publisher responds with the complete field layout.
5

The subscriber uses this metadata to decode incoming messages.

This requires the publisher to be running and reachable at the discovery address when the subscriber starts.

14.2 MQTT Discovery

For MQTT transports, discovery is simpler — the publisher publishes DataSetMetaData to opcua/metadata/<DataSetName> with
the MQTT RETAIN flag. Any subscriber that connects — even after the publisher has started — immediately receives the retained
metadata message and can decode incoming data messages without pre-configured fields.

AddDataSetReader(publisherId, dataSetName) without the configure lambda uses dynamic discovery. This is the
recommended approach for MQTT transports.

14.3 Static vs. Dynamic — Recommendation

Recommended approaCh

UDP Unicast Static AddField() for production; dynamic with
WithDiscovery() fordevelopment

UDP Multicast Static AddField() — discovery notsupported for multicast
MQTT UADP Dynamic (no AddField() ) — RETAIN metadata makes this reliable
MQTT JSON Dynamic (no AddField() ) — RETAIN metadata makes this reliable
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16. Delta Frames and Key Frames
OPC UA PubSub supports two message types to reduce bandwidth:

Key Frame — contains all field values of the data set, regardless of whether they changed since the last message. Every subscriber
can reconstruct the complete current state from a single key frame.

Delta Frame — contains only the fields that changed since the last key frame. This significantly reduces message size when most
values are stable.

The withKeyFrameCount(count) method on DataSetConfiguration controls how often a key frame is sent:

Value Behavior

1 Every message is a key frame — no delta optimization
10 (default) Every 10th message is a key frame, messages 2-9 are delta frames
uint.MaxValue Only the first message is a key frame — maximum bandwidth savings

On the subscriber side, e.IskeyFrame inthe DataReceived event indicates whether the received message is a key frame or a
delta frame. For delta frames, e.Fields contains only the changed fields — not all fields. Applications that need the complete
current state must maintain their own state and merge incoming delta frames.

For most applications, the default value of 10 is a good balance between bandwidth savings and subscriber simplicity.
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17. Multiple Data Sets

A single uaPublisher can publish multiple data sets simultaneously. Each data set has its own name, fields, publishing interval and
key frame count. Data sets are added with AddDataSet() on the uUaPublisherConfiguration .

var config = UaPublisherConfiguration.Build("MyPublisher", "opcua:MyMachine")

.WithNetworkInterface(NetworkInterfaces.All)
.WithTransport(PubSubTransportMode.BrokerMgttison, "mqgtt://broker.local:1883")
.AddDataSet("FastSensors"”, ds => ds

.AddField("Temperature"”, new NodeId(1001, 2))

.AddField("Pressure", new NodeId(1002, 2))

.WithInterval(100)

.WithKeyFrameCount(10))
.AddDataSet("SlowMetrics"”, ds => ds

.AddField("TotalRuntime", new NodeId(2001, 2))

.AddField("ErrorCount", new NodeId(2002, 2))

.WithInterval(5000)

.WithKeyFrameCount(1));

Each data set is published independently according to its own interval. writevalue() and writevalues() always specify the data
set name as the first parameter to address the correct data set.

On the subscriber side, a single uasubscriber can subscribe to multiple data sets from the same or different publishers. Each
AddDataSetReader () call adds one reader. The DataReceived event is raised for each received data set message —
e.DataSetName and e.PublisherId identify which data set and publisher the message came from.
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18. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com

® Sales: sales@indi-an.com

o  Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/
® NuGet package: https://www.nuget.org/packages/PLCcom.Opc.Ua.PubSub/
e Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

e Security Guide: Appendix A of this document series

Change History

_
1.0

2026-05 Initial version

END OF DOCUMENT
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