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1. About This Document

This document is intended for developers who are using the PLCcom.Opc.Ua.Sdk for the first time. It explains what OPC UA is,
what the SDK provides, how to install and license it — and gives a first impression of how a server and a client are built.

The focus is deliberately on the overview and a quick start. Detailed descriptions of all API classes, parameters and concepts are
provided in the appendices to this document. Fully commented, ready-to-run code examples for all topics are available in the
public GitHub repository:

— https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Appendices to This Document

This document is the entry point of a documentation series. The following appendices cover the individual topics in depth:

Appendix A Security Guide PKI, certificate validation, security policies,
production deployment

Appendix B OPC UA Client Guide All client-side features — discovery,
connection, read, write, monitoring, alarms,
events, historical data, reverse connect

Appendix C OPC UA Server Guide All server-side features — address space,
variables, methods, alarms, events, historical
data, NodeSet import, logging, reverse

connect

Appendix D OPC UA PubSub Guide All PubSub features — publisher, subscriber,
transport modes, TLS, PKI, certificate
management
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2. Important Safety Notice

The SDK is a developer library. The security of the overall application is the responsibility of the integrator.

OPC UA provides a comprehensive security model — but only when configured correctly. The SDK provides all necessary
mechanisms but does not enforce any particular security configuration. Some settings that are convenient for development and
testing are not suitable for production and must not be used there:

® AutoAcceptUntrustedCertificates = true — accepts all certificates without validation

® sSecurityMode = None without explicit risk acceptance — no encryption, no signing

® Anonymous authentication without explicit risk acceptance — no user is identified

® Hardcoded passwords or private keys in source code

All security-related topics — PKI structure, certificate validation, security policies and concrete recommendations for production
deployment — are described in detail in Appendix A: Security Guide.
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3. What is OPC UA?

OPC UA (Unified Architecture) is a platform-independent, service-oriented communication standard for industrial automation,
defined by the OPC Foundation and standardized as IEC 62541. It was developed to overcome the weaknesses of the older OPC
Classic standards — in particular the dependency on Windows and COM/DCOM — and today provides a unified foundation for
communication between controllers, sensors, SCADA systems, MES, ERP and cloud services.

What distinguishes OPC UA from other industrial protocols is the combination of security, semantics and interoperability. Security
is not an afterthought but an integral part of the specification: encryption, signing and certificate authentication are defined at the
transport level. Semantics means that data is not just transmitted as raw values but in a structured address space with types,
hierarchies and metadata — a client can not only read a value but also understand what that value means, what unit it has and in
what context it exists. Interoperability means that any OPC UA client can communicate with any OPC UA server — regardless of
vendor, operating system or programming language.

The most important concepts at a glance:

_

Endpoint URL + security profile through which a server is reachable

Session Authenticated, stateful connection between client and server
Nodeld Unique address of a node in the address space

Address Space Hierarchical graph of nodes — folders, variables, objects, methods
Subscription Subscription for automatic change notifications

SecurityMode None , Sign or SignAndEncrypt

SecurityPolicy Algorithm for encryption and signing (e.g. Basic256Sha256, Aes256)
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4. What is the PLCcom.Opc.Ua.Sdk?

The PLCcom.Opc.Ua.Sdk is a .NET library for easy integration of OPC UA client, server and PubSub functionality into your own
applications. It is provided as a NuGet package and can be embedded in any .NET application — from console applications and
Windows services to desktop and web applications.

The SDK fully implements the OPC UA specification and abstracts the complexity of the protocol behind a clean, .NET-idiomatic API.
Instead of dealing with the details of the OPC UA binary protocol, certificate management or subscription mechanics, the developer
can focus on the actual application logic.

A distinctive feature of the PLCcom SDK is the addressing of nodes via readable browse paths. Instead of cryptic Nodelds like
ns=2;i=10219 , nodes can be addressed by their path in the address space — e.g. Objects.Plant.Linel.Machinel.Temperature .
The SDK automatically resolves the path to the corresponding Nodeld. This makes the code significantly more readable and
independent of server-specific Nodeld assignments.

The SDK provides:
e Complete OPC UA Client APl — discovery, connection, read, write, monitoring, alarms, events, historical data, complex data

types, reverse connect

e Complete OPC UA Server APl — address space, variables, methods, alarms, events, historical data, NodeSet import, dynamic
nodes, logging, reverse connect

e OPC UA PubSub APl — publisher and subscriber with UDP/UADP, MQTT/UADP and MQTT/JSON transport, including TLS
(available as separate NuGet package PLCcom.Opc.Ua.PubSub )

e Automatic PKI management — certificate generation, trust store, validation
e Support for all current security policies (RSA + ECC)
e NET 8, .NET9, .NET 10, .NET Standard 2.1, .NET Framework 4.7.2 /4.8

What the SDK is not:

The SDK is not a standalone application and not an OPC UA server that is simply started. It is embedded as a library into a host
application. The selection of security policies, authentication methods, certificate management and the entire application framework
are the responsibility of the integrator.
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5. Prerequisites

5.1 Development Environment

A NET-compatible development environment is required for development with the PLCcom.Opc.Ua.Sdk. Visual Studio 2022 or
higher is recommended, with .NET SDK 8.0 or higher. Visual Studio 2026 is recommended. Alternatively, JetBrains Rider, VS Code
with C# extension or any other .NET-compatible IDE will work.

Requirement Minimum Version

Visual Studio 2022 or higher (VS 2026 recommended)
.NET SDK 8.0 or higher
NuGet included with Visual Studio

5.2 Supported Target Frameworks

The SDK supports all current .NET versions as well as .NET Standard 2.1 for cross-platform libraries and the classic .NET Framework
versions for existing Windows applications.

.NET 8.0 v
.NET 9.0 v
.NET 10.0 v
.NET Standard 2.1 v
.NET Framework 4.7.2 v
.NET Framework 4.8 v

5.3 Operating System

Windows, Linux and macOS are fully supported. For opc.https:// endpoints, ASP.NET Core / Kestrel is required, which is included
in all modern .NET versions.
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6. Installation

6.1 Main SDK

The SDK is provided as a NuGet package and can be installed directly from the NuGet Package Manager in Visual Studio.
Alternatively, the Package Manager Console and the dotnet CLI are available.

NuGet Package Manager (Visual Studio):
Search for pLCcom.0Opc.Ua.Sdk in the NuGet Package Manager and install the package into your project.

Package Manager Console:

I Install-Package PLCcom.Opc.Ua.Sdk

dotnet CLI:

I dotnet add package PLCcom.Opc.Ua.Sdk

Official package page: — https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/

6.2 PubSub Add-on Package

OPC UA PubSub functionality is provided as a separate NuGet package. It is an add-on to the main SDK and must be installed in
addition:

Package Manager Console:

I Install-Package PLCcom.Opc.Ua.PubSub

dotnet CLI:

I dotnet add package PLCcom.Opc.Ua.PubSub

Official package page: — https://www.nuget.org/packages/PLCcom.Opc.Ua.PubSub/
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7. Licensing

The SDK requires valid license data — username and serial number — from the license document. These are passed as the first
parameters when creating a server, client or publisher/subscriber instance and are verified against the license server at startup.

// Server
var server = new UaServer("<Username>", "<SerialNumber>");

// Client
var client = new UaClient("<Username>", "<SerialNumber>", sessionConfig);

// Publisher (PubSub)
var publisher = new UaPublisher("<Username>", "<SerialNumber>", pubSubConfig);

// Subscriber (PubSub)
var subscriber = new UaSubscriber("<Username>", "<SerialNumber>", pubSubConfig);

The current license status can be queried at any time via client.GetLicenceMessage() , server.GetlLicenceMessage(),

publisher.GetLicenceMessage() OF subscriber.GetLicenceMessage() . This is particularly useful on first startup to ensure that

the license data has been passed correctly.

Note: The PubSub add-on package (PLCcom.Opc.Ua.Pubsub ) is covered by the same license as the main SDK. No separate
license is required — the same username and serial number are used for both.

Note: License data does not belong in source code. Use configuration files, environment variables or a secret manager to
store license data securely and load it at runtime.

A free trial license for evaluation purposes is available at: — https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-download/
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8. Workshops & Sample Code

All code examples are in the public GitHub repository. Each sample project is fully commented, ready to run and focused on a
specific learning objective. The workshops build on each other — it is recommended to start with Client Workshop 11 (Server
Discovery) and Client Workshop 12 (Connect Endpoint).

— https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Many client workshops are paired with a matching server workshop. The server must be started first, then the client. The pairing is
documented in the README file of the repository.

Client Workshops

——
Client 11 Server discovery
Client 12 Connect endpoint
Client 13 User authentication
Client 14 Certificate authentication
Client 15 Browse by Nodeld
Client 16 Browse by path
Client 19 Enable debug tracing
Client 21 Read/write by Nodeld
Client 22 Read/write by path
Client 23 Monitoring
Client 24 Simple method calls
Client 25 Advanced calls with structs
Client 26 Read attributes
Client 27 Registered read/write
Client 31-33 Alarms & conditions
Client 41-44 Historical data
Client 51 Complex data types
Client 61 Simple events
Client 71 Reverse connect

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page 10


https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

PLCcom.Opc.Ua.Sdk
Indi.An GmbH - SDK Version 10.xx - .NET

Server Workshops

PLCcom

—— by ndiAn Germany

_

Server 11

Server 12a

Server 12b

Server 13

Server 14

Server 15

Server 16

Server 17

Server 19

Server 21

Server 31

Server 32

Server 33

Server 34

Server 35

Server 41

Server 51

Server 61

Server 71

Indi.,An GmbH - Flughafenallee 3 - D-28199 Bremen -

Simple server — address space, variables, client write reaction

User authentication (username/password)

Custom auth validator

Methods

Variables and arrays

Custom data types

Multiple namespaces

Dynamic nodes

Advanced server

Alarm conditions

Historical access

Historical update

Historical events

Custom history store

Custom event history store

NodeSet import

Logging

Simple events

Reverse connect
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PubSub Workshops

The PubSub workshops require the PLCcom.Opc.Ua.Pubsub add-on package (see section 6.2).

_

PubSub 11 UADP Unicast Publisher
PubSub 12 UADP Unicast Subscriber
PubSub 13 UADP Multicast Publisher
PubSub 14 UADP Multicast Subscriber
PubSub 15 UADP Broadcast Publisher
PubSub 16 UADP Broadcast Subscriber
PubSub 21 MQTT UADP Publisher
PubSub 22 MQTT UADP Subscriber
PubSub 23 sMQTT UADP Publisher (TLS)
PubSub 24 sMQTT UADP Subscriber (TLS)
PubSub 31 MQTT JSON Publisher
PubSub 32 MQTT JSON Subscriber
PubSub 33 sMQTT JSON Publisher (TLS)
PubSub 34 sMQTT JSON Subscriber (TLS)
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9. First Client — Getting Started
Reference: Client Workshop 11, 12 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

An OPC UA client with the PLCcom SDK connects in three steps: query endpoints, create SessionConfiguration, connect.

Before a connection is established, the client queries all available endpoints of the server with vaclient.GetEndpoints() . An
endpoint describes a concrete connection option — URL, security mode and security policy.
UaClient.SortEndpointsBySecurityLevel() sorts the list by security level. For development and testing, the first (least secure)
endpoint is typically chosen; for production, a secured one.

From the selected endpoint, a complete configuration is created with SessionConfiguration.Build(alias, endpoint) . It
describes how the client should connect — certificate store, reconnection behavior, timeout. For secured endpoints, an application
certificate is required, which is automatically generated on first connection if none exists yet.

After client.Connect() , the session is active. The client reports state changes via events — ServerConnected,
ServerConnectionLost , KeepAlive . On connection loss, the client automatically attempts to restore the session if
AutoReconnectPeriod > @ is set. Existing subscriptions are automatically restored.

Values are read with client.Read() and written with client.write() — each as a batch for multiple nodes in a single server
round-trip. For automatic notifications on value changes, a Subscription with MonitoredItems is used — the server sends
DataChange notifications without the client needing to poll.

A complete description of all client functions — browsing, methods, alarms, events, historical data, complex data types and reverse
connect — can be found in Appendix B: OPC UA Client Guide.
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10. First Server — Getting Started
Reference: Server Workshop 11 — https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

An OPC UA server with the PLCcom SDK consists of three core steps: create configuration, start server, build address space.

The configuration describes everything the server presents to the outside world — which URLs it is reachable on, which security
policies it offers, which authentication methods it accepts and where certificates are stored. After calling server.start(config) ,
the server is immediately reachable for clients. The own application certificate is automatically generated on first startup.

The address space is built after startup. Folders are created with server.createFolder() , variables with
server.CreateVariable<T>() . Each variable has a data type — the generic type parameter <7> determines it automatically. Each
node gets a Path property — the dot-separated browse path from the objects node,

e.g. Objects.Plant.Linel.Machinel.Temperature . This path is the PLCcom distinguishing feature and makes the code
significantly more readable than working with raw Nodelds.

When a client writes a value, the server reacts via two events: writevalidation is called before writing and can reject or modify
values, valuesWritten is called after successful writing and is suitable for logging and forwarding to devices. Setting
variable.value in server code automatically triggers DataChange notifications to all clients that have subscribed to that variable
— no polling required.

A complete description of all server functions — methods, alarms, events, historical data, NodeSet import, logging and reverse
connect — can be found in Appendix C: OPC UA Server Guide.
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11. First PubSub — Getting Started

Reference: PubSub Workshops 11-16 (brokerless), 21-24 (MQTT UADP), 31-34 (MQTT JSON) — https://github.com/Indi-
An/PLCcom-OpcUaSdk-examples-dotnet

OPC UA PubSub is a publish/subscribe communication model that is fundamentally different from the classic client/server model.
There is no session, no connection and no request/response — a publisher sends data packets at a configured interval, and any
number of subscribers can receive them independently of each other. This makes PubSub ideal for high-frequency data
distribution, 10T scenarios and machine-to-machine communication.

The PLCcom PubSub add-on supports the following transport modes:

UDP unicast / multicast / broadcast Brokerless - direct UDP communication, no infrastructure required
MQTT UADP Via MQTT broker, compact binary encoding
MQTT JSON Via MQTT broker, human-readable JSON encoding

All MQTT variants are also available with TLS encryption (sMQTT).

Publisher

A publisher is created with uaPublisher , configured via UaPublisherConfiguration and started with publisher.sStart() . The
configuration defines the transport (UDP address or MQTT broker URL), the dataset fields with their Nodelds and data types, and
the publishing interval.

var config = new UaPublisherConfiguration

{
TransportUrl = "opc.udp://239.0.0.1:4840",
WriterGroupId = 1,
DataSetWriterId = 1,
PublishingInterval = TimeSpan.FromSeconds(1)
¥

config.AddField("Temperature”, new NodeId(1601, 2), BuiltInType.Double);
config.AddField("Pressure", new NodeId(1002, 2), BuiltInType.Double);

var publisher = new UaPublisher("<Username>", "<SerialNumber>", config);
publisher.Start();

Once started, the publisher sends the configured fields at the specified interval. Values are updated via
publisher.UpdateValue("Temperature", 23.5).
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Subscriber

A subscriber is created with uasubscriber , configured via Uasubscriberconfiguration and started with subscriber.Start() .
Incoming data is delivered via the DataReceived event.

var config = new UaSubscriberConfiguration

{
TransportUrl = "opc.udp://239.0.0.1:4840"

3

var subscriber = new UaSubscriber("<Username>", "<SerialNumber>", config);
subscriber.DataReceived += (sender, e) =>

foreach (var field in e.Fields)
Console.WriteLine($"{field.Name} = {field.value}");
s

subscriber.Start();

The subscriber supports dynamic field discovery — if no explicit field configuration is provided, it automatically discovers the fields
from the incoming data packets.

A complete description of all PubSub functions — all transport modes, TLS/PKI configuration, mutual TLS and dynamic field
discovery — can be found in Appendix D: OPC UA PubSub Guide.
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12. Further Documentation

This document provides an overview of the SDK and the getting started experience. The following appendices are available for all
advanced topics:

Appendix A — Security Guide

Describes all security-relevant aspects of the SDK: the three-level OPC UA security model, all security policies including ECC, the PKI
directory structure for server and client, the complete certificate validation flow, the certificatevalidation event, HTTPS and
mTLS, secure-by-default settings and concrete recommendations for production deployment.

Appendix B — OPC UA Client Guide

Describes all client-side functions in detail: uaclient and SessionConfiguration, UaClientCertificate, discovery and
endpoints, connection setup and lifecycle, user authentication, browsing and path addressing, reading and writing, subscriptions
and monitoring, calling methods, reading attributes, registered read/write, alarms and conditions, simple events, historical data,
complex data types and reverse connect.

Appendix C — OPC UA Server Guide

Describes all server-side functions in detail: uaserver and uasServerconfiguration, certificate management, building the address
space, variables and data types, reacting to client write access, pushing values, methods, user authentication, alarms and
conditions, simple events, historical data, custom history store, dynamic nodes, multiple namespaces, NodeSet import, logging and
reverse connect.

Appendix D — OPC UA PubSub Guide

Describes all PubSub functions in detail: uaPublisher and UaSubscriber , UaPublisherConfiguration and
UaSubscriberConfiguration , transport modes (UDP unicast, UDP multicast, UDP broadcast, MQTT UADP, MQTT JSON), sMQTT
with PKI-based TLS certificate management, mutual TLS (mTLS), dynamic field discovery and network interface selection.
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13. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com

® Sales: sales@indi-an.com

o  Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/opc-ua-sdk/opcua-overview/

® NuGet package (SDK): https://www.nuget.org/packages/PLCcom.Opc.Ua.Sdk/

® NuGet package (PubSub): https://www.nuget.org/packages/PLCcom.Opc.Ua.PubSub/
e Sample code: https://github.com/Indi-An/PLCcom-OpcUaSdk-examples-dotnet

Change History

_
1.0

2026-04 Initial version

END OF DOCUMENT
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