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1. About This Document

This guide describes all symbolic access functions of PLCcom for S7. It is intended for developers who access S7-1200 or S7-1500 /
ET200SP via symbolic variable names — from the first connection to subscriptions and alarms.

The guide is conceptually structured. Each chapter explains the underlying concept, describes the relevant classes and parameters
and refers to the corresponding sample project in the GitHub repository.

— https://github.com/Indi-An/PLCcomforS7-examples-java

Security-related topics — TLS 1.3, certificate validation, authentication — are described in detail in the separate Appendix C:
Security Guide. Put/Get access is described in Appendix A: Put/Get Guide.
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2. Device Classes Overview

Symbolic access is implemented via two device classes that both inherit from the common base class symbolicDevice :

Tls13Device S7+ with TLS 1.3 V17 or higher Yes —TLS 1.3
LegacySymbolicDevice S7+ without TLS Up to V16 (also possible with No
higher)

Both classes offer the same API for reading, writing, subscriptions and alarms. The difference lies in the connection protocol,
security properties and some device-specific parameters.

For new projects, Tls13Device is the recommended choice. LegacySymbolicDevice is intended for projects created with TIA
Portal up to V16. For projects created with TIA V17 or higher, Tls13Device is the intended path — even if
LegacySymbolicDevice may still work in certain constellations.

Note: Symbolic access is exclusively available for S7-1200 and S7-1500 / ET200SP. For S7-300, S7-400, S7-200 and Logo!,
only Put/Get access is available.
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3. TIs13Device — Connection Setup

Reference: Symbolic Access — 01_symbolic_basic_read_example, 05_validate_server_certificate — https://github.com/Indi-
An/PLCcomforS7-examples-java

Tls13Device communicates over the S7+ protocol with TLS 1.3 encryption. The connection runs over port 102 (ISO-TCP); the TLS
handshake takes place within the S7+ protocol.

3.1 Constructors

The simplest constructor takes only the IP address:
Tls13Device device = new Tlsl3Device("192.168.1.100");
For controllers with password protection (simple password):
Tls13Device device = new Tls13Device("192.168.1.100", "<Password>");
For controllers with username/password authentication (from firmware V3.1 for S7-1500 or V4.7 for S7-1200):

Tls13Device device = new Tlsl13Device("192.168.1.100", "<Username>", "<Password>");

3.2 Certificate Validation

During TLS connection setup, the controller sends its certificate. By default, PLCcom checks the certificate for validity (time period)
and hostname. For production use, the controller's certificate should be explicitly registered as trusted.

For development and testing, validation can be simplified:
device.setAcceptAllServerCertificates(true); // Development only!

For production use, a custom validator is implemented via the IServercCertificatevalidator interface:
device.setServerCertificateValidator(new MyProductionValidator());

Alternatively, trusted certificates can be provided directly:
device.setTrustedCertificates(new X509Certificate[] { loadCertificate("plc_cert.der") });

All details on certificate validation are described in Appendix C: Security Guide.
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4. LegacySymbolicDevice — Connection Setup
Reference: Symbolic Access — 01_symbolic_basic_read_example — https://github.com/Indi-An/PLCcomforS7-examples-java

LegacySymbolicDevice communicates over the S7+ protocol without TLS encryption. It is intended for controllers whose TIA
project was created with TIA Portal up to V16.

// Without password (e.g. PLCSim)
LegacySymbolicDevice device = new LegacySymbolicDevice("192.168.1.100");

// With password
LegacySymbolicDevice device = new LegacySymbolicDevice("192.168.1.100", "<Password>");

4.1 Session Float Mechanism

The S7+ legacy protocol uses a session-based authentication model. Siemens controllers terminate this session after approximately
60 minutes of inactivity or after a fixed maximum session lifetime, depending on the firmware version. When the session expires,
the controller closes the connection and all active subscriptions are lost.

PLCcom solves this with an automatic session float mechanism: shortly before the session expires, the library internally builds a
new parallel session, migrates all active subscriptions to the new session and then switches atomically — without interrupting
ongoing read/write operations.

The interval is configurable via sessionFloatIntervalSeconds :

device.setSessionFloatIntervalSeconds(3500); // Default: 3500 seconds (approx. 58 minutes)
// device.setSessionFloatIntervalSeconds(-1); // Disabled

Valid values: 60 to 3500 seconds, or -1 to disable. The default of 3500 seconds provides a safe margin before the typical 60-
minute controller session timeout.
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5. Connection Setup and Lifecycle

Reference: Symbolic Access — 01_symbolic_basic_read_example — https://github.com/Indi-An/PLCcomforS7-examples-java

5.1 Connecting

connect() establishes the connection and returns a connectResult object. During connection setup, the library automatically
explores the controller's address space — all data block structures, variable names and data types are loaded internally. This
process takes a few seconds depending on project size.

authentication.User("<Username>");
authentication.Serial("<SerialNumber>");

Tls13Device device = new Tls13Device("192.168.1.100");
ConnectResult connectResult = device.connect();

if (connectResult.getQuality() != OperationResult.eQuality.GOOD)

{
System.out.println("Connection failed: {connectResult.getMessage()}");
return;

The addonProjectImportProgressChangedListener(...) listener delivers the progress of the address space import as a
percentage (0-100) and is suitable for progress displays in Ul applications:

device.addOnProjectImportProgressChangedListener(
progress -> System.out.println("Import: " + progress + "%"));

5.2 Connection Status and Events

device.IsConnected() returns the current connection status. The stateChangeNotifier is fired asynchronously on every state
change.

5.3 Disconnecting

disConnect() closes the connection cleanly. symbolicDevice provides disConnect() for clean shutdown.

5.4 AutoConnect

setAutoConnect(true) enables automatic connection on the first access. For symbolic devices, IdleTimespan is not supported —
only setAutoConnect(true) without a second parameter.
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6. Authentication

Reference: Symbolic Access — 05_validate_server_certificate — https://github.com/Indi-An/PLCcomforS7 -examples-java

6.1 Authentication Methods

Symbolic access supports two authentication methods that are passed when creating the device instance:

Password authentication — for controllers with a simple connection password (older firmware versions):
Tls13Device device = new Tls13Device("192.168.1.100", "<Password>");

Username/password authentication — for controllers from firmware V3.1 (S7-1500) or V4.7 (S7-1200) that use the role-based
security model of TIA Portal:

Tls13Device device = new Tlsl13Device("192.168.1.100", "<Username>", "<Password>");
Without authentication — for PLCSim or controllers without password protection:

Tls13Device device = new Tlsl13Device("192.168.1.100");
LegacySymbolicDevice device = new LegacySymbolicDevice("192.168.1.100");

Note: Passwords do not belong in source code. Use configuration files, environment variables or a secret manager.

6.2 Legacy Access and PLCSim

For LegacysymbolicDevice, direct access to PLCSim is possible without a password. For real controllers, a password is required.
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7. Browse Address Space
Reference: Symbolic Access — 04_browse_plc_address_space — https://github.com/Indi-An/PLCcomforS7-examples-java

After connection setup, the complete address space of the controller is available internally. getAddressNodeTree() returns the tree
structure as a list of AddressNode objects:

List<AddressNode> tree = device.getAddressNodeTree();
for (AddressNode node : tree)

{
System.out.println(node.getObjectDescriptor() + ": " + node.getNodeDetails().getFullVariableName());
for (AddressNode child : node.getChildNodes())
System.out.println(" " + child.getNodeDetails().getFullVariableName());
}

Each AddressNode has the following important properties:

‘ Property

ObjectDescriptor Name of the node (e.g. variable name, array index)
AreaDescriptor Area descriptor (e.g. DB15, IArea, MArea)
NodeDetails.getFullvariableName() Full symbolic name (e.g. DataBlock_1.MyStruct.getValue() )
NodeDetails.FullNodeName Full node name in the tree

NodeDetails.IsReadable Whether the variable is readable

NodeDetails.IsWriteable Whether the variable is writable

NodeDetails.IsArray Whether it is an array

NodeDetails.IsStruct Whether it is a structure

getChildNodes () Child nodes (structure members, array elements)

The address space browser in example @4_browse_plc_address_space shows how the tree can be traversed and searched for
variables.
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8. Symbolic Read (ReadData)

Reference: Symbolic Access — 01_symbolic_basic_read_example, 07_symbolic_read_optimization_modes —

https://github.com/Indi-An/PLCcomforS7-examples-java

8.1 Create ReadSymbolicRequest

A ReadSymbolicRequest contains a list of full variable names. The name corresponds exactly to the path in the TIA project:

ReadSymbolicRequest request = new ReadSymbolicRequest();
request.addFullVariableName("DataBlock_1.ByteValue");
request.addFullVariableName("DataBlock_1.RealValue");
request.addFullVariableName("DataBlock_1.MyStruct.Temperature");
request.addFullVariableName("DataBlock_1.MyArray[0]");

Multiple variable names can also be passed as a list:

request.addFullManyVariableNames(java.util.Arrays.asList("DB1.Varl", "DB1l.Var2"));

8.2 Execute ReadData and Evaluate

ReadSymbolicResultSet result = device.readData(request);
if (result.getQuality() == OperationResult.eQuality.GOOD ||
result.getQuality() == OperationResult.eQuality.WARNING_PARTITIAL_BAD)
{
for (PlcCoreVariable variable : result.getVariables())
{
if (variable instanceof PlcErrorValue) {
PlcErrorValue error = (PlcErrorValue) variable;
System.out.println("Error: " + error.getVariableDetails().getFullvariableName());
} else {
System.out.println(variable.getVariableDetails().getFullvVariableName()
+ ": " + variable.getValue());
b
b
b

The result is a ReadSymbolicResultSet with a list of PlcCorevariable objects. The order of the variables in the result
corresponds to the order of the requests. If an individual variable could not be read, it is included in the result as a P1cErrorvalue
— the overall result then has the quality WARNING_PARTITIAL_BAD .
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8.3 Variable Types and Values

PLCcom

by Idin Germany

Each PlcCorevariable provides the current value via getvalue() . The actual Java type depends on the PLC data type:

‘ PLC Data Type Java Type

Bool Boolean
Byte, USInt Byte / UByte
Word, Ulnt UShort
DWord, UDInt UInteger
LWord, ULInt ULong
Sint Byte

Int Short
Dint Integer
Lint Long

Real Float
LReal Double
String, WString String

Date, Date_And_Time, LDT, DTL
Time, LTime, S5Time
Array

Struct

LocalDate / Instant
Duration
PlcXxxArray (typed array object)

PlcStructure

For typed access, the variable can be cast:

if (variable instanceof PlcReal) {
PlcReal realvar = (PlcReal) variable;
float value = realVar.getValue();

8.4 Important Note on Request Reuse

On the first read with a ReadSymbolicRequest , PLCcom creates an internal execution plan based on the chosen optimization
mode and caches it for reuse. This plan is discarded as soon as the variable list changes.

Since plan creation requires additional time, optimizations are most beneficial when the same ReadSymbolicRequest is reused
across cycles. The first read may therefore be noticeably slower than subsequent cycles.

// Correct: create request once, then reuse

var request = new ReadSymbolicRequest(eSymbolicReadOptimizationMode.CROSS_OBJECT);
request.addFullVariableName("DataBlock_1.ByteValue");
request.addFullVariableName("DataBlock 1.Realvalue");

for (int i = 0; i < 1000; i++)
{

var result = device.readData(request); // Plan is reused from the 2nd call onwards

}
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9. Symbolic Write (WriteData)
Reference: Symbolic Access — 02_symbolic_write_example — https://github.com/Indi-An/PLCcomforS7 -examples-java

9.1 Retrieve Variable Body

For symbolic writing, an empty variable body ( GetEmptyvariableBody ) is first retrieved. It contains the type information of the
variable and is necessary for the library to encode the value correctly. The variable body is cached internally — the first call
performs a read; all subsequent calls return the cached body.

PlcCoreVariable body = device.getEmptyVariableBody("DataBlock 1.ByteValue");
Multiple variable bodies can be retrieved in a single call:

List<PlcCoreVariable> bodies = device.getEmptyVariableBodies(
java.util.Arrays.asList("DataBlock_1.ByteValue", "DataBlock_1.RealValue"));

9.2 Set Value and Write
PlcCoreVariable byteBody = device.getEmptyVariableBody("DataBlock_1.ByteValue");
PlcCoreVariable realBody = device.getEmptyVariableBody("DataBlock_1.RealValue");

if (byteBody != null) byteBody.setValue((byte) 42);
if (realBody != null) realBody.setValue(123.456f);

WriteSymbolicRequest writeRequest = new WriteSymbolicRequest(
java.util.Arrays.asList(byteBody, realBody));

WriteSymbolicResultSet writeResult = device.writeData(writeRequest);

if (writeResult.getQuality() == OperationResult.eQuality.GOOD)
System.out.println("Write successful");

9.3 Writing Structures and Arrays

For structures and arrays, the variable body of the parent variable is retrieved, the values of the child variables are set and then the
entire structure is written. Alternatively, individual structure members can be written directly via their full name.

Note: For struct types, writing the entire structure is not possible — only individual elements can be written. Arrays can be
written as a whole or element by element.
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10. Symbolic Access Optimization Modes
Reference: Symbolic Access — 07_symbolic_read_optimization_modes — https://github.com/Indi-An/PLCcomforS7-examples-java

Optimization modes control how multiple variables are internally grouped into PLC accesses. They are passed when creating the
ReadSymbolicRequest :

ReadSymbolicRequest request = new ReadSymbolicRequest(eSymbolicReadOptimizationMode.CROSS_OBJECT);
NONE — No optimization. Each variable is read individually. Maximum transparency, recommended for troubleshooting and initial

tests.

OBJECT_BASED — PLCcom can group variables within the same root object (e.g. the same data block, structure or array) and read
them together. Read requests remain isolated per root object.

CROSS_OBJECT — Like OBJECT_BASED, additionally variables can be grouped across multiple root objects (e.g. multiple data
blocks). Well suited when many variables from different data blocks are needed.

SMART — Intelligent execution plan with best performance. PLCcom analyzes the structure and distribution of the requested
variables and creates a request-specific execution plan. Only available for T1s13pevice . Expert Edition only.

Note: Optimization modes OBJECT_BASED, CROSS_OBJECT and SMART are only available in the Expert Edition. Write access
is not affected by the optimization mode.
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11. Subscriptions

Reference: Symbolic Access — 03_symbolic_subscription_example — https://github.com/Indi-An/PLCcomforS7-examples-java
Subscriptions allow variables to be subscribed to and automatically notified when a value changes. The controller sends
notifications cyclically — the interval is set when creating the subscription. This is significantly more efficient than cyclic polling.

11.1 Create Subscription

CreateSubscriptionRequest createReq = new CreateSubscriptionRequest("MySubscription", 300);
createReq.addFullVariableName("DataBlock_1.ByteValue");
createReq.addFullVariableName("DataBlock_1.RealValue");

CreateSubscriptionResult createResult = device.createSubscription(createReq);
PlcSubscription subscription = createResult.getSubscription();

11.2 Register Event Handler and Activate Subscription

subscription.addSubscriptionChangelListener((sender, variables) -> {
for (PlcCoreVariable variable : variables) {
System.out.println(variable.getVariableDetails().getFullVariableName()
+ ": " + variable.getValue());

}
1)

RegisterSubscriptionResult registerResult = device.registerSubscription(
new RegisterSubscriptionRequest(subscription));

e "

System.out.println("Subscription + subscription.getSubscriptionName() + active");

11.3 Manage Subscriptions

Subscriptions can be enabled, disabled and deleted:

// Disable (pause notifications)
device.disableSubscription(subscription);

// Enable again
device.enableSubscription(subscription);

// Delete

device.dropSubscription(subscription);

// or by name:
device.dropSubscription(“MySubscription™);

// or by ID:
device.dropSubscription(subscription.SubscriptionId);

11.4 Subscription Parameters

‘

SubscriptionName Unique subscription name
UpdateDeltaInMs Cycle time in milliseconds
SubscriptionId Internal ID (available after registration)
Addresses List of subscribed addresses
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11.5 Alarm Subscriptions

Alarms are also received through the subscription model. The addAlarmListener(...) listener on the SymbolicDevice is called
when an alarm comes, goes or is acknowledged — independently of manually created subscriptions. Details are provided in the
next chapter.
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12. Alarms
Reference: Symbolic Access — 06_alarms — https://github.com/Indi-An/PLCcomforS7-examples-java

Note: Alarms are only available for S7-1500 and ET200SP with symbolic access. S7-1200 controllers do not support these
functions.

12.1 Alarm Concept

Alarms in S7-1500 controllers have a lifecycle: they come (become active), can be acknowledged and go (become inactive). PLCcom
receives alarm notifications via the controller’s internal subscription system — as soon as the connection is established, alarm
events are received automatically.

12.2 Receive Alarm Notifications

The addAlarmListener(...) listener on the SymbolicDevice is called when the state of an alarm changes:

device.addAlarmListener((sender, alarm) -> {
System.out.println("Alarm: " + alarm.getAlarmId());
System.out.println(" State: " + alarm.getAlarmState());
System.out.println(" Type: " + alarm.getMessageType());
1

12.3 Alarm Properties

T N S

getAlarmId() ULong Unique alarm ID
AlarmState eAlarmState Current alarm state
MessageType eAlarmMessageType Type of alarm message
getComing() PlcAlarmEntry Coming timestamp
getAckJobTimestamp() Instant Acknowledgement timestamp
AdditionalInfos List<PlcAlarmAdditionalInfo>? Additional information

Alarm States (eAlarmState):

ActiveNotAcknowledged Active, not yet acknowledged
ActiveAcknowledged Active, acknowledged
OutgoingNotAcknowledged Gone, not yet acknowledged
NotActive Inactive (resolved and acknowledged)
Canceled Canceled
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Alarm Types (eAlarmMessageType):

eAIarmMessageType _

AcknowledgeableAlarm Acknowledgeable alarm
NonAcknowledgeableAlarm Non-acknowledgeable alarm
InformationNotification Information message
AcknowledgeNotification Acknowledgement notification
AlarmCanceledNotification Cancellation notification

12.4 Read Active Alarm List

BrowseAlarmsResult alarmsResult = device.browseActiveAlarms(new BrowseAlarmsRequest());
if (alarmsResult.getQuality() == OperationResult.eQuality.GOOD)
{
for (AlarmNotification alarm : alarmsResult.getAlarms())
System.out.println("Active alarm: {alarm.getAlarmId()} — {alarm.getAlarmState()}");

12.5 Acknowledge Alarm

OperationResult ackResult = device.ackAlarm(alarm.getAlarmId());
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13. Deep Lookup and Result Hierarchy

Reference: Symbolic Access — 08_symbolic_read_result_hierarchy_scope — https://github.com/Indi-An/PLCcomforS7-examples-

ava

13.1 Result Hierarchy (eResultHierarchyScope)

For symbolic reading, it is possible to control how deeply the result structure is built. This is especially relevant when a parent node
(for example an entire data block or a structure) is read:

RequestedOnly — Only the explicitly requested variables are in the result. Child variables are not directly accessible.

RequestedAndChildMembers — In addition to the requested variables, all child variables are also in the result and can be
retrieved via tryGetvariableByFullvariableName(...) . Expert Edition only.

Auto — PLCcom chooses automatically: Expert Edition uses RequestedAndChildMembers , Standard Edition uses RequestedoOnly .

ReadSymbolicRequest request = new ReadSymbolicRequest(
eSymbolicReadOptimizationMode.NONE,
eResultHierarchyScope.Auto);

request.addFullvariableName("DataBlock_1"); // Read entire DB

13.2 Deep Lookup

With RequestedAndChildMembers , child variables can be retrieved directly from the result without having requested them
individually:

ReadSymbolicResultSet result = device.readData(request);

// Retrieve child variable directly from the result

PlcCoreVariable[] variableOut = new PlcCoreVariable[1];

if (result.tryGetVariableByFullVariableName("DataBlock_1.ByteValue", variableOut)) {
System.out.println("ByteValue: " + variableOut[0].getValue());

b

This is especially efficient when many variables from the same data block are needed — instead of requesting each member
individually, the entire structure can be read once and then evaluated locally.
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14. Dual-Channel Mode

Dual-channel mode allows two parallel sessions to the controller to be established. Depending on the data access pattern, this can
noticeably improve performance — or only marginally.

// Set before connecting
device.setDualChannelModeIsActive(true);
ConnectResult result = device.connect();

The current state can be queried:

boolean isDualChannel = device.getDualChannelModeIsActive();

Important: Dual-channel mode can only be set before connecting. Changing it during an active connection results in an
ArgumentException . If unexpected problems occur with dual-channel mode, it should be disabled.
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15. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com
® Sales: sales@indi-an.com

o  Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/for-s7 /fors7-overview/

® Maven artifact: https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-s7

e Sample code: https://github.com/Indi-An/PLCcomforS7 -examples-java

® AP| documentation: https://docs.plccom.net/help s7/java/help/htmi/R Project PLCCom Documentation.htm

Change History

‘_
1.0

2026-04 Initial version

END OF DOCUMENT
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