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1. About This Document

This document is intended for developers using PLCcom for S7 for the first time. It explains what the library provides, how to install
and license it — and gives a first impression of how Put/Get access and symbolic access work in practice.

The focus is deliberately on the overview and a quick start. Detailed descriptions of all classes, parameters and concepts are
provided in the appendices to this document. Fully commented, ready-to-run code examples for all topics are available in the
public GitHub repository:

— https://github.com/Indi-An/PLCcomforS7-examples-java

Appendices to This Document

Appendix A Put/Get Guide Connection setup, address areas,
reading/writing, optimization, DataServer, PLC
management functions

Appendix B Symbolic Guide Tls13Device, LegacySymbolicDevice, symbolic
reading/writing, subscriptions, alarms, address-
space browsing

Appendix C Security Guide TLS 1.3, certificate validation, authentication,
protection levels, production recommendations

Appendix D LOGO! Guide LOGO! Soft Comfort setup, controller types,
memory areas, timeouts, keep-alive

Appendix E External Logging Guide DataServer logging, FileSystemConnector,
DataBaseConnector, archive, data image,
encryption

Appendix F Migration Guide Notes for migrating from version 11 or lower to

version 12 or higher, renamings, data-type
changes, removed legacy APIs
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2. Important Safety Notice

PLCcom for S7 is a developer library. The security of the overall application is the responsibility of the integrator.

The library provides all necessary mechanisms for secure communication but does not enforce any particular security configuration.
Some settings that are convenient for development and testing must not be used in production:

® Hardcoded passwords or license data in source code

® AcceptAllserverCertificates for TLS access without explicit risk acceptance

e Connections without authentication in networks with unknown participants

® Put/Get access to controllers without network segmentation

All security-related topics — TLS 1.3, certificate validation, authentication and recommendations for production deployment — are
described in detail in Appendix C: Security Guide.
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3. What is PLCcom for S7?

PLCcom for S7 is a Java library for communication with Siemens S7 controllers. It is provided as a Maven artifact and can be
embedded in Java applications - from console applications and services to desktop and server applications.

The library abstracts the complexity of S7 communication protocols behind a clean, Java-idiomatic API. Instead of dealing with the
details of ISO-TCP, TSAP addresses or the S7 communication protocol, the developer can focus on the actual application logic.

PLCcom for S7 supports two fundamentally different communication paths that differ in feature set, supported controller types and
connection parameters:

Put/Get access is the classic, address-based path. Data areas are addressed via region (data block, flags, inputs, outputs), start
address and data type. This path works with all supported controller types — from the S7-200 to the S7-1500 — and requires no
knowledge of the TIA project.

Symbolic access is the modern, name-based path for S7-1200 and S7-1500. Variables are addressed by their full symbolic name,
e.g. DataBlock_1.MyStruct.Temperature . This path requires no knowledge of addresses and enables additional features such as
native subscriptions, alarms and browsing the address space.

The SDK provides:
® Put/Get access to S7-200, S7-300, S7-400, S7-1200, S7-1500, WinAC RTX, Logo! and compatible CPUs from other
manufacturers (e.g. VIPA)
® Symbolic access to S7-1200 and S7-1500 / ET200SP via TLS 1.3 (T1s13Device ) or legacy protocol ( LegacySymbolicDevice )
® QOptimized read and write access with configurable optimization modes
® PLCcom DataServer for cyclic read access with event-driven notification
® Subscriptions and alarms (symbolic access)
® PLC management functions: start/stop, clock time, basic info, block management
® AutoConnect and asynchronous connection

® Java 11 or higher

What the library is not:

PLCcom for S7 is not a standalone application. It is embedded as a library into a host application. The selection of the
communication path, the configuration of connection parameters and the entire application framework are the responsibility of the
integrator.

Note: S7-200 SMART and S7-200 CN are not officially supported due to the lack of availability of these controllers in Europe.
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4. Communication Paths Overview

4.1 Put/Get Access

Put/Get is the classic S7 communication protocol over ISO-TCP (port 102). It enables access to data areas via absolute addresses
— region, data block number, start address and data type. The device class for TCP/IP connections is TCP_IS0_Device . For serial
connections, MPI_Device and PPI_Device are available.

Note on MPI and PPI: The serial interfaces MPI and PPI are only supported on Windows. For MPI/PPI connections, the
serial interface must be supported by the operating system, driver and hardware used. readwriteData() is not available for
PPI connections.

Future notice: Support for MPI and PPI will likely be discontinued in upcoming major versions. For new projects, TCP/IP
connections are recommended.

For Put/Get access to S7-1200 and S7-1500, the controller must be configured accordingly — access is disabled by default. The
exact steps differ by firmware version and are described in Appendix A: Put/Get Guide.

4.2 Symbolic Access

Symbolic access is exclusively available for S7-1200 and S7-1500 / ET200SP. It uses the S7+ communication protocol and enables
addressing of variables by their full symbolic name from the TIA project.

Two device classes are available:

Tls13Device — for controllers created with TIA Portal V17 or higher. Communication is encrypted with TLS 1.3. This is the
recommended path for all new projects.

oo e

§7-1200 from V4.5 V4.7 [TIAV21]
§7-1200 G2 from V4.0 V4.1 [TIAV21]
S$7-1500 / ET200SP from v2.9 V4.1 [TIAV21]

LegacySymbolicDevice — for controllers whose TIA project was created with TIA Portal up to and including V16. Communication
is not encrypted. For projects created with TIA V17 or higher, T1s13pevice is the right choice. Depending on the firmware version,
legacy access may need to be explicitly enabled in the controller.

$7-1200 from V4.1 V4.7 [TIA V21]

S§7-1500 / ET200SP fromv2.1 V4.1 [TIAV21]

Tested and approved within the specified firmware versions. Older or newer versions have not been tested; functionality is
not guaranteed.
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5. Prerequisites

5.1 Development Environment

EEm e

JDK 11 or higher
Build system Maven 3.8 or higher recommended
IDE Intelli) IDEA, Eclipse, VS Code or similar

5.2 Supported Target Platform

PLCcom for S7 Java is provided as a Java library and targets Java 11 or higher. Projects can include the artifact directly via Maven.

5.3 Operating System

TCP/IP-based communication is supported on common Java platforms. MPI/PPI connections require a serial interface; concrete
support depends on the operating system, driver and serial hardware used.

5.4 Android Restrictions

The Java version can be used from Android API 21. The following restrictions apply on Android:

® MPI_Device and PPI_Device cannot be used because serial ports are not available. Creating instances of these classes on
Android ends with java.lang.NoClassDefFoundError .

® FileSystemConnector requires at least Android API 26.

® Symbolic access on Android is supported on an experimental basis only. No support commitment can be provided for this.
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6. Installation
The library is provided as a Maven artifact and can be included in the pom.xml .

Maven Dependency:

<dependency>
<groupId>com.indi-an.plccom</groupId>
<artifactId>plccom-for-s7</artifactId>
<version>16.x.x</version>
</dependency>

16.x.x is intentionally shown as a documentation placeholder. In your project, use the desired published 16.x release or the
version approved for your environment.

Official package page: — https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-s7
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7. Licensing

Before using the library, license data - user name and serial number - must be provided. This is done via the static
authentication object before creating a device instance:

authentication.User("<Username>");
authentication.Serial("<SerialNumber>");

Note: License data does not belong in source code. Use configuration files, environment variables or a secret manager to
store license data securely and load it at runtime.

A free trial license for evaluation purposes is available at: — https://www.indi-an.com/en/plccom/for-s7 /fors7-download/
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8. Sample Code & Repository

All code examples are available in the public GitHub repository. Each sample project is fully commented and ready to run.

— https://github.com/Indi-An/PLCcomforS7-examples-java

Put/Get Access

B Ems

1_simple_read_example Simple read using ReadDataRequest

2_simple_write_example Simple write using WriteDataRequest
3_optimized_reading_and_writing Optimized read and write with ReadWriteRequestSet (Expert Edition)
4_simple_dataserver PLCcom DataServer - cyclic reading with event notification (Expert Edition)

Symbolic Access

=== S

5_symbolic_read_example Symbolic read

6_symbolic_write_example Symbolic write
7_symbolic_subscription_example Symbolic subscriptions
8_symbolic_browse_addressspace Browse address space

9_full_example Full sample application including alarm functions
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9. Getting Started — Put/Get Access

Reference: Put/Get Access — 1_simple_read_example , 2_simple_write_example — https://github.com/Indi-An/PLCcomforS7-
examples-java

A Put/Get access with PLCcom for S7 always follows the same pattern: provide license data, create the device, connect or enable
AutoConnect, create a request, execute it and evaluate the result.

9.1 Create and Connect Device

import com.indian.plccom.fors7.*;

authentication.User("<Username>");
authentication.Serial("<SerialNumber>");

PLCcomDevice device = new TCP_ISO_Device(
"192.168.1.100",
0,
2,
ePLCType.S7_300_400_compatibel);

device.setAutoConnect(true, 10000);

connect() returnsa ConnectResult object. Alternatively, setAutoConnect(true, 10000) can be used; the library then connects
automatically on first access and disconnects after the specified idle time.

9.2 Read Data

ReadDataRequest request = new ReadDataRequest(
eRegion.DataBlock,
1)
@,
eDataType.BYTE,
10);

ReadDataResult result = device.readData(request);

if (result.getQuality() == OperationResult.eQuality.GOOD) {
for (Object value : result.getValues()) {
System.out.println(value);
}
} else {
System.out.println("Error:

+ result.getMessage());
)
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9.3 Write Data
Writing works in the same way. A writeDataRequest describes where to write; the values are added using helper methods such as
addByte() , addInt() oOr addReal() .

WriteDataRequest writeRequest = new WriteDataRequest(eRegion.DataBlock, 100, 9);

writeRequest.addByte(new byte[] { 11, 12, 13, 14 });

WriteDataResult writeResult = device.writeData(writeRequest);

9.4 Optimized Read and Write

For scenarios where many values from different areas need to be read and written at the same time, readwritebata() with a
ReadWriteRequestSet provides an optimized alternative. Details are described in Appendix A: Put/Get Guide.
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10. Getting Started — Symbolic Access

Reference: Symbolic Access — 5_symbolic_read_example , 6_symbolic_write_example — https://github.com/Indi-
An/PLCcomforS7-examples-java

10.1 Create and Connect Device

import com.indian.plccom.fors7.*;

authentication.User("<Username>");
authentication.Serial("<SerialNumber>");

SymbolicDevice device = new Tlsl3Device("192.168.1.100");
device.setAutoConnect(true);

ConnectResult connectResult = device.connect();

if (connectResult.getQuality() != OperationResult.eQuality.GOOD) {
System.out.println("Connection failed: " + connectResult.getMessage());
return;

For older projects (TIA up to V16), use LegacySymbolicDevice . The APl is largely identical; only the device class changes.

10.2 Read Variables

ReadSymbolicRequest readRequest = new ReadSymbolicRequest();
readRequest.addFullVariableName("DataBlock_1.ByteValue");
readRequest.addFullVariableName("DataBlock_1.RealValue");

ReadSymbolicResultSet result = device.readData(readRequest);

if (result.getQuality() == OperationResult.eQuality.GOOD
|| result.getQuality() == OperationResult.eQuality.WARNING_PARTITIAL BAD) {
for (PlcCoreVariable variable : result.getVariables()) {
System.out.println(variable.getVariableDetails().getFullvariableName()
+ ": " + variable.getValue());

PLCcom

0diAn Gemany

The result is a ReadSymbolicResultSet with alist of PlcCorevariable objects. If an individual variable could not be read, it is

included in the result as a PlcErrorvalue .
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10.3 Write Variables

For symbolic writing, first retrieve an empty variable body ( getEmptyvariableBody ), set the value and write it using a
WriteSymbolicRequest .

PlcCoreVariable variable = device.getEmptyVariableBody("DataBlock_ 1.ByteValue");
variable.setValue(1);

WriteSymbolicRequest writeRequest = new WriteSymbolicRequest(variable);
WriteSymbolicResultSet writeResult = device.writeData(writeRequest);

10.4 Subscriptions

Instead of cyclic polling, variables can be subscribed. The controller then sends notifications automatically when a value changes.
Details are described in Appendix B: Symbolic Guide.

Indi.An GmbH - Flughafenallee 3 - D-28199 Bremen - support@indi-an.com - Tel +49 421 989703-30 Page ']4



PLCcom for S7 PLCcom

—— by ndiAn Germany
Indi.An GmbH - SDK Version 16.x.x - Java

11. Feature Overview by Controller Type

The following table shows which features are available for which controller type and communication path.

Symbolic Symbolic $7-200 S7-300 S$7-400 (P/G) $7-1200 S$7-1500 / WinAC RTX Logo! (P/G)
Legacy [1] TLS (P/G) [2] (P/G) (P/G) ET200SP (P/G) [3] [41
(P/G)
v v v v

Read / Write v v v v v
Read v v — — — = — — —
structures

Deep Lookup v v — — — — — — _
[5]

Read full DB v v — — — = — — —
as structure

Subscribe v native v native v v v v v v v
variables DataServer DataServer DataServer DataServer DataServer DataServer DataServer
Subscribe — v (6] — — — — = — —
alarms

Read alarm — v [6] — — — — — _ _
list

Acknowledge — v [6] — — — — = — —
alarms

Advanced v v — — — — — — _
read

optimization
[5]

TLS: verify v v — — — = — — _
server
certificate

PLC Start/ v v v v v v v v v
Stop

Read / set v v v v v — — v v
PLC clock
time

Basic info v v v v v v v v v

(type,
firmware)

Read CPU v v — v 4 — == v v

mode

Read LED v v — v v — — v —
status

System status — — — v v — — v —
list (SZL)

Read — — — v v — — v —

diagnostic
data

Send v (7 v v v v — — v —
password

Read block v v v v v — — v —
list [5]

Read block — — v v v — — v —
length [5]

Block backup — — v v v — — v —
MC7 [5]

Block restore — — v v v — — v —
MC7 [5]

Delete block — — v v v — — v —
[5]

[1] Symbolic Legacy not for S7-1200 G2  [2] S7-200 SMART and S7-200 CN not supported [3] WinAC RTX from version 2010 [4] Logo! from 0BA7
[5] Expert Edition only  [6] Not for S7-1200 [7] PLCSim only without password
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12. Further Documentation

This document provides an overview of the library and the getting started experience. The following appendices are available for all
advanced topics:

Appendix A — Put/Get Guide

Describes all Put/Get functions in detail: TcP_IS0_Device, MPI_Device, PPI_Device , connection parameters (rack, slot, TSAP),
address regions ( eRegion ), data types, ReadData, WriteData, readWriteData() , optimization modes (NONE, CROSS_AREAS,
COMBINE_AREAS, AUTO), PLCcom DataServer, AutoConnect, asynchronous connection, PLC management functions (start/stop,
clock time, basic info, CPU mode, LED status, SZL, diagnostic data, password, block management, backup/restore).

Appendix B — Symbolic Guide

Describes all symbolic access functions in detail: T1s13Device and LegacySymbolicDevice , connection setup and authentication,
browsing the address space, ReadSymbolicRequest and ReadSymbolicResultSet, WriteSymbolicRequest , optimization modes
(NONE, OBJECT_BASED, CROSS_OBJECT, SMART), subscriptions ( CreateSubscription, RegisterSubscription ), alarms
(subscribe, read, acknowledge), deep lookup and result hierarchy.

Appendix C — Security Guide

Describes all security-relevant aspects: TLS 1.3 communication model, certificate validation with Iservercertificatevalidator,
authentication methods (password, username/password), controller protection levels, recommendations for production deployment
and notes on the EU Cyber Resilience Act (CRA).

Appendix D — LOGO! Guide

Describes LOGO!-specific topics: LOGO! Soft Comfort setup, controller types ( Logo@BA7_compatibel , Logo@BA8_compatibel,
Logo@BA®_compatibel ), connection timeout and keep-alive, and memory areas of the LOGO! variants.

Appendix E — External Logging Guide

Describes the external logging interface of the DataServer: LoggingConnector , FileSystemConnector , DataBaseConnector , data
archive, data image, encryption, decryption and operational requirements.

Appendix F — Migration Guide

Describes important notes for migrating from version 11 or lower to version 12 or higher: renamings, changed data types,
changed platform requirements and removed legacy APlIs.
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13. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com
® Sales: sales@indi-an.com
® Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/for-s7 /fors7-overview/

® Maven artifact: https://central.sonatype.com/artifact/com.indi-an.plccom/plccom-for-s7

e Sample code: https://github.com/Indi-An/PLCcomforS7 -examples-java

® AP| documentation: https://docs.plccom.net/help s7/java/help/htmi/R Project PLCCom Documentation.htm

Change History
I S P
1.0

2026-04 Initial version

END OF DOCUMENT
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