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1. About This Document

This guide describes all Put/Get functions of PLCcom for S7. It is intended for developers who access Siemens S7 controllers via the
classic address-based path — from simple single queries to optimized cyclic access with the PLCcom DataServer.

The guide is conceptually structured. Each chapter explains the underlying concept, describes the relevant classes and parameters
and refers to the corresponding sample project in the GitHub repository. The examples are fully commented and ready to run.

— https://github.com/Indi-An/PLCcomforS7-examples-dotnet

Security-related topics — TLS, certificate validation, authentication — are described in the separate Appendix C: Security Guide.
Symbolic access to S7-1200 and S7-1500 is described in Appendix B: Symbolic Guide.
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2. Device Classes Overview

Put/Get access is implemented via three device classes that all inherit from the common base class PLCcomDevice . The choice of
device class depends on the communication path:

TCP_ISO_Device Ethernet TCP/IP (ISO-TCP, port Windows, Linux, macOS All supported types
102)

MPI_Device Serial via MP| adapter Windows only S7-300/400

PPI_Device Serial via PPl adapter Windows only S7-200

All three classes offer the same API for reading, writing and PLC management functions. The difference lies exclusively in the
connection parameters and supported controller types.

Note on MPI and PPI: The serial interfaces MPI and PPI are only supported on Windows. Attempting to instantiate
MPI_Device Or PPI_Device on other operating systems results in a PlatformNotSupportedException . Support for MPI
and PPI will likely be discontinued in upcoming major versions. For new projects, TCP/IP connections are recommended.
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3. TCP/IP Connection (TCP_ISO Device)
Reference: Put/Get Access — 01_simple_read_example — https://github.com/Indi-An/PLCcomforS7-examples-dotnet

TCP_ISO_Device is the most commonly used device class. It communicates over ISO-TCP on port 102 — the standard
communication port for S7 controllers over Ethernet.

3.1 Constructors

The most common constructor takes IP address, rack, slot and controller type:

TCP_ISO_Device device = new TCP_ISO_Device(

"192.168.1.100", // IP address of the controller
9, // Rack (default: @)
25 // Slot (S7-300: 2, S7-400: 3, S7-1200/1500: 0)

ePLCType.S7_300_400_compatibel);

For controllers that need to be addressed via a remote TSAP (e.g. certain CP configurations), a constructor with explicit remote
TSAP is available:

TCP_ISO_Device device = new TCP_ISO_Device(
"192.168.1.100",
new byte[] { ox01, ox03 }, // Remote TSAP (2 bytes)
ePLCType.S7_300_400_compatibel);

3.2 Rack and Slot

Default values for rack and slot differ by controller type:

2

S$7-300 0

S$7-400 0 3 (typical, depends on configuration)
S$7-1200 0 0

S$7-1500 / ET200SP 0 0

§7-200 0 0

Logo! 0 0

WinAC RTX 0 2
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3.3 Controller Types (ePLCType)

The epLCType determines which functions are available and how communication is internally structured. The most important
values:

ePLCType

S7_300_400_compatibel S7-300, S7-400, WinAC RTX and compatible CPUs (e.g. VIPA)
S7_200_compatibel S7-200

S7_1200_compatibel S7-1200 via Put/Get

S7_1500_compatibel S7-1500, ET200SP via Put/Get

Logo®BA7_compatibel Logo! 0BA7

Logo@BA8_compatibel Logo! 0BA8

Logo@BA@_compatibel Logo! 0BAO

3.4 Prerequisites for S7-1200 and S7-1500
Put/Get access to S7-1200 and S7-1500 is disabled by default and must be enabled in TIA Portal. The steps differ by firmware
version:

Up to firmware V3.0 (§7-1500/ET200SP) or V4.6 (S7-1200):

1. In the CPU properties under “Protection”, enable the option "Allow access via PUT/GET communication by remote partners”.
2. For data block access: in the DB properties, disable "Optimized access”.

3. Download to the PLC. If problems occur, use "Extended download to device".

From firmware V3.1 (S7-1500/ET200SP, S7-1200 G2) or V4.7 (S7-1200):

From this firmware version, a role-based security model is active. Enabling access requires additional steps in the TIA project
security settings:

1. In the project navigation, open “Security settings” — "Users and roles”.

2. In the "Roles” tab, create a new role (e.g. "HMI_Access”).

3. In the "Runtime rights"” tab, select the appropriate PLC and enable "HMI access".
4. In the "Users” tab, enable the "Anonymous” user and assign the new role.
5

In the device view, under CPU properties — “Protection & Security” — “"Connection mechanisms”, enable “Allow access via
PUT/GET communication by remote partners”.

6. Compile the project and download to the CPU.
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4. MPI Connection (MPI_Device)

MPI_Device enables access to S7-300 and S7-400 via a serial MPI connection. An MPI adapter is required at the PC — typically a
USB-MPI adapter or a serial adapter. For VIPA controllers, the “Green Cable” with 38400 baud is supported.

MPI_Device only supports ePLCType.S7_300_400_compatibel . Attempting to set a different controller type results in an
exception.

MPI_Device device = new MPI_Device(

"com2", // Serial port

Q, // Local MPI address

2, // MPI address of the controller
eBaudrate.b38400, // Baud rate (default: 38400)
eSpeed.Speed187k, // MPI bus speed (default: 187k)

ePLCType.S7_300_400_compatibel);

Important parameters:

SerialPort COM port of the MPI adapter "CcoM2"
BUS_ADRESS_LOCAL Local MPI address of the PC 0

BUS_ADRESS_PLC MPI address of the controller 2 (default S7-300)
Baudrate Baud rate of the serial connection eBaudrate.b38400
Speed MPI bus speed eSpeed.Speed187k

Note: ReadWriteData is not available for MPI connections.
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5. PPl Connection (PPl _Device)

PPI_Device enables access to S7-200 via a serial PPl connection. The API is analogous to MPI_Device , but without the Speed
parameter since PPl uses a fixed bus speed.

PPI_Device device = new PPI_Device(

"CoM3", // Serial port

Q, // Local PPI address

2, // PPI address of the controller
eBaudrate.b9600, // Baud rate (default: 9600)

ePLCType.S7_200_compatibel);

Note: ReadWriteData is not available for PPl connections.
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6. Connection Setup and Lifecycle
Reference: Put/Get Access — 01_simple_read_example — https://github.com/Indi-An/PLCcomforS7-examples-dotnet

6.1 Connecting

Connect() establishes the connection to the controller and returns a ConnectResult object. connectResult.Quality indicates
whether the connection was successful:

ConnectResult connectResult = device.Connect();
if (connectResult.Quality != OperationResult.eQuality.GOOD)
{

Console.WriteLine($"Connection failed: {connectResult.Message}");

}

During connection setup, the PDU length of the controller is negotiated. It determines the maximum data volume per
communication cycle and is used internally for optimization.

6.2 Connection Status

device.IsConnected returns the current connection status. device.ConnectionState provides the detailed state as an
eConnectionState enum:

connected Connection active

closed Not connected

connecting Connection being established
closing Connection being closed

The onConnectionStateChange event is fired asynchronously on every state change and can be used for logging or Ul updates.

6.3 Disconnecting

DisConnect() closes the connection cleanly. PLCcomDevice implements IDisposable —ina using block, the connection is
automatically closed when leaving the block and all resources are released.

6.4 Timeouts

‘m

Connecttimeout Timeout for connection setup in ms 10000

Readtimeout Timeout for read/write operations in ms 10000
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7. Address Regions (eRegion)

Every ReadDataRequest and WriteDataRequest must specify a region. The region determines which memory area of the
controller is addressed:

Availability

DataBlock Data block (DB) All controller types
Flags_Markers Flags (M) All controller types
Inputs Inputs (1) All controller types
Outputs Outputs (Q) All controller types
Counter Counters (C) S7-300/400, S7-200
Timer Timers (T) S7-300/400, S7-200
S7_200_SystemInfo S7-200 system info S7-200 only

S7_200_System_Flags_Markers S7-200 system flags S7-200 only

For data block access, the DB number must also be specified. For all other regions, e is passed.

Note for S7-1200 and S7-1500: Data block access via Put/Get requires non-optimized DBs. Optimized DBs (default in TIA
Portal) are not accessible via Put/Get.
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8. Data Types (eDataType)

The data type in the ReadDataRequest determines how the raw data read is interpreted. Getvalues() on the ReadDataResult
returns a typed array — the array type corresponds to the requested ebataType .

Numeric types:

eDataType :NEFTYpe _

BYTE byte[] 1 byte
WORD ushort[] 2 bytes
DWORD uint[] 4 bytes
LWORD ulong[] 8 bytes
INT short[] 2 bytes
DINT int[] 4 bytes
LINT longl[] 8 bytes
REAL float[] 4 bytes
LREAL doublel[] 8 bytes
BIT bool[] 1 bit per element
RAWDATA byte[] Raw data
Time types:
DATE DateTime[] S7 DATE
TIME TimeSpan[] S7 TIME
LTIME TimeSpan[] S7LTIME
DATE_AND_TIME DateTime[ ] S7 DATE_AND_TIME
DATETIME DateTime[] S7 LDate_And_Time
TIME_OF_DAY TimeSpan[ ] S7 TIME_OF_DAY
LTIME_OF_DAY TimeSpan[] S7 LTIME_OF_DAY
DTL DateTime[] S7DTL
S5TIME TimeSpan[] S7 SS5TIME
String types:
STRING string[] .NET String
S7_STRING string[] S7 STRING (with length header)
S7_WSTRING string[] S7 WSTRING (with length header)
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BCD types:
N
BCD8 byte[] BCD-encoded byte
BCD16 short[] BCD-encoded word
BCD32 int[] BCD-encoded DWord
BCD64 long[] BCD-encoded LWord
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9. Simple Read (ReadData)
Reference: Put/Get Access — 01_simple_read_example — https://github.com/Indi-An/PLCcomforS7-examples-dotnet

9.1 Create ReadDataRequest

A ReadDataRequest describes exactly what to read. The four mandatory parameters are region, DB number (0 if no DB), start
address and data type. The fifth parameter specifies the number of elements to read:

ReadDataRequest request = new ReadDataRequest(
eRegion.DataBlock, // Region

1, // DB number (© for flags, inputs, outputs)
9, // Start address in bytes

eDataType.BYTE, // Data type

10); // Number of elements

For bit access, there is an additional parameter for the bit offset within the byte:

ReadDataRequest bitRequest = new ReadDataRequest(
eRegion.Flags_Markers,

9, // no DB

1o, // Byte address (M16)
eDataType.BIT,

1, // Number of bits

3); // Bit offset (M10.3)

9.2 Execute ReadData and Evaluate

ReadData() accepts a single request, an array or a list:

ReadDataResult result = device.ReadData(request);

if (result.Quality == OperationResult.eQuality.GOOD)

{
byte[] values = (byte[])result.GetValues();
foreach (byte b in values)
Console.WriteLine(b);
b
else

Console.WriteLine($"Error: {result.Message}");

Multiple requests in one call significantly reduce the number of round trips to the controller:

List<ReadDataRequest> requests = new List<ReadDataRequest>
{
new ReadDataRequest(eRegion.DataBlock, 1, ©, eDataType.BYTE, 19),
new ReadDataRequest(eRegion.Flags_Markers, 0, 0, eDataType.REAL, 4)
¥

List<ReadDataResult> results = device.ReadData(requests);
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9.3 Result Quality

I [

GOOD Read successful

BAD_DEVICE_IS_NOT_CONNECTED Device not connected

BAD_ADDRESS_OUT_OF_RANGE Address outside valid range

BAD_TIMEOUT Communication timeout

BAD_LICENSE_ERROR License error
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10. Simple Write (WriteData)
Reference: Put/Get Access — 02_simple_write_example — https://github.com/Indi-An/PLCcomforS7 -examples-dotnet

10.1 Create WriteDataRequest

WriteDataRequest request = new WriteDataRequest(
eRegion.DataBlock, // Region
100, // DB number
9); // Start address

// Add data — the type automatically determines the eDataType
request.addByte(new byte[] { 11, 12, 13, 14 });

Available addXxx methods:

addByte(byte[]) Bytes (eDataType.BYTE)
addwWord(ushort[]) Words (eDataType.WORD)
addDWord(uint[]) DWords (eDataType.DWORD)
addInt(short[]) Integers (eDataType.INT)
addDInt(int[]) Dintegers (eDataType.DINT)
addReal(float[]) Reals (eDataType.REAL)
addBit(bool[]) Bits (eDataType.BIT)
addS7String(string, maxLen) S7 String with length header

10.2 Execute WriteData

WriteDataResult result = device.WriteData(request);
if (result.Quality == OperationResult.eQuality.GOOD)
Console.WriteLine("Write successful");
else
Console.WriteLine($"Error: {result.Message}");

Multiple write operations can be passed as an array — each one is executed separately and returns its own WriteDataResult .
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11. Optimized Read and Write (ReadWriteData)

Reference: Put/Get Access — 03_optimized_reading_and_writing — https://github.com/Indi-An/PLCcomforS7-examples-dotnet

When many values from different areas need to be read and written simultaneously, ReadwriteData() with a
ReadWriteRequestSet is the most efficient method. Read and write requests are bundled and processed with configurable
optimization modes — the library reduces the number of actual PLC accesses to the necessary minimum.

11.1 Build ReadWriteRequestSet

ReadWriteRequestSet requestSet = new ReadWriteRequestSet();
requestSet.SetOperationOrder(eOperationOrder .WRITE_BEVOR_READ);
requestSet.SetReadOptimizationMode(eReadOptimizationMode.AUTO) ;
requestSet.SetWriteOptimizationMode (eWriteOptimizationMode.CROSS_AREAS) ;

ReadDataRequest readReq = new ReadDataRequest(eRegion.DataBlock, 1, 0, eDataType.BYTE, 10);
requestSet.AddRequest (readReq);

WriteDataRequest writeReq = new WriteDataRequest(eRegion.DataBlock, 100, 0);
writeReq.addByte(new byte[] { 11, 12, 13, 14 });
requestSet.AddRequest(writeReq);

ReadWriteResultSet results = device.ReadWriteData(requestSet);

11.2 Evaluate Results

foreach (ReadDataResult res in results.GetReadDataResults())

{
if (res.Quality == OperationResult.eQuality.GOOD)
Console.WriteLine($"Read: {string.Join(", ", (byte[])res.GetValues())}");
b
foreach (WriteDataResult res in results.GetWriteDataResults())
{
if (res.Quality == OperationResult.eQuality.GOOD)
Console.WriteLine("Write successful");
b

11.3 Operation Order

eOperationorder determines whether write operations or read operations are executed first:

WRITE_BEVOR_READ Write first, then read (default)

READ_BEVOR_WRITE Read first, then write

I Note: ReadWriteData is not available for PPl connections.
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12. Put/Get Optimization Modes

12.1 Read Optimization Modes (eReadOptimizationMode)

NONE — No optimization. Each request is executed as a separate PLC access. Maximum transparency, recommended for
troubleshooting and initial tests.

CROSS_AREAS — Cross-area grouping. Requests from different data blocks or areas are combined in one PDU where possible.
Advantage: fragmented data across multiple data blocks can be read in one access.

COMBINE_AREAS — Within-area grouping. Requests from the same area (e.g. the same data block) are combined into a larger
read range. Advantage: fast and high-performance access to contiguous data in the same area.

AUTO — PLCcom automatically selects the best method. On the first call, both methods are internally compared and the more
efficient one is used permanently. Expert Edition only.

12.2 Write Optimization Modes (eWriteOptimizationMode)

NONE — No optimization. Each write is executed individually.

CROSS_AREAS — Write operations to different areas are combined in one PDU where possible.

Note: Timer and counter writes, and bit arrays with more than one element, are always executed as individual accesses
regardless of the optimization mode.
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13. PLCcom DataServer
Reference: Put/Get Access — 04_simple_dataserver — https://github.com/Indi-An/PLCcomforS7-examples-dotnet

The PLCcom DataServer is a component for cyclic read access with event-driven notification on value changes. Instead of
implementing a polling loop yourself, you pass a list of ReadDataRequest objects to the DataServer and register an event handler.
The DataServer reads the values cydlically, compares them with the previous values and fires the onReadDataResultChange event
on changes.

The DataServer is only available in the Expert Edition.

13.1 Create and Configure DataServer

TCP_ISO_Device device = new TCP_ISO Device("192.168.1.100", 0, 2, ePLCType.S7_300_400 compatibel);
device.setAutoConnect(true, 10000);

PLCComDataServer_TCP dataServer = new PLCComDataServer_TCP("MyServer", device, 500);

dataServer.OnConnectionStateChange += (sender, state) =>
Console.WriteLine($"Connection state: {state}");

dataServer.OnReadDataResultChange += (sender, result) =>
Console.WriteLine($"Value changed: {result.Itemkey}");

dataServer.OnIncominglLogEntry += entries =>
foreach (var e in entries) Console.WritelLine(e.Message);

13.2 Add Requests and Start Server

ReadDataRequest reql = new ReadDataRequest(eRegion.DataBlock, 1, ©, eDataType.BYTE, 4);
dataServer.AddReadDataRequest(reql);

ReadDataRequest req2 = new ReadDataRequest(eRegion.Flags_Markers, ©, 4, eDataType.DWORD, 4);
dataServer.AddReadDataRequest(req2);

dataServer.StartServer();
// ... application runs ...
dataServer.StopServer();

13.3 Logging Connectors

The DataServer can automatically write value changes to the file system or a SQL database via LoggingConnector objects:

FileSystemConnector connector = new FileSystemConnector(
AppDomain.CurrentDomain.BaseDirectory,
"MyConnector",

o
EIN)

true, // Progressive logging

true, // Write data image
eImageOutputFormat.dat,

10, // Max files (-1 = unlimited)

24, // Max age in hours (-1 = unlimited)
30, // Max file size in MB (-1 = unlimited)
string.Empty); // Encryption password (empty = none)

dataServer.AddOrReplacelLoggingConnector(connector);

If an encryption password is specified, the data is stored encrypted. Corresponding methods are available in the library for
decryption.
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13.4 DataServer Optimization Mode

The DataServer internally uses ReadwriteData . The optimization mode can be set via SetReadOptimizationMode() :

dataServer.SetReadOptimizationMode (eReadOptimizationMode.AUTO);
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14. AutoConnect

AutoConnect allows the library to manage the connection automatically. When AutoConnect is enabled, the library connects
automatically on the first access and disconnects after the operation — or keeps the connection alive for a configurable idle time
span.

// Disconnect immediately after each operation
device.setAutoConnect(true);
// Keep connection alive for 10 seconds after last access

device.setAutoConnect(true, 10000);

The second parameter IdleTimespan specifies the time in milliseconds for which the connection is kept alive after the last access.
@ or NOo_IDLE_TIMESPAN means immediate disconnect after each operation.

Note: IdleTimespan is not supported for Tls13pevice and LegacySymbolicDevice . For these device classes, use
setAutoConnect(true) without a second parameter.
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15. Asynchronous Connection

BeginConnect() starts the connection setup asynchronously in a background thread. The result is delivered via the
ConnectCallback event:

device.ConnectCallback += (sender, result) =>

{

if (result.Quality == OperationResult.eQuality.GOOD)
Console.WriteLine("Connected!");
else

Console.WriteLine($"Error: {result.Message}");

}s

device.BeginConnect();

This is useful for Ul applications where connection setup should not block the user interface
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16. PLC Management Functions

The following management functions are available across all device classes, provided the respective controller type supports them.
Unsupported functions return BAD_FUNCTION_IS_NOT_SUPPORTED_FOR_SPECIFIED_PLC_TYPE .

16.1 Start and Stop PLC

OperationResult startResult = device.StartPLC();
OperationResult stopResult = device.StopPLC();

Not available for S7-1500 (start/stop via TIA Portal or HMI).

16.2 Read Basic Info

GetBasicInfo() reads the order number, firmware version and module version of the controller:

BasicInfoResult info = device.GetBasicInfo();

if (info.Quality == OperationResult.eQuality.GOOD)

{
Console.WriteLine($"Order number: {info.OrderNumber}");
Console.WriteLine($"Firmware: {info.FirmwareVersion}");

16.3 Read and Set PLC Clock Time

PLCClockTimeResult timeResult = device.GetPLCClockTime();
OperationResult setResult = device.SetPLCClockTime(DateTime.Now);

Not available for S7-1200 and S7-1500 via Put/Get.

16.4 Read CPU Mode

CPUModeInfoResult modeResult = device.GetCPUMode();
// modeResult.CPUModeInfo: RUN, STOP, STARTUP
// modeResult.CPUStateInfo: RUN, STOP, STARTUP, undefinend

Not available for S7-200, S7-1200 and S7-1500 via Put/Get.

16.5 Read LED Status

LEDInfoResult ledResult = device.GetLEDInfo();
foreach (var led in ledResult.LEDInfo)
Console.WriteLine($"{led.identifier}: {(led.state ? "ON" : "OFF")} {led.flashing}");

Not available for S7-200, S7-1200, S7-1500 and Logo!.

16.6 Read System Status List (SZL)

The system status list contains detailed diagnostic information from the controller. SSL ID and SSL index are described in the
Siemens documentation. Available only in the Expert Edition.

SystemStatusListResult szlResult = device.GetSystemStatusList(0x0111, 0x0001);

Available only for S7-300, S7-400 and WinAC RTX.
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16.7 Read Diagnostic Data

DiagnosticInfoResult diagResult = device.GetDiagnosticInfo();
foreach (var entry in diagResult.DiagnosticInfoEntries)
Console.WriteLine(entry.ToString());

Available only for S7-300, S7-400 and WinAC RTX. Expert Edition only.

16.8 Send Password

For password-protected controllers, the connection password can be sent to unlock access. Available only in the Expert Edition.
OperationResult pwResult = device.SendPassWordToPlc("<Password>");
Not available for S7-1200, S7-1500 and Logo!. For PLCSim connections, only without password.

16.9 Block Management (Expert Edition)

The following functions are available only in the Expert Edition and are not available for S7-1200, S7-1500 and Logo!:

Read block list:

BlockListResult blockList = device.GetBlockList(eBlockType.DataBlock);
Read block length:

BlockListLengthResult blockLen = device.GetBlockLenght(eBlockType.DataBlock, 1);
Back up block:

ReadPLCBlockResult backup = device.ReadPLCBlock_MC7(eBlockType.DataBlock, 1);
// backup.Buffer contains the MC7 code of the block

Restore block:

new WritePLCBlockRequest(buffer);

WritePLCBlockRequest restoreReq =
= device.WritePLCBlock_MC7(restoreReq);

OperationResult restoreResult
Delete block:

OperationResult deleteResult = device.DeleteBlock(eBlockType.DataBlock, 1);
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17. Result Evaluation

All operations return a result object that inherits from operationResult . The most important properties:

T N

Quality eQuality Quality status of the operation
Message string Readable error message or "OK”
InnerException Exception? Internal exception on unexpected errors
HasWorkedIntern bool Internal success flag

For ReadDataResult , additionally:

‘ Property

GetValues() object? Typed array of read values
DataType eDataType Data type of the read values
Region eRegion Address region
StartAddress int Start address

The pattern for robust result evaluation:

ReadDataResult result = device.ReadData(request);

switch (result.Quality)
{
case OperationResult.eQuality.GOOD:
// Process values
break;
case OperationResult.eQuality.BAD_DEVICE_IS_NOT_CONNECTED:
// Re-establish connection
break;
case OperationResult.eQuality.BAD_TIMEOUT:
// Timeout — connection is disconnected internally, reconnect on next access
break;
default:
Console.WriteLine($"Error: {result.Quality} — {result.Message}");
break;

Note on timeouts: On BAD_TIMEOUT , the library automatically disconnects internally. The next access — or AutoConnect —
will re-establish the connection.
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18. Questions & Support

Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany
® Support: support@indi-an.com
® Sales: sales@indi-an.com

o  Website: www.indi-an.com

® Phone: +49 421 989703-30

Resources:

® Product page: https://www.indi-an.com/en/plccom/for-s7 /fors7-overview/

® NuGet package: https://www.nuget.org/packages/PLCcomforS7

e Sample code: https://github.com/Indi-An/PLCcomforS7 -examples-dotnet

® APl documentation: https://docs.plccom.net/help s7/net/help/html/R Project PLCCom Documentation.htm

Change History

‘_
1.0

2026-04 Initial version

END OF DOCUMENT
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