
DOCUMENTATION PLCcom for S7
Appendix C: Security
Guide

Technical Product Documentation

Appendix C
PLCcom for S7  ·  .NET

Document ID IND-PLCCOMS7-DOTNET-SECURITYGUIDE-EN

Document Version 1.0

SDK Version 16.x.x

Language English

Platform .NET

Publisher Indi.An GmbH

Indi.An GmbH  ·  Flughafenallee 3  ·  D-28199 Bremen
support@indi-an.com  ·  Tel +49 421 989703-30



PLCcom for S7 — Appendix C: Security Guide

Document ID: IND-PLCCOMS7-DOTNET-SECURITYGUIDE-EN Version: 16 Language: English Platform: .NET

Table of Contents
1. About This Document
2. Security Model Overview
3. Communication Paths and Security Properties
4. TLS 1.3 — How It Works
5. Certificate Validation
6. Custom Certificate Validator (IServerCertificateValidator)
7. Authentication for Symbolic Access
8. Controller Protection Levels
9. Put/Get Access — Security Aspects

10. Recommendations for Production Deployment
11. EU Cyber Resilience Act (CRA)

PLCcom for S7
Indi.An GmbH · SDK Version 16.x.x · .NET

Indi.An Gm bH · Flughafenallee 3 · D-28199 Brem en · support@ indi-an.com  · Tel +49 421 989703-30 Page 2



1. About This Document
This Security Guide describes all security-relevant aspects of PLCcom for S7. It is intended for developers and system integrators
deploying the library in production environments.

PLCcom for S7 is a developer library. The security of the overall application is the responsibility of the integrator.

The library provides all necessary mechanisms for secure communication but does not enforce any particular security configuration.
Some settings that are convenient for development and testing must not be used in production.
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2. Security Model Overview
PLCcom for S7 supports two fundamentally different communication paths with different security properties:

Communication Path Encryption Authentication Certificates

Put/Get (TCP_ISO_Device) None Optional password (controller-
side)

None

Symbolic TLS (Tls13Device) TLS 1.3 Password or username/password Controller server certificate

Symbolic Legacy
(LegacySymbolicDevice)

None Password None

Symbolic TLS access via Tls13Device  is the only communication path that provides encryption and certificate authentication. For
all other paths, network security is entirely the responsibility of the integrator — typically through network segmentation, firewalls
and VPN.
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3. Communication Paths and Security Properties
3.1 Put/Get Access
Put/Get access via TCP_ISO_Device , MPI_Device  and PPI_Device  provides no transport encryption. All data is transmitted in
plain text. This is the classic S7 communication protocol that has been used in industrial environments for decades.

Security measures for Put/Get connections must be taken at the network level:

Segment OT network from office IT network
Restrict access via firewall to required hosts and ports
Do not expose controllers directly to the internet
Use VPN for remote access

3.2 Symbolic TLS Access (Tls13Device)
Tls13Device  communicates over TLS 1.3. Encryption takes place within the S7+ protocol — the TLS handshake is handled over

port 102 (ISO-TCP). This means:

All payload data (variable values, variable names, authentication data) is encrypted
The controller sends its certificate during connection setup
The client can validate the certificate to ensure it is communicating with the correct controller

3.3 Symbolic Legacy Access (LegacySymbolicDevice)
LegacySymbolicDevice  communicates without encryption. The password is not transmitted in plain text (a proprietary

authentication protocol is used), but the payload data is unencrypted. For production environments, the same network security
requirements apply as for Put/Get access.
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4. TLS 1.3 — How It Works
4.1 TLS Implementation
PLCcom for S7 uses the BouncyCastle library for the TLS 1.3 handshake. The implementation automatically selects between the
native .NET TLS implementation and BouncyCastle, depending on the operating system and available cipher suites.

4.2 TLS Handshake Flow
When connecting with Tls13Device , the TLS handshake proceeds as follows:

1. The client initiates the TCP connection to port 102 of the controller
2. Within the S7+ protocol, the TLS handshake is started
3. The controller sends its certificate (leaf certificate, optionally with chain)
4. PLCcom calls the configured IServerCertificateValidator
5. On successful validation, the encrypted channel is established
6. Authentication (password / username+password) takes place over the encrypted channel
7. The address space import begins

4.3 Default Validation Behavior
When no custom validator is configured, PLCcom uses the internal DefaultServerCertificateValidator . This checks:

1. Time validity — The certificate must be valid at the time of connection (NotBefore ≤ now ≤ NotAfter)
2. Trust store — If TrustedCertificates  is set, the certificate is checked against the stored trusted certificates
3. Hostname — The hostname or IP address from the connection URL is checked against the Subject Alternative Names (SAN)

of the certificate; the CN from the subject is used as a fallback

If no trust store is configured and AcceptAllServerCertificates = false  (default), only time validity and hostname are checked
— the certificate itself is not verified against a CA. This is sufficient for development and testing; for production environments, a
trust store should be configured.
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5. Certificate Validation
Reference: Symbolic Access → 05_validate_server_certificate → https://github.com/Indi-An/PLCcomforS7-examples-dotnet

5.1 AcceptAllServerCertificates
AcceptAllServerCertificates = true  disables all certificate validation. The controller’s certificate is accepted without any checks.

Warning: This setting must not be used in production environments. It completely disables protection against man-in-the-
middle attacks.

5.2 TrustedCertificates
TrustedCertificates  allows one or more trusted certificates to be registered. The controller’s certificate is then checked against

these certificates.

The controller’s certificate can typically be exported via TIA Portal or retrieved directly from the controller. On the first connection
with AcceptAllServerCertificates = true , the certificate can be saved and used as a trust store for later connections.

5.3 Hostname Validation
The default validator checks whether the hostname or IP address from the connection URL is contained in the controller’s
certificate. Subject Alternative Names (SAN) are preferred; the CN from the subject is used as a fallback.

If the controller is addressed via an IP address, the IP address must be present as a SAN of type iPAddress  in the certificate. If
addressed via a hostname, the hostname must be present as a SAN of type dNSName .

device.AcceptAllServerCertificates = true; // Development and testing ONLY!

var certParser = new Org.BouncyCastle.X509.X509CertificateParser();
var trustedCert = certParser.ReadCertificate(File.ReadAllBytes("plc_cert.der"));
device.TrustedCertificates = new[] { trustedCert };
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6. Custom Certificate Validator (IServerCertificateValidator)
For complex validation requirements — e.g. checking against a custom CA, certificate revocation lists (CRL/OCSP) or specific
certificate attributes — a custom validator can be implemented.

6.1 Interface

Parameter Description

host Hostname or IP address from the connection URL

certificateChain Certificate chain from the controller (leaf certificate at index 0)

trustedCertificates Trust store from TrustedCertificates  (can be null)

acceptAllServerCertificates Value from AcceptAllServerCertificates

The method must throw a TlsFatalAlert  exception if validation fails. If it returns without exception, the connection is accepted.

public interface IServerCertificateValidator
{
    void Validate(
        string host,
        X509Certificate[]? certificateChain,
        X509Certificate[]? trustedCertificates,
        bool acceptAllServerCertificates);
}
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6.2 Example Implementation

public class ProductionCertificateValidator : IServerCertificateValidator
{
    public void Validate(
        string host,
        X509Certificate[]? chain,
        X509Certificate[]? trusted,
        bool acceptAll)
    {
        if (acceptAll) return; // Development only

        if (chain == null || chain.Length == 0)
            throw new TlsFatalAlert(AlertDescription.no_certificate);

        var leaf = chain[0];

        // Check time validity
        var now = DateTime.UtcNow;
        if (now < leaf.NotBefore.ToUniversalTime() || now > leaf.NotAfter.ToUniversalTime())
            throw new TlsFatalAlert(AlertDescription.certificate_expired);

        // Check against custom CA
        if (trusted != null && trusted.Length > 0)
        {
            bool verified = false;
            foreach (var ca in trusted)
            {
                try { leaf.Verify(ca.GetPublicKey()); verified = true; break; }
                catch { }
            }
            if (!verified)
                throw new TlsFatalAlert(AlertDescription.unknown_ca);
        }
    }
}

// Usage:
device.ServerCertificateValidator = new ProductionCertificateValidator();
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7. Authentication for Symbolic Access
7.1 Authentication Methods
Symbolic access supports three authentication methods set when creating the device instance:

Without authentication — for PLCSim or controllers without password protection. Only acceptable in development and test
environments.

Password authentication — for controllers with a simple connection password. The password is transmitted over the encrypted
TLS channel (with Tls13Device ) or via the proprietary legacy protocol (with LegacySymbolicDevice ).

Username/password authentication — for controllers from firmware V3.1 (S7-1500) or V4.7 (S7-1200) that use the role-based
security model of TIA Portal. Enables granular access control based on user roles.

7.2 Storing Passwords Securely
Passwords and license data do not belong in source code. Recommended alternatives:

Configuration files — outside the source code repository, with restricted file system permissions
Environment variables — for containerized deployments
.NET Secret Manager — for the development environment ( dotnet user-secrets )
Azure Key Vault / AWS Secrets Manager — for cloud deployments
Windows Credential Manager — for Windows services

7.3 Controller Protection Levels
Siemens S7-1200 and S7-1500 provide several protection levels that are configured in TIA Portal. PLCcom supports authentication
for all protection levels that use password or username/password authentication.

For controllers with firmware from V3.1 (S7-1500) or V4.7 (S7-1200), the role-based security model is recommended. It allows
specific rights to be assigned per user and is significantly more granular than the simple password model.

string password = Environment.GetEnvironmentVariable("PLC_PASSWORD")
    ?? throw new InvalidOperationException("PLC_PASSWORD not set");

Tls13Device device = new Tls13Device("192.168.1.100", password);
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8. Controller Protection Levels
8.1 S7-1200 and S7-1500 — Protection Levels
Siemens S7-1200 and S7-1500 offer configurable protection levels in TIA Portal. The protection level determines which operations
are allowed without authentication and which require a password.

For symbolic access with PLCcom, the following points are relevant:

No protection — Connection without password possible
Write protection — Read without password, write requires password
Read/write protection — Read and write require password
Full protection — All operations require password

8.2 Firmware-Dependent Configuration
From firmware V3.1 (S7-1500) or V4.7 (S7-1200), TIA Portal uses a role-based security model. Configuration is done via “Security
settings” → “Users and roles” in TIA Portal. For symbolic access with PLCcom, the user used must have the appropriate access
rights.

8.3 Legacy Access and Firmware Enablement
For LegacySymbolicDevice , legacy access may need to be explicitly enabled in the controller depending on the firmware version.
The exact steps are firmware-dependent and described in the Siemens documentation. For newer firmware versions (from V3.1 for
S7-1500 or V4.7 for S7-1200), TLS access via Tls13Device  is the intended path.
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9. Put/Get Access — Security Aspects
9.1 Lack of Transport Encryption
Put/Get access provides no transport encryption. All data — including process values and control commands — is transmitted in
plain text over the network. This is an inherent characteristic of the classic S7 communication protocol.

In industrial environments, this risk is typically addressed through network segmentation and physical access control. For scenarios
with higher security requirements, symbolic TLS access should be used where the controller supports it.

9.2 Password Protection for S7-300/400
S7-300 and S7-400 offer simple password protection that can be unlocked via SendPassWordToPlc() . This password is
transmitted unencrypted over the network. It provides protection against unintentional access but no protection against targeted
attacks in an insecure network.

9.3 S7-1200 and S7-1500 via Put/Get
For S7-1200 and S7-1500 via Put/Get, the configuration steps described in section 3.4 of the Put/Get Guide apply. Access is
disabled by default and must be explicitly enabled. Enablement should only be done for the data areas actually needed.
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10. Recommendations for Production Deployment
10.1 Network and Operating Environment

Operate OT communication in segmented networks (OT/production separated from office IT)
Restrict access via firewall/ACL to required hosts and ports
Do not expose controllers directly to the internet
Use VPN exclusively for remote access

10.2 Communication Path
For S7-1200 and S7-1500: use Tls13Device  where the firmware version supports it (TIA V17+)
Use LegacySymbolicDevice  only when Tls13Device  is not possible
Put/Get access only in secured networks

10.3 Certificate Validation
AcceptAllServerCertificates = false  in production environments (default)

Configure TrustedCertificates  with the controller’s certificate
For highest security requirements: implement a custom IServerCertificateValidator
Renew certificates before expiry

10.4 Authentication
Do not store passwords and license data in source code
Use configuration files, environment variables or a secret manager
For S7-1500 from firmware V3.1: use role-based security model with username/password
Rotate passwords regularly

10.5 License Data
Do not store authentication.User  and authentication.Serial  in source code
Treat license data like passwords — store securely and load at runtime

10.6 Updates
Use only official sources (NuGet, official download package)
Apply security updates promptly
Observe the security support period
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11. EU Cyber Resilience Act (CRA)
PLCcom for S7, as a product with digital elements, is subject to the requirements of the EU Cyber Resilience Act (Regulation (EU)
2024/2847).

The following CRA documents are available:

EU Declaration of Conformity: → https://www.indi-an.com/legal/cra/plccomfors7-dotnet/160103/eu-declaration-of-
conformity.pdf

Security & Integration Guide (Annex II): → https://www.indi-an.com/legal/cra/plccomfors7-dotnet/160103/security-integration-
guide.pdf

Single Point of Contact for security reports: → support@indi-an.com
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12. Questions & Support
Indi.An GmbH Flughafenallee 3 D-28199 Bremen Germany

Support: support@indi-an.com
Sales: sales@indi-an.com
Website: www.indi-an.com
Phone: +49 421 989703-30

Resources:

Product page: https://www.indi-an.com/en/plccom/for-s7/fors7-overview/
NuGet package: https://www.nuget.org/packages/PLCcomforS7
Sample code: https://github.com/Indi-An/PLCcomforS7-examples-dotnet
CRA Security & Integration Guide (Annex II): https://www.indi-an.com/legal/cra/plccomfors7-dotnet/160103/security-
integration-guide.pdf

Change History
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1.0 2026-04 Initial version

END OF DOCUMENT
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