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1. About This Document

This guide describes the external logging interface of PLCcom for S7. It can write value changes from the PLCcom DataServer to
files or SQL databases and can also maintain a current data image.

Logging is a DataServer feature and is available in the Expert Edition.
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2. Concept

A LoggingConnector receives value changes from the DataServer. PLCcom distinguishes two output modes:

‘_

Data archive continuously writes every value change

Data image keeps the latest known value per data source and variable

Typical use cases are external analysis, reports, charts, simple process archives or forwarding data to customer systems.
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3. DataServer as Data Source

PLCcom

by Idin Germany

Logging connectors are registered with the DataServer. The DataServer cyclically reads the configured ReadDataRequest objects

and forwards changes to the connectors.

AppDomain.CurrentDomain.BaseDirectory,
"FileSystemConnectorl”,

'
>

true,

true,
eImageOutputFormat.dat,
10,

24,

30,

string.Empty);
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dataServer.AddOrReplacelLoggingConnector(connector);
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4. FileSystemConnector

The FileSystemConnector writes archive and image data to a target folder. The folder must be reachable; the application needs
read, write and delete permissions. Delete permissions are important when automatic reorganization is used.

4.1 Parameters

Target folder Folder for archive and image files

ConnectorName Unique connector name

Separator Separator for text output, commonly ;
isWriteLogActive Enables continuous archive logging
isWritelmageActive Enables the current data image

elmageOutputFormat Output format, e.g. dat or xml
maxNumberOfLogFiles Maximum number of archive files, -1 = unlimited
maxAgeHours Maximum file age in hours, -1 = unlimited
maxFileSizeMB Maximum file sizein MB, -1 = unlimited
EncryptionPassword Password for encrypted output, empty = no encryption

4.2 Archive Data Layout

Archive records essentially contain:

1. timestamp with milliseconds
sender or data source

data type

2

3

4. variable name
5. current value
6

quality

For encrypted files, payload data is written encrypted. Store the password securely; files cannot be decrypted without it.
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5. DataBaseConnector

The DataBaseConnector writes archive and image data to SQL databases. PLCcom does not provide a database server or
database provider. The application passes initialized database connections.

using DbConnection logConnection = CreateLogConnection();
using DbConnection imageConnection = CreateImageConnection();

DataBaseConnector connector = new DataBaseConnector(
logConnection,
imageConnection,
"DatabaseConnectorl”,
true,
true);

dataServer.AddOrReplacelLoggingConnector(connector);

For low-deadlock operation, two connections are recommended: one for the archive and one for the image. For file-based
databases such as SQLite, archive and image may need to be written to separate database files.

5.1 Tables

Default tables:

‘

PLCCom_DATALOG continuous archive

PLCcom_DATAIMAGE current data image

The table names can be changed:

connector.SetTableName_DATALOG("PLCCom_DATALOG");
connector.SetTableName_DATAIMAGE ("PLCcom DATAIMAGE");

5.2 Database Requirements

The database must be reachable from the PLCcom process. The configured connections need insert, update and delete permissions
on the tables. Delete permissions are important for reorganization and retention logic.

PLCcom generally works with connections based on System.Data.Common.DbConnection (.NET)or java.sql.Connection (Java).
The provider or JDBC driver is supplied by the application project.

Tested or typical target systems from the legacy documentation include Oracle, Microsoft SQL Server, MySQL, PostgreSQL,
Firebird, SQLite and ODBC/OLE connections in the .NET environment.
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6. Encryption and Decryption

A decryptor is available for encrypted FileSystem output:

Decrypter decrypter = new Decrypter(“<Passwort>");
decrypter.DecryptPLCcomDataFile("DataServer_00001.datx", "DataServer_00001.dat");
decrypter.DecryptPLCcomXmlFile("DataServer.xmlx", "DataServer.xml");

Two crypto formats exist: the modern V2 format and the legacy format for existing older files.
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7. Performance and Operation

The logging interface is designed for high change rates. If the target system writes slower than PLCcom provides data, records are
buffered internally. With very large backlogs, new records may be discarded.

For production use, check:

® write performance of the target system

e free storage

e database or file permissions

® no permanent locks by external processes

® suitable retention and reorganization strategy
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8. Questions & Support

For questions or comments, contact support@indi-an.com.

Change History

2026-06-01 .0 Initial version for PLCcom for S7 V16
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